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Abstract

Cnputer security “incidents” occur with al arming frequency. The incidents range
fromdi rect attacks by both hackers and insiders to autorated attacks such as net work
vorms. Weak systemcontrols are frequently cited as the cause, but many of these
incidents are the result of inproper use of existing control mechanism. Fr exanple,
inproper access control specifications for key systemfil es coul d open the entire system
to unauthorized access. Mreover, nany conputer systens are delivered with defaul t
settings that, if left unchanged, l1eave the systemexposed.

Thi s docurent discusses automated tools for testing computer systemvul nerability.
By anal yzing factors affecting the security of a conputer system a systemmnanager
can 1dentify common vul nerabilities stermng fromadmuni strative errors. (sing au-
tomated tools, this process may examne the content and protections of hundreds
of files on a mul ti-user systemand identify subtle vulnerabilities. By acting on this
information, systemadmmnistrators can significantly reduce their system’ security

exposure.

Atomated vulnerability testing tools are available for a wde variety of systems.
Sore tools are commercially available; others are available fromother systemad-
mmnistrators. Additional tools may be devel oped to address specific concerns for an
organi zation’s conputer systers. This docunent examnes basic requi rerents for vul -
nerability testing tools and describes the different functional classes of tools. Knally,
the docurent offers general recormendations about the sel ection and distribution of

such tool s.






1 Introduction

Mst nedern conputer systems have effective controls for inplerenting conputer
security. Fowever, manysystens achi eve considerabl yless securitythantheir controls
coul d offer due to inproper use of those controls or errors in systemconfiguration.
The existence of these controls presents an illusion of security to managerent and
users who assure the controls are properly configured. Thus, they maintain sensitive
data and applications on the systemas if it offered real security.

Mny conputer securityincidents result directly fromsuch inproper use. AGeneral
Accounting Office report describes one exanpl e:

'The hackers expl oi ted wel 1 - known securi ty veaknesses — nany of whi ch
vere exploi ted in the past by other hacker groups. These weaknesses per-
sist because of inadequate attention to conputer security, such as pass-
vord managerent, and the lack of expertise on the part of sore system
admmnistrators. . . [1]

Qher highly publicizedincidents, such as the Internet vormin Noverber, 1988 [2],
and the TEGet vorms (four cases in 1988 and 1989,) [3] [4] [5], exploited simlar

veaknesses. !

This problemis not necessarily due to inconpetence; even the nost expert admn-
istrator may nake errors due to the size and conpl exity of conputer systens. The
average systemsupports a wide range of services and a large nunber of files. 'The
securi ty nechamni sns used to control access to services and files must be flexi ble to ad-
dress a vide variety of requirenents. This flexi bilityenabl es users and admnistrators
alike to heighten or degrade the security of the conputer system

T ensure that an acceptable level of securityis achieved, the admmnistrator shoul d
utilize automted tools to regul arly performsystemvulnerability tests. The tests
examne a systemfor vul nerabilities that canresult frominproper use of controls or

msnanagerent. Fxanpl es of such vul nerahbilities incl ude:

o casily guessed passvords;

inproperl y protected systemfil es;
e opportunities for planting Tojan horses; and

o failure toinstall security-rel evant bug fixes.

!The Internet worm also exploited errors inthe code of the operating systemitself.



T identify such vul nerabilities, the testing process anal yzes the content of various
fles in the systemand the attributes associated wth those files. The nunber of
programs and sheer magnitude of data make it diftult for a systemadmni strator

to assess a systems security. An extrerely large nunber of tests and checks may

be required. A aresult, that reviewnay be feasible only with the assistance of the
conputer itself.

Sof tvare tools are available to aid the systemadmmnistrator inthis task. These tools
use the pover of the systemi tself to performthe | arge nunber of tests required. These
tools will be referred to as automated vul nerability testing tools.

The goal of vulnerabilitytestingis to achieve the greatest degree of security possible,
given a particular system This process focuses on the current state of that system
to determne if cormon vul nerabilities exist.

1.1 Intended Audience

This docurent addresses concerns of systemadmnistrators, security practitioners
and 1nformation resource managers. It provides guidance on the inplernentation,
selection, utilization, and distribution of vul nerability testing tools.

The primary audience for this docurent is conposed of systemadmnistrators and
systemaudi tors who are responsible for eval uating the security of systems. These
tools provide the neans to performthat task. This docurent assists this audi ence
by provi di ng gui dance in the selection of appropriate tools and the analysis of the
out put.

The secondary audi ence for this docunent includes security offters and AP man-

agers who are responsible for inplerenting organi zational security policy. For this
audi ence, conputer systemvul nerability testing may be a facet of organi zational pol-
icy, and a neans to verify conpliance with policy. The i nformation containedinthis
docurent will assist themin the devel opnent and eval uation of organi zational policy
based on these tools.

Fnally, this docurent may prove useful to programmers vho are devel opi ng vul ner-
ability testing software. It includes a basic list of objeétso reviewand sore hints
about applying the list to particular systems. Anumber of cormen techniques for
impl erenting vul nerability testing are al so described

ZAn object is an abstraction for anything that holds data. The most common object is the file.
Other exanples can be directories, devices, etc.



1.2 How To Use This Document

Thi s docurent provides gui dance on howto:

o determne the types of vulnerabilities that shoul d be considered;

determne what objects on a systemshoul d be revi eved,

determne howto test those objects; and

impl erent a vul nerability testing policy for an organi zation.

Section 2, Vulnerability Testing (bjectives, describes the types of vulnerabilities that
can be addressed. Applying these objectives to a particular systemis reasonably
straightforvard; each objective wll relate to a set of programs or configuration fil es.

Section 3, Wil nerability Tsting Mthods, describes howvul nerability testing may be
perforred. The appropriate nethodol ogy depends upon who performs the testing

and the test objectives. Testing a single computer is diflerent fromtesting a net-
vork of computers. Tsting performed by the systemadmmnistrator wll also differ
fromtests perforned by the orgami zation’s security offter. There are several general
vul nerability testing “nethodol ogies”; each applies to certain scenarios.

Section 4, Wil nerability Tésting Techni ques, describes and classifies common tech-
niques for the inpl erentation of conputer systemvulnerability tests. These tech
ni ques caninpl erent a varietyof testing methodol ogies. These techni ques use general
conputing concepts and apply to a wide variety of systers.

Section b5, Policy and Procedures, includes a variety of recommendations regarding
the inplenentation of a vulnerability testing programw thin an organization Rec-
omendations focus upon the selection, distribution, and use of computer system
vulnerability tests.

The docurnent is best readinits entirety. Fovever, the rel ative inportance of certain
sections will depend upon the reader. The organi zational security offter or inforna-
tion resource mnager who is devel opi ng policy may wish to skip the i npl enent ation
details in Section 4. Auditors and systemadmnistrators will find the policy discus-
sions in Section 5 less relevant than the reminder of the docunent. Prograrmers
vill find Sections 3 and 4 most informative.






2 Vulnerability Testing Objecti ves

The techni cal strength of the securityina computer systemis afunctionof the design
of its hardvare and sof tvare. Hbvever, the actual security achievedis a function of
the vay the machine is used. Security is affected by the actions of both the users

and the systemadmnistrators. sers mayleave their fil es open to attack; the system

admni strator may l eave the systemopen to attack by insiders or outsiders.

The features used (or msused) frequentlyinvol ve systemor user envi ronrent config-
uration. Two exanples are:

o Apassvord systemprovi des sore degree of potential security. Users my neg-
atively affect security by using a null passvord, selecting an easily guessed
passvord, or taping the passvord to their termnals.

o 'The discretionary access controls associated vitha typical operating systempro-
vide sone degree of potential security Ior convenience, configuration files set
systemand user defaul ts for the file protection attributes. This frees users from
specifying the protections assigned for every file created. Fovever, the security
achievedwill be mnimal if auser’s default file protections are “read/write/execute

by AWQE ”

Ineachof these cases, little actual securityis achieved. If auser makes these mstakes,
the damage is confined to portions of the systemthat the user can access. If that
user is the systemadmmnistrator, the entire systemis at risk.

In conbi nation, these errors place the systemat greater risk than either error alone.
If the systemadmni strator’s defaul t access control settings allowanyone to al ter files,
non- privileged users can replace common systemexecutables with Tojan horses.

If a user also has a “joe account” (vhere the userid and password are identical),
an unauthorized person mght guess the passvord and gain access to the system

The unauthorized user could install a Tojan horse and gain systemadmmni strator
privileges.

In each of these cases, the systemvas vulnerable due to msuse of the systemis
features. These mstakes occur with alarming frequency. Fortunately, it is sinple to
i1dentify many common errors using vul nerabilitytesting tools. These tools searchfor
vul nerabilities that arise fromcomnmon admmni strator and user errors.

Vi nerability testing tools anal yze the current state of the system This is different
fromactivity monitoring or intrusion detection. Mnitors and intrusion detection
systems anal yze events as they occur. Vil nerability testing tools reviewthe objects



ina system searching for anoralies that mght indicate vul nerabilities which could
all owan attacker to:

e plant Ttojan horses;
e masquerade as another user; or

e circunvent organi zational security policy.

Momlies mght be the unexpected modification of files, “suspicious” content in
certainfiles, or successful performance of forbidden operations. These anomalies may
indi cate the presence of a TFojan horse or an opportuni tyto pl ant one. The anonalies
may al so indi cate an opportunity to msquerade as another user.

There are basic rules for systemsecurity that address these concerns. 'These rules
appl y to nost conputer systems. Automated tools can reviewthe systemto verify
conpliance to these rules. The following sub-sections describe sone basic rules. The
first proposes rules for stand-al one system; the second identifies additional rules for
system connected to netvorks.

2.1 Stand-Alone Systens

Toidentify vulnerabilities on a stand-al one system vul nerability testing tools review
executabl es shared anong users, and security controls that:

e restrict systemaccess (passvords, smart cards, etc.);
o set the systemconfiguration; or

e set a user’s configuration.

Vi nerabilities in the systemaccess controls may allowone user to masquerade as
another. 'The configuration fles and shared binaries are attractive ways to install

a Tojan horse. HKnally, the configuration files set default nechani sns that shoul d

reflect your organi zation’s security policy.

It is difitult and time- consumng to reviewall of these objects by hand. Fovever, a
vul nerability testing package can qui ckly and accuratel y performsuch a review The
typical systemhas several areas where vulnerability testing tools may be applied
These 1ncl ude:



e identification and authenticationsystem (especially password system);
o content and protectionof critical systemfiles, suchas systemconfiguration files;

e content and protection of critical user files, such as session start-up and config-
uration files; and

e prevention and detection of changes in systembinaries.

Inthis docunent, the termcriticd file refers to fil es vwhose nodification or discl osure
couldresult in circunventing systemcontrols. That is, their nodificati on may allow
a user to gain unauthorized access to a system(or resource) or plant Tojan horses.

The foll ovi ng sections devel op nore specific objectives for the application of vul ner-
ability testing tools to passvord nechanisns, user fles, and systemfil es respectively.
These can be applied to a particul ar systemto identify specific vulnerabilities for
review

2.1.1 Issvord Mchani sm

HES Pub 112, Password Usage, contains a basic set of rules for passvord-based
identificationand authenticationsysters. [6] FIPS Pub112 describes tenfactors which
“rust be considered, specified and controlledvhen ... operating a passvord system”
(A these factors, four are candidates for automated vul nerability testing:

o length: Short passvords are easily broken by exhaustive attenpts.

o lifetime: Passvords have a limtedlifetine. They should be changed regul arly
or vhenever they may have been conpromsed.

e source: Passwords that are not randomhy sel ected may be guessed or di scovered
by a dictionary attack.

o storage: Passvords storedin a conputer should be protected to prevent disclo-
sure or unauthorized nodi fication.

Note that the six remining factors are not candidates for vulnerability testing. For
instance, ownershipis the set of individuals who are authorized to use a passvord.
KBS Pub 112 states that “Personal passwords used to authenticate identity shall
be owned (i.e., known) only by the individual having that identity.” Vilnerability
testing cannot ensure that individuals have not disclosed their passvords.



2.1.2 User Files

The basic rules for the content and protection of ler Files are derived by consid-
ering the testing objectives. Uer files nust not permt the installation of Tojan
horse programs. Ukers must restrict access to objects they create according to the
organi zation’s security policy. The following rul es support these goals:

e Protect personal start-up files frommodification by others. (These files are
ideal candidates for planting Fojan horses since they are ADRS executed. )

e b not specify personal or shared directories before systemprovi ded di rectories
inexecutable search paths. (This invites the installation of Tojan horses. )

o [¥fault protections assigned at file creation shoul d neet systemstandards.

e Limt wite access ina user’s personal file space (by appropriate protection of
user directories).

2.1.3 SystemkFiles

The rules for System Hles are developed in a simlar fashion. The systemconfigu-
ration files and shared binaries must be protected against Tojan horses and audit
trails nust be protected agai nst undesired nodi fication. The follow ng rules support
these goal s:

o Restrict modification privileges for systembinaries to systems staff

o Reviewthe content of systembinaries for unexpected changes.

o Restrict modification of systemstart-up scripts to systems staff

o Reviewcontent of systemstart-up scripts to ensure that secure defaults are
speci fied and prograns executed are not candi dates for Tojanhorse conversion.

o Protect audit trail log files fromunauthori zed modi ficati on.

2.2 Netwrk Ibsts

In conputer netvorks, systems typically share data and other resources. This com
plicates the probl emof unauthorized access by addi ng t vo newvariables: the identity
of the remte system and the relationshi p between the identities of the users of the



tvo systems. The networking software creates additional avenues for access to the
system The security nechani sna controlling these access paths nust be revi ewed for
vul nerabi lities.

Netvorking sof tware can allowa user or systemto access a systemor its resources.

The original list of vulnerability test objectives must be enhanced to reflect the ad-
ditional threats. (ha netwvork host, the test objectives are toidentify vulnerabilities
vhi ch woul d al 1 ow

e a user to masquerade as another user or a systemto musquerade as another
system

e installation of Ttojan horses or penetration by netuork worns; and

e circunvention of security policy by users of remote systens.

Anetvork host will have all of the potential vulnerabilities of a stand-alone system
as vell as the vulnerabilities containedin the netvork services. Review ng the config-
uration of the netvork will require additional tests, but these tests address the sane
issues as an audit of a stand-alone system Io extend the stand-alone rules for net-
vork hosts, examne the added services with these concerns in mnd. The particul ar
addi tions will depend upon the types of services offered and used by the system

Ror instance, a netvork host may performall authentications locally. (Inthis case,
the passwordis transmtted across the netvork. ) Then the testing voul dinclude all
the 1 dentification and aut henticationrules for the stand- al one system (e addi tional
requirenent is needed: netvork access shoul d not allowusers access to the passvord
file beyond that providedin stand-al one node.

In netvork environments, many systens rely upon the remote authentication of a
user. In this case, the problemis entirely different. The 1ocal host relies upon the
remote systemto authenticate users. The result of the authenticationis only reliable

if:
o the remte systemis known to the system and

o the renote systems identificati on and authenti cation database correl ates accu-
rately with the local systems database.

That is, it is inportant to knowthe remte users and their system 3

3This does not rule out vulnerabilities related to spoofing of network hosts; this is a function of
the netvork protocols enpl oyed.



The concerns for user files are simlarly augrented according to services provided

If the users can define remte access capabilities for themsel ves, the content and
protection of those files should be reviewed. * For systemfiles, the critical files are
any file nodifying remte access capabilities and systembinaries used in netvork
communi cation. Vilnerability testing softvare can review the configuration files,
verify that binaries have not been mdified, and may even verify the correl ation of
1denti fication dat abases.

2.3 Summary

The generic rules presented in Section 2.1 provide a basis for testing any system
The particular rules applied inthe testing process reflect the specific features of the
systemin question. There may be vul nerabilities associated vi theveryresource (such
as electronic mil or virtual disk) that the systemprovides. Fxamne each resource
to determne if additional identification and authentication tests are required or if
critical user or systemfiles exist.

These rules extend the basic vulnerability testing objectives to address specific fea-
tures of the system If the host supports additional resources, such as a database
managenent system or maintains a relationship of trust with connected devi ces, the
testing rules must be enhanced to reflect this.

The absence of controls on a systemcan reduce the set of testingrules. For exanple,
personal conputers frequently lack identification and authentication nechani sma or
file-1evel access control. Br those systems, the i dentificati on and authenti cation rul es
do not appl y.

Note that nmany additional security rules are not candi dates for review by vul nera-
bility testing tools. For exanple, a sof tvare audit can not detect passwords taped to
termnals; this is external to the system Ibwever, sof tware can determne if a user
can copy the passvord fil e.

“This is true for certain inplemntations of the Berkeley Software Distribution (BSD network
utilities, such as rsh, rlogin, and rcp.
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3 Milnerability Testing Met hods

[pendi ng upon the obj ective, vul nerabilitytests mayinpl erent a varietyof nethods
to assess security. Bsts may mmc an attacker or sinpl y brovse through the system
in nore typical auditing fashion. Tests may run on the systemundergoing audit or
may execute on a rerote system Tests may viewthe systemnarrow y or broadl y.

Thi s section describes several diflerent classifications for vulnerability test prograns.
Tests are classified according to:

e passive or actlve testing;

® scope;

local, netvork, or distributed testing; and

e reporting nethodol ogy.

The foll ovi ng sections define and describe these cl assifications and suggest appropri-

ate applications.®

3.1 Active and Passive Testing

Tests may be cl assified as passive or active. Active tests are intrusivein nature; they
identify vulnerabilities by exploiting them Passive tests only examne the system
they infer the exi stence of vulnerabilities fromthe state of the system

(onsider the exanple of a passvord-based identificati on and authentication system

A passvord testing programmght actually attenpt to login with a small set of
“easy” passwords. Wen successful, the programmght mail or wite a notification

of this success to the systemadmnistrator. This is an active test. Apassive test
mght 1 nvol ve checki ng the password fil e protection, or copying the fil e and performng

oft line encryption and conparison of encrypted strings.

Both types of tests are useful. Were the passvordfile is unprotected, anoffline test
is more eflti ent, more realistic, and more thorough. Active testing may be the only
possible rethod if the test programcannot gain access to the encrypted data.

5Note that these classification are not mutually exclusive. For exanple, passive tests nay also
be local tests.
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Fbvever, active tests are more dangerous than passive tests. Active tests can fre-
quently be transforned intoa Toj an horse (or netvork vorm w th onl y mnor nod-
ifications. Passive tests are usually less volatile. HFovever, both types are useful to
an attacker, as in the tvo types of passvord tests.

3.2 Scope

Test programs may be classified according to scope. Bst programs my examne
a single vulnerability or examne the vulnerability of an entire system The single
vulnerabilitytests have a narrowscope; the systemvul nerabilitytests exhibit a broad

scope.

The sinplest vul nerabilitytesting programs test for a single specific vul nerability. For
exanple, a test mght sinply check for unprotected start-up files. By using a series

of such tests, it is possible to identify comrmon vul nerabilities. Fovever, such tests
do not consider the conpl ete ramfications of the vul nerabilities.

The curml ative effect of a vulnerability may be far greater than it appears. or
exanpl e, unprotected start-up files allowusers to plant Ttojan horses. If user X’s
start-up files are unprotected, and X can nodify the passvord file, any user may
masquerade as any other user. This is a simnple exanple; more realistic scenarios can
becore much more conpl ex.

Asingle vulnerability test would identify the unprotected start-up files. Another
single vulnerability test mght report that Xvwas anong users who could modify the
passvord file. Asystemvul nerability test performs many single vulnerability tests,
considers the systems access control rules, and determnes the conpl ete ramficati ons
for systemsecurity.

Systemvul nerability testing is more useful than a collection of single vulnerability
tests. It is not al ways possible to correct every specific 1 temflagged by vul nerability

testing. Asystemvulnerability test wll assist the admmnistrator in determm ng the

total risk (to the system) posed by a specific vul nerability. ©

SRor exanple, an applicati on mght require permssion to access sensitive files. Asystemvul ner-
ability test could hel p the systemadmni strator eval uate and limt the vul nerability of the system
If the vulnerability was too great, the admnistrator mght wsh to disable the applicationor isol ate
it on another host.

12



3.3 Local, Network, and Ostributed Testing

Tests may be designed for local testing of a single system netvork testing, or dis-
tributed testing. Iocal tests examne the systemwhere they execute. Network tests
use communi cation links to examne the state of a remte system Dstributed tests
execute diflerent tasks on each system according to the systems role.

Mst tests are designed for local execution on a single machine. 'These tests are
restricted to the examnation of the (virtual) system They can examne the content
and protection of local objects, and remte objects that are available on virtual
devices. They cannot examne objects strictlylocal to remte systens.

Netvork tests examne the state of remote systems, using conmunication links to
access various services and objects. This type of test permts network security nan-
agers to assess conpliance wthsecurity directives. For exanple, a netvork test could
determne 1f insecure netvork servi ces vere enabl ed by activel y probing systens.

Thi s may be sufftient for netvork hosts that do not trust other netvork hosts. Fow

ever, if the host is a menber of a distributed system a remte systemperforns
authentication or access control of local objects. In this case, security-relevant con-
trols and information are distributed anong the systems. The testing must anal yze
conponents fromeach host to adequatel y assess the vul nerability of the distributed
system

o ensure synchroni zation of controls, distributed tests are needed to conpare the
configurations of the “rel ated” hosts. Tests that performthis task must consider each
host’s role in the systemand anal yze the appropriate conponents. Accessing the
appropriate conponents of ten requires local execution, so the tests thensel ves must
be distributed in nature.

3.4 Reporting Methodol ogy

In nost cases, test reports are generated for the local systemadmmnistrators. Test
reports mght also be returned to a central site for auditing purposes. There is a
great diflerence in the tvo nethods. In the former, the test is a tool for the system
admni strator. Inthe latter, the tests are intended to identify systems that pose an
unacceptabl e risk to the network.

A anexanpl e, aninternational netvork vas attackedseveral tines by netvork worns

that exploitedthe sane vul nerability. The netvork security admmnistrator had i ssued

an edict requring correction of this vulnerability after the first incident. Anetvork
test wth centralized reporting woul d have assisted the netvork admnistrationinthe

13



identification of non-conpliant systems. In combination with admnistrative proce-
dures (to disable netvork connections of non-conpliant system), such testing mght
have reduced the netvorks vul nerability to subsequent attacks.

3.5 Summary

o surmari ze the nost inportant points of this section:

o Restrict the use of active tests to circumtances requiring their uni que charac-
teristics. Active tests cantest any vulnerability, but are dangerously close to a
Ttojan horse or vorm Passive test programs effectivel y performnest vul ner-
ability testing tasks and are relatively difltult to convert to Tojan horses or
VOT T8.

o Active testing techni ques are closel y coupl ed vith the specific system Avariety
of passive techn ques are available; they may be applied to any system

o Systemvul nerabilitytests anal yze mul tiple vul nerabilities and attenpt to deter-
mne the curml ative effect. This is superior to a battery of single vulnerability
tests in which each addresses a specific vul nerability.

o Iocal testingis enpl oyedto determne the vul nerabilityof astand- al one system
or network hosts that do not “trust” other hosts.

o Netvork testing is enployed by netvork security offters to examne the use of
“dangerous” services. These are often active tests.

o Dstributed testing is required for systems that “¢rust” other hosts to enforce
access control or performidentification and authentication.

o Vilnerahility testing tools use local reporting when enployed to assist a local
systemadmmni strator. The tools may use renote reporting vhen soreone ot her
than the local systemadmmnistrator (e.g., the netvork security admnistrator or
an auditor) is anal yzing security. Rernte reportingis also useful vhen asingle
systemadmmni strator runs mul tiple machines on a single network.

14



4 Mil nerability Testing Techni ques

This section describes the various techni ques which may be used to ensure confor-
mance vi th the generic testing rules. Asingle rule may require several different tests,
regardless of the testing nethodol ogy enpl oyed. Fach test woul d enpl oy a diferent
techni que to examne a particul ar aspect of the problem

4.1 Configuration ReviewIests

Mdern conputer systems are hi ghly configurable, reflecting the flexibility of con-
trols and range of security policies that must be inplenented. The rel ative security
of the different configurations can also vary widely. In many cases, a systemruns
in an undesired and insecure systemconfiguration. This often occurs because that
configuration may be the default or the sinplest to inplerent. In other cases, the
conplexity of the configuration file results in an uni ntended (and insecure) configu-
ration. (onfiguration reviewtests read and interpret the files vhi chrepresent system
configuration i nf ormation, searchi ng for evidence of vul nerabilities.

Insecure configurations my exist for longer periods of time than most systemcon-
figuration errors. If a systemconfiguration error results insystemfailure or inpacts
performance, users wll insist that the error be identified and correctedina reasonabl e
time frare. (bnfiguration errors degradi ng security may not be identified until the
machineis successfully attacked. (bnfigurationreviewtests are areliable rethod for
detecting these errors before a systemis attacked.

M exanple of an insecure configuration is uncontrolled sharing of resources by a
netvork host (e.g., sharing disk partitions wth any systemon the netvork). Fw
scenarios justify uncontrolled renote disk access. Fowvever, if the installation scripts
default to “export to vorld,” many systems’ configuration will never be corrected.
This type of configuration problemcan be detected by anal yzing the content of net-

vork configuration files w th configuration reviewtests.

4.2 File Gontent and Protection

(brmand fll es (especially start-up scripts) and systemutilities are attractive targets
for the insertion of Tojan horses. The integrityof these processes must be protected.
Atest is requiredto ensure that no one but the rightful ovmer can modify the start-up
procedure. This is not a sinple task, since each process may execute others and these
must be protected as well.

15



Vérification of access control settings is the first stepin assessing the security of these
files. This process is of ten conplicated by the fact that many systens support several
access control systens and their interactions are not al vays clear. Inaddition, testing
the permssions associated with a fil e nay be insuffti ent.

o be more corplete, it is necessary to verify that all programs the cormand file
executes are also appropriately protected. A an exanple, a INX 7 test program
mght confirmthat rc.boot is ovmed by root and protected frommodi ficati on by all

other users. This is insufftient; if any programexecuted by rc. boot is not owned by
root and simlarly protected frommodification, that programis a potential Tojan
horse. This type of testing requires reviewing the content of the file, and identifying
called prograns.

(sers canal so create vul nerabilities by assigni ng i nappropri ate val ues to user-controlled
configuration paraneters or environnental variables. In these cases, the content is
examned to determne the val ues assigned to user-controlled variables. This valueis
eval uated and flagged if insecure.

Asinple exarple is the default file protection attribute that is assigned when a
user creates a file. If this value is veak, such as “nodify by anyone,” confidentiality
and integrity my suffer. Aprogramcoul d trace through the start-up procedures to
determne the val ue assigned to this variable.

In a nore conpl ex exarpl e, N Xsystens typically specify the set of trusted hosts

for accessing BSD netvorking utilities (rlogin, rsh, and rcp) in a configuration file.
lsers canmodify this 1ist by placing entries in their own netvork configuration fil es.
The degree of security provided by the systemis directly affected by these settings.
Aprogramcoul d read and anal yze the content to eval uate the securitylevel.

4.3 Bug Fixes

(perating systembugs can also be a security vulnerabilityina system Sore highly
publicizedattacks, incl udi ngthe Internet worm have expl oi tedthese vul nerabilities to
gain access to systems. % aresult of these incidents, vendors are maki ng a concerted
effort to devel op and di stribute patches to correct these bugs. Fovever, many system
admmni strators donot keeptheir systens current by installingthe appropri ate patches.

The security advi sories whi ch announce the availability of the security patchdescribe
sinple procedures to determne if the patch is required. These procedures usually

"UNX is aregistered trademark of AT
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invol ve verifying sizes, versionnunbers, or checksuns associ ated vi th the execut abl es.
The appropriate patch(es) can be obtained fromthe vendor. 8

Thi s process can be automated vith a programthat revievs systembinaries to verify
the installation of security bug fixes. These tests may be active or passive in nature.
Active tests attenpt to exploit the bug;, passive tests use checksurs, file sizes, and
version nunbers to determne if the patchis in place.

The passive tests are extremel ylimtedinnature; they appl yto a particul ar hardvare
platformand a range of software versions. Rr exanple, a passive programwvhich
confirns that the INXfingerd binary is secure mght only work on Sun($ version

3. Xfor the SN 3 series of conputers.

The active tests are more flexible. An active programtesting the fingerd bug coul d
be reconpil ed and executed on any IN Xsystem Ibvever, the test programcoul d
also be transforned into a wormor Tojan horse with onl y mnor nodi fications. A
withall active tests, distribution must be carefully considered.

4.4 Change Detection Tests

(hange detection tests are a class of passive audit tests. These tests are perforred
to verify that files have not changed since sone baseline vas established. ‘These
tests ignore date and time stanps, which may be faked or corrupted, and rely on
cyclic redundancy checks ((RG) or encryption-based algorithms such as the Dhta
Asthentication A gorithm(DAY) [7], which utilizes the Dhta Fheryption Standard
(IES) [8]. These tests cannot prevent change or determne what has changed, but are
reliable for determning if change has occurred. This sort of test may be perforned
to ensure that a systemprogramhas not been repl aced wth a Tojan horse.

(hange detectiontests are sonetimes usedinareversefashiontoverifythat anupdate
has beeninstalled; if the (RCgeneratedis X the patchhas not beeninstalled. Mote
that the result of change detection tests wll be different for binaries of the same
programon di flerent hardvare platforns. Applicationof suchtests wll be limtedto
particul ar hardvare/sof t vare conbi nations.

Fhhanced techni ques are required to reviewself-modifying executables. In such a
case, a “rap’ specifying the constant portions of the programand the correspondi ng
checksuns are required.

(hange detection testing can be very effective, but is mere denandi ng procedural ly
than file content or configuration reviewtests. The degree of assurance corresponds

8Geveral vendors actually distribute patches via anonynous ftp on the Internet.
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directly to the protection of the baseline. It is best to store checksums off-1ine.
Mother optionis to store the checksuns in an encrypted form

4.5 System Specific Testing

In sore cases, generic testing must be discarded in favor of systemspecific testing.
Tests must be designed to target specific features of a systemwhen generic techn ques
are not useful. Ir exanple, a reviewof “industry-standard” passwords would be
targeted tovards specific account-password conbi nations uni que to each particul ar
operating system

& a general rule, active tests wll be systemspecific. They wll attenpt to exploit
specific vul nerabilities by executing systemlevel or resource-level commands. Cbn-
figuration reviewtests are also systernspecific. They will test for particul ar insecure
configurations of this particul ar operating system

In contrast, change detection tests are entirely generic. 'The algorithmutilized to
create checksuns is not related to the system

4.6 HOstributed Cormnications

(Centrally reported tests are a managerial device, designed to assist personnel who
manage or audit a large munber of systems. Ibvever, this device is also vul nera-
ble to eavesdroppi ng vhen executed on typical netvorks. Favesdroppers can “listen
promscuousl y” and obtain access to confidential vulnerability test reports. 'These
reports may go so far as identifying the vulnerabilities for the attacker.

Results of vulnerability testing should al vays be secured if central reporting is per-
formed. If the systemhas any vulnerabilities, the complete results of vulnerability
testing wll describe themin detail. There are two basic nethods for protecting this
inf ormation.

Frst, reports can be “sanitized” by reducing the information reported to a simple
mmeric score. Secondly, public-key encryption techniques can be used to assure
confidentiality. These techni ques can, of course, be used in conbi nation.
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4.7 Atificial Intelligence

Artificial intelligence techni ques can be enpl oyed vhen eval uating systemvul nerabil -
ity. Identifying a basic vulnerabilityina systemis relativel y easy. The ramfications
of the exploitation of a particul ar vulnerability are not al vays so obvious, though.

For exanpl e, suppose a user has anull passwrd (early, anyone can nownasquerade

as that user. 'The threat is even greater if that user can medify systemconfigurati on
files. That voul dlet anyone pl ant a Tfojan horse, and so execute programs wi th other
users’ authorizations. That nakes the null password much nore serious. This is a
relativel y sinple exanple, requiring only tw steps. Mre realistic exanpl es mght
require a longer series of steps.

T recogni ze the full ramfications of a vulnerability, asystemmust be able toidentify

a series of actions that could be exploited to obtain access or information that could
not be achieved by exploiting any single vulnerability. This task is vell suited to
rul e-based artificial intelligence tools. Gventhe rules for systemaccess, such a tool
can qui ckl y determne the “naxi murf vul nerability.

4.8 Summary

o surmari ze the nost inportant points of this section:

o Passivetests are usually sufftient; active tests are dangerously close to a Tojan
horse and shoul d be used only in special circumstances.

o Netvork testing is useful vhen configuration files on more than one nachine
must be synchroni zed or for active testing of critical systemaccess problens.

e Tsts which anal yze mul tiple specific vulnerabilities and attenpt to determne
the curml ative effect are superior to alarge nunber of tests whi ch address only
a specific vulnerability.

o local reporting is used when auditing to assist a local systemadmm strator;
renote reporting is used when the network security admmnistrator wishes to
anal yze the security of the netvork. (Remte reporting is also useful when a
single systemadmnistrator runs rmltiple nachines on a single netvork. )

o 'There are many techni ques for audi ting; these techn ques may be usedin concert
to address all facets of apotential securityflaw Mst techni ques 1 ook for a clear
“probl enfl; others look for unexpected change in a system
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o Wen passive testing is insufftient, generic techn ques must be abandoned as
vell. The basic nature of active testing targets systemspecific vul nerabilities.
& aresult, all active tests will be customsof tvare.

o (entrallyreportedtests are vul nerabl e to eavesdroppi ng vhen execut ed on pub-
lic netvorks. Dkvel opers should drawupon the field of secure cormuni cations
to ensure confidential ity Filing that, remove sensitive informtionso that the
eavesdropper does not learn of specific vulnerabilities.

o Systemvul nerability testing is a conpl ex task. It can be inpl erented by aug-

nenting other testing techni ques wth rule-based anal ysis techmi ques. (Qher
artificial intelligence techniques, suchas neural nets, my also be applicable.)



5 Policy and Procedures

M effective vul nerability testing programcan increase the level of conputer security
throughout an organi zation. Wil nerabilitytestingis intendedprimarilyto hel psystem
managers achieve the maxi mumsecurity with available tools. Vilnerability testing

is also a managerent tool, underscoring the managenent cormtrent to security.
Realizing the potential requires that guidelines are in place and adequate tools are
provided to the appropriate personnel .

The forrul ation of guidelines is generally the responsibility of the organization’s
security offter. (i delines shoul d specify the procedures for use and distribution of
vul nerability testing tools and the responsibilities of organization persommel in the
program

[evel oprent or procurenent of appropriate tools must alsofall to the securityoffter,
perhaps wth the assistance of systemmanagers. This process begins by reviewng
the organization’s systers and devel oping vul nerability testing requirerents in ac-
cordance wi th systemfunctionality The next stepis to devel op specific requi rerents
for each type of system HKomthe specific requirements, the available sof tvare can
be anal yzed for suitability Remaining holes may be addressed by customsoftvare.

Utimate success or failure will rest wth the systemadmmni strator. Avulnerability
testing programs primry goal is getting the nost security fromthe available con
trols. The systemadmmnistrator must performthe tests and address the indicated
vul nerabi lities.

5.1 Testing Procedures and Responsibilities

Mnagenent shoul d establish systemns procedures to ensure that:

e vulnerability testingis a regul ar procedure;
e vulnerability testing tools are available and conpl ete; and

o vulnerability testing tools that pose a risk to the systemare adequately pro-
tected frommsuse.

Thi s section presents basic concepts for the formml ationof vul nerabilitytesting gui de-
lines.
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Require regul ar vul nerahility testing of system.

Systemmanagers shoul d performvul nerability testing on a regular basis (nonthly

or veekly) and at several critical mlestones. The critical nonents are: installation
or upgrade of systemsoftvare; modification of user privileges; and an attack (or
suspected attack) on a system Wenever systemsoftvare is installed, permssions
and contents should be revieved Installation of newsoftvare will also make the
baseline for change detection obsolete. VHen user privileges are nodified (such as
introduction of newusers or adding users to a newgroup), the systemmy be put at

risk. Finally, vhenever an attack has occurred, there is a chance that Tojan horses
have been left behi nd.

Brovide vul nerahility testing tools to all appropriate persomnel .

Systemmanagers are the prinary benefici aries of testing tools. Fovever, other nern

bers of an orgam zation may also use these tools. Network managers may benefit
fromthese tools; auditors can also use these tools to judge the security posture of
systems. The organi zation’s security offter should identify persomnel with security
responsibilities and take their needs into account in the tool kit devel opnent process.

Emsure that adequate tools are availal e for the mst cormon system.

Provide access to adequate sof tware for common agency systems through an organi -
zational vulnerabilitytesting toolkit. This toolkit may include:

e locally devel oped sof t vare;
e public domin tools; and

e commercial vul nerability testing packages.

Internet archive sites and systemspecific users’ groups are good sources for public
domain sof tvare. These packages are usually distributed in source code, and can be
ported to new (P rel eases. Wen commerci al packages are sel ected, the purchase of

site licenses is a good plan. In any case, supplying the tools froma central site will
encourage use of these tools. Requirements for vulnerability testing may be ignored

if tools are expensive or difleult to locate.
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Devel op checklists vhere vul nerahility testing tools are mot appicall e.

Sore iters noted in Section 2 cammot be assessed on all platforms. This may be
due to a lack of controls or the variety of hardware platforns. Ir exanple, an
organi zation mght have a dozen types of PG conpatible computers. Mny of these
systems wll lackidentification and authentication; those vhi ch support it may do so
in a non- standard manner.

Mst organi zational security guidelines address selection of passwords, and vul nera-
bility testing of multi-user systems shoul d examne compliance to those gui delines.
Fovever, PCpassvords are an exanpl e where conpl 1 ance cannot be assessed. Inthis

case, the vulnerability testing process vwould include a checklist that woul d remnd
the user of the guidelines. The user would simply check the appropriate boxes to
verify conpliance. For FCpassvords, the checklist mght appear as follows:

O Passvord is at least six characters in length, and is mxed case or in-
cludes a digit.

O Passvord is not the nare of a person or pl ace.

O Iocationis physicallysecured vhen authori zed personnel are not present.

Increase depth of amal ysis for critical nodes.

Sore systems are nore inportant to the organi zation than others. The tests shoul d
reflect this fact. Wr exanple, a UNX based netvork gateway is probably more
inportant than a UNX based systemconfigured as a single user workstation. The
gatevay shoul d be subjected to mre intensive vul nerability testing techm ques. The
organi zation’s security oflter shoul d identify these critical nodes and determne the
level of testing required.

5.2 Ikveloping a Toolkit

The primary tasks involved in the developrent of an orgami zation’s vulnerability
testing toolkit are to ensure that the vulnerability tests are conplete and the tests
thensel ves do not pose a riskto the system
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There are a nunber of concrete steps which may be taken to obtain adequate tests.

o Reviewthe organization’s system and devel op vulnerability testing requre-
ments in accordance wth systemfunctionality. This process is based upon the
generic rules presentedin Section 2.

e Select appropriate nethodol ogies for each class of personnel (e.g., systemmn-
agers and netvork security managers) that will use these tests. This process is
based on the information presentedin Section 3.

o [:velop specific test requirerents for each type of system

e Anal yze the available sof tvare against the specific requirerents (devel oped in
the previous step) for suitability.

e Address unfill edrequi rerents by devel opi ng or procuring custormsof tvere. (LDe-
vel opi ng these tests requires consi derabl e knowt edge about security but does not
require extraordinarily difltul t sof tvare techni ques.)

The foll owi ng cormon- sense points shoul d be consideredin this process.

Vil nerahi li ty testing tools shoul d be conprehersi ve.

My single hole in systemsecurity can place an entire systemat risk. Thorough
testing of identification and authentication controls wthout testing the content and
protection of systemconfiguration files will only perpetuate the illusion of security.
(onputer systemvulnerability testing tools should address every applicable item
fromthe generic rules list presentedin Section 2.

Active tools should onl y be used vhere passive tod s are i nadequate.

Passive tools are preferable, because of the simlarity of active testing tools and
automated attack tools. Hovever, active tools may be required to verify conpliance
incritical cases. (itical cases wuldinclude known vul nerabilities which have been

or are currently being exploi ted.

& an example, a netvork security admmnistrator mght use active tools to ensure
that critical security vulnerabilities have been closed. These vulnerabilities mght
have been expl oi ted by knovn net vork vorms or hackers currently targeting an orga-
nization. Insucha case, the netvork admni strator may use an active tool toidentify
system that have not closed the security hol e.
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Note that anyacti ve netvorktesting tool must be wittento executelocally, “probing’
the remote systers. 'The risks of a “good” wormbeing trapped and modified by
hackers woul d out veigh any possible inproverent in security. The wormcould be
trapped, and simple modifications to the executable would quickly generate a very
dangerous attack nechani sm

Borrowfromorgani zati ons wth an estahlished vul nerahility testing
program

If an organi zation has a small nunber of systemns of a particul ar type, it should1look to

organi zations wth alarge conputing base of this type for assistance. This assistance
may incl ude devel oprent of vulnerability testing requirenents, analysis of available
tools, or sharing agency- devel oped tool s.

5.3 DHDstribution of Tools

There are tvo vi evipoi nt s on the use and di stribution of vul nerabilitytesting sof tvare.
The sof t vare can assist a conscientious systemadmni strator in the mai ntenance of a
secure configuration. It can also be used as a tool to assist to a malicious individual
attenpting to penetrate a system Those who enphasize its positive potential tend
to support wide distribution of such software. Those who enphasize its negative
potential are often proponents of limted distribution

The potential of vulnerabilitytesting tools cammot be achi eved unless they are in the
hands of the appropriate personnel. This section provides basic gui delines concerning
the distribution of vulnerability testing tools.

Dstribute passive tools wdely.

Passive tools for systemadmnistrators shoul d receive vide distribution wthin the
organi zation. These tools are vorthless to anorgani zationif they are not in the hands
of the systemadmnistrators. Properly used, these tests guard against the type of
cormon mstakes vhi ch can lead to sinple manual attacks or vormattacks. Mny

simlar tools, and in sore cases these exact tools, are believed to be available in
the hacker cormuni ty. Wde distribution of these tools is necessary to place system
admmni strators on an evenfooting with their adversaries.

Fbvever, active tools devel oped for network or organi zational securityadmmistrators
should be tightly controlled. Wether in source or binary form such tests represent

a serious threat to the orgam zation. Dstribution of active tools is aninvitation for
automated attacks, especiallyin netwrked enviroments.
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Source code distributionis usually preferall e for passive tools.

Locally devel oped or public domain vul nerability testing tools can be distributed as
source code or in binary form ((brmercially available tools will usually be avail-
able in binary only.) The nost appropriate formdepends upon the organi zation’s
conputing systens and the personnel who admmnister the systems.

Source code distributions allowthe systemadmmni strator tolocally conpile or inter-
pret the tests on a wide range of systers. This is the sinplest way to address the
nyriad of hardware and sof t vare conbi nations in open systems. Bnary distributions
voul d requi re too much mai ntenance for most organi zations.

Fbvever, source distribution has its drawbacks. Source distributions provide a nice,
readabl e description of the security vul nerabilities revieved Source code can poten-
tially be nodified for use as an automated attack techn que. K nally, the systens
admni strators need to be able to nodify and conpile the sof tvare.

In an organi zation wi th homogeneous conputing systems, tools can be distributedin
binary form This may be preferable. If the users wll be systemadmni strators and
audi tors with mmninal experience, binary distribution may be required.

Secure the distribution process.

The securityof the distribution process itself is another inportant consideration. The
distribution process should ensure both integrity and confidentiality of the delivered
tools. The distribution process may invol ve transfer of physical media or may be
perforned el ectronically.

If the distribution process invol ves physical nedia, security begins wth physical con-
trol. Registered mil (or simlar) delivery can provide assurance that the redia
reaches appropriate personnel. This is sufftient for some classified information; it is
probabl y good enough for nmany types of tools.

If this level of security is insufftient (e.g., active tools), encryption becones the
primary method for securing the distribution process. Facryption can be used to
provide both integrity and confidentiality. It is critical that the key and sof tware are
delivered via different paths.

If electronic distributionis enployed, the transfers shoul d be perforned froma single,
protected server. Several alternatives are available to secure this type of distribution.
The server may require identification and authenti cation (pre- aut horized passwords)

of users for access. Facryption can protect end-to-end security. (RCtechni ques can

be used to verifyintegrity. These nethods can be used in conbination
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If passvords are to be used for authentication, distributionof passwords wthalimted
life span to systemadmmnistrators who request the information via e-mil vould
provide a limted audit trail. Tlephone distribution of passwords (rather than e-
mi | ) voul d provi de additional confidence in the authentication

Rotect the softvare after distri bution

Security neasures should not end with the distribution process. Gidelines for safe
use should be provided with the software. Simlarly, the possible ramfications of
unprotected tests should be explained. Systemadmnistrators should be required
to protect the executable files (binary files or cormand files) and del ete the source
prograns for compiled code.

Address hug fixes.

(entral distributionof security-relevant “bug fixes” is appropriate if the organi zation
has a honogeneous conputing base. Big fixes can be archived or distributed via
electronic mailing lists. Distribution of security patches should be protected in the
sarne manner as vulnerability testing tools.

Ostribution of relevant “bug fixes” to appropriate systems can be very difftult in
a large organization with a mxed conputing base. 'The relevance of the bug fix
depends on the systemis current hardware and sof twvare configuration. If the agency
has access to a major netvork, sinply provide information regardi ng systemspecific
mailing lists where such patches are regul arly ammounced. The admmni strators of the
systems voul d be responsible for obtaini ng the appropriate security patches.

5.4 Summary

The organi zation’s security oflter shoul d:

o determne thelevel of testingrequiredfor the “typical ” systemand the f requency
withwhichit is required

o determne who should have access to security access tools and the testing
ret hodol ogi es they shoul d enpl oy;

o identifycritical systems that will require nore rigorous testing;

27



e ensure that adequate tools are avail able for the nost cormon systens; and

e ensure that appropriate guidelines are in place vhere testing is unusable.

Possible sources for toolkits are public domin tools, local devel oprent, and pro-
curerent of cormercial tools. Toolkits should enphasize passive tools; they are
adequate for the great mjority of testing scenarios. The distribution process should
be as secure as possible, but wde distribution is inperative. If active testing tools
are required, they must be tightly controlled. HFnally, procedures for distribution of
security-rel evant bug fixes must be devel oped

The ultimte success or failure of a vulnerability testing programdepends upon the
systemmanagers, auditors, and resource managers who receive the tools. They must

use these tools to realize any benefit. FEgually inportant, managers must act upon
the data these tools provide. If they do, the level of conputer security achieved by
an organi zation can be increased greatly.

28



A References

[1] Bock, Jack L Jr., Computer Security: Hackers Renetrate DOD Gmputer Sys-
tens, GXJ/T IMHEG 92-5.

[2] Spafford, Figene, The Internet WrmProgram An Analysis Technical Report
(5D TR 823. Ipartrent of (bnputer Science, Purdue Ui versity, Novenber, 1988.

[3] Geen, Janes L. and Sisson, Patricia L, The “Hther (iristmas Worm” in the
12th National Gonputer Security (bnference Proceedi ngs, 1989.

[4] Longstaff Thomas A and Schultz, Figene E, Beyond Frelimnary Andysis of
the VINK and ALZ Wrns: A Gise Study of Malicious (dde in the Proceedi ngs
of the Third Wrkshop on (bnputer Security Incident Fandling, 1991.

[5] Stoll, Qiff, A Epidemiol ogy of Viruses € Ntuork Wrns, inthe 12th National
Gonputer Security (bnference Proceedi ngs, 1989.

[6] FIPS PUB112 Passvord Usage, My 30, 1985.
[7] FIPS PIB113 (brputer Dhta Authentication, My 30, 1985.

[8] FIPS PUB46 Data Facryption Standard, January 15, 1977.

29



30



B Primary Tools Reviewed

A nurber of tools vere examned vhile performng research for this paper. % The
mjority of these tools vere designed for INXor WH systems, although tools
exist for personal conputers and mainframes as well. This section provides a brief
description and references for the mjor tools or toolkits revieved

Note that never versions have been rel eased for must of these packages. Mny ot her
tool s have al so been devel oped, but vere not revieved for this project. Information
about vulnerability testing software that is currently available for your systemmay
be obtai ned fromyour vendor, user groups, or various electronic mailing lists.

ars1.3

XS, or the mputer Qacle Predictor System is a collection of configuration
reviewtests, file protection tests, passvord tests, audit trail analyzers, and a (RG
based checksumprogramfor detection of change. S is conposed primarily of

single vulnerability tests, but it also includes a rul e-based systemvul nerability ana-
lyzer. dPSis inthe public domain and source can be obtained froma nurer of
ftpsites on the Internet or conp. sources. uni x.

The original (FS paper, “The OIS Security Checker Systerd by Din Farner and
Fugene H Spafford, can be found in the Proceedings of the Surmer 1990 TBEN X
Conf erence.

(yde Dgital Security Bolkit 1°

(Qyde Dgital’s Security Toolkit is a cormercial software security package for VAX
systems using W8. ! SecurityTdol kit is designed “to assess the securityof \AX/ WS
conputer systens.” Security Toolkit is a collection of locally reported passive audit
tests. Avarietyof targets are audited, including:

e user access authorizations;
e capabilities and rights anal ysis;

e object access, controls and protections;

9Incl usion or omssion of a particular tool does not imply endorsenent or reconmendation by
the National Institute of Standards and Technol ogy. These examnples are cited to credit devel opers
of these tools and to present exanples of actual vulnerability testing tools.

10Clyde Dgital is nowpart of Rax(h; the Security Wolkit and Security Baseline products have
been renaned appropri atel y.

11VAXand WIS are registered tradenarks of Dgital Equiprent Gorporation.
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e netvork security and remte access authorization (proxy log-in; protection of
netvork obj ects; security of network executor);

o W} audit and sysgen reporting; and

e prior period conparisons.

(Qyde Bgital’s Security Baseline Systemis available as an option for the Security
Tol kit security package for VAX/WB. Security Biseline is designed to “locate and
report discrepancies betveen current systemcharacteristics and site- defined security

standards.”

The systemconsists of three conponents: Bmplates; Tsts; and Hiselines. 'The
Tenpl ate defines the correct attributes for a set of systementities. The types of
entities are pre-defined. Tests are used for the conparison of systeraspecific entities
against a tenplate. Biselines are logical groupings of tests which may be executed
interactivel y or in batch node.

INX- CMIS

NSTand the [¥partrent of Fhergy devel oped the TN X CAAIS sof t vare package

for use by audi tors fromthe I¥partrent of Fhergy Inspector (eneral’s (Jite. This
package incl uded a passvord checker by . Mtt Bshop (fornerly of NASA Ames),

and a variety of passive, single vulnerability tests. The single vulnerability tests
included systemand user configuration review tests, network configuration tests,

and access control reviewtests. It also included a file permssion verifier simlar

to SI/INXs Hle Rermssion Inspector.

The NST/IvbEtool kit lacked (RCtesting and conplex file protection tests (which
voul d read files and determne other programs and fil es which voul d be executed).
N X CAAISis nolonger supported; its functionalityhas beensuperseded by GFS.

SPN Bol kit

The SPAN ol ki t 1 ncl udes NASAdevel oped sof tvare for VM vul nerability testing.
This toolkit is available to all Wb systens connected to the NASASci ence Internet
(MBI). The primary security test conponents include:

e captive account auditing;
o file- based checksumcal cul ati on and conpari son;

o directory-based differenci ng for on-1ine backup disks;

o dictionary-based password checking;
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e a security al armextractor;

e a termnal tineout and resource control monitor;

o autilityfor identifying hi gh-risk accounts; and a
e pronounceabl e passvord generator.

The systemlacks tools for examning the contents of systemconfiguration files. It
may not be obvious which conbinations of privileges present an unacceptable risk.
The systemdoes not examne capabilities and rights, or object access authorization.
Wen msused, these WP features may result in unexpected access privileges.

The Security Frofi e Imspector for INX

The Security Profil e Inspector for INX(SPL/INX) is a sof t vare package devel oped

by Lawence Li vernore National Taboratory for vul nerabilitytesting of Wbsystems.
The package is available for distribution within the Department of Fhergy. (Qher
agencies may also be able to obtain the package. (bntact the Conputer Incident
Advisory Gapability, or QAG for further information. ) SPI/INXis a set of three
passive tests whi ch performthe foll ow ng functions:

o test for easily guessed passvords;
o generate and verify checksums of critical files; and
e save and verify current access permssions associated wth critical files;

SHL /TN Xdoes not revi ewprotections of programs calledvithin critical shell scripts
or reviewthe content of configuration fil es.

The Security Frofl e Inspector for 8

The Security Profile Inspector for VB (SPI/WM) is a softvare package devel oped

by Lawence Li vernore National Taboratory for vul nerabilitytesting of Wbsystems.

The package is available for distribution within IbE, and is simlar in nature to the
SPL/IN Xpackage. (Qher government agencies may be able to obtain the package

as vell.)

The SPL /WM package consists of four programs which:

o check for trivial passvords, such as user names, dictionary words, and mull
entries;
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e store, retrieve and verify checksums and tine stanps associated with critical
systemfil es;

e identifyall users who have access to a specified file or files; and
o checkaspecifiedlist of files for a particul ar i dentifier, or for identifiers in general .
Like SPL/INX the package does not concernitself with the content of files. Frrors

in netvork or systemconfiguration are not explicitly identified The systemonly
identifies nodifications in content or access paraneters of critical files.
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