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Abstract

Computer securi ty \i nci dents" occur wi th al armi ng f requency. The i nci dents range

f romdi rect attacks bybothhackers and i nsi ders to automatedattacks suchas network

worms. Weak systemcontrol s are f requentl y ci ted as the cause, but many of these

i nci dents are the resul t of improper use of exi sti ng control mechani sms. For exampl e,

improper access control speci �cati ons f or keysystem�l es coul dopenthe enti re system

to unauthori zed access. Moreover, many computer systems are del i veredwi thdef aul t

setti ngs that, i f l ef t unchanged, l eave the systemexposed.

Thi s document di scusses automated tool s f or testi ng computer systemvul nerabi l i ty.

By anal yzi ng f actors a�ecti ng the securi ty of a computer system, a systemmanager

can i denti f y common vul nerabi l i ti es stemmi ng f romadmi ni strati ve errors. Usi ng au-

tomated tool s, thi s process may exami ne the content and protecti ons of hundreds

of �l es on a mul ti -user systemand i denti f y subtl e vul nerabi l i ti es. By acti ng on thi s

i nf ormati on, systemadmi ni strators can si gni �cantl y reduce thei r systems' securi ty

exposure.

Automated vul nerabi l i ty testi ng tool s are avai l abl e f or a wi de vari ety of systems.

Some tool s are commerci al l y avai l abl e; others are avai l abl e f romother systemad-

mi ni strators. Addi ti onal tool s may be devel oped to address speci �c concerns f or an

organi zati on' s computer systems. Thi s document exami nes basi c requi rements f or vul -

nerabi l i ty testi ng tool s and descri bes the di �erent functi onal cl asses of tool s. Fi nal l y,

the document o�ers general recommendati ons about the sel ecti on and di stri buti on of

such tool s.
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1 Int roduct ion

Most modern computer systems have e�ecti ve control s f or impl ementi ng computer

securi ty. However, manysystems achi eve consi derabl y l ess securi tythan thei r control s

coul d o�er due to improper use of those control s or errors i n systemcon�gurati on.

The exi stence of these control s presents an i l l usi on of securi ty to management and

users who assume the control s are properl y con�gured. Thus, theymai ntai n sensi ti ve

data and appl i cati ons on the systemas i f i t o�ered real securi ty.

Many computer securi ty i nci dents resul t di rectl y f romsuch improper use. AGeneral

Accounti ng O�ce report descri bes one exampl e:

The hackers expl oi tedwel l -knownsecuri tyweaknesses { manyof whi ch

were expl oi ted i n the past by other hacker groups. These weaknesses per-

si st because of i nadequate attenti on to computer securi ty, such as pass-

word management, and the l ack of experti se on the part of some system

admi ni strators. . . [1]

Other hi ghl y publ i ci zed i nci dents, such as the Internet wormi n November, 1988 [ 2] ,

and the DECnet worms (f our cases i n 1988 and 1989, ) [ 3] [ 4] [ 5] , expl oi ted simi l ar

weaknesses. 1

Thi s probl emi s not necessari l y due to i ncompetence; even the most expert admi n-

i strator may make errors due to the si ze and compl exi ty of computer systems. The

average systemsupports a wi de range of servi ces and a l arge number of �l es. The

securi tymechani sms used to control access to servi ces and �l es must be 
exi bl e to ad-

dress a wi de vari ety of requi rements. Thi s 
exi bi l i ty enabl es users and admi ni strators

al i ke to hei ghten or degrade the securi ty of the computer system.

To ensure that an acceptabl e l evel of securi ty i s achi eved, the admi ni strator shoul d

uti l i ze automated tool s to regul arl y perf ormsystemvul nerabi l i ty tests. The tests

exami ne a systemfor vul nerabi l i ti es that can resul t f romimproper use of control s or

mi smanagement. Exampl es of such vul nerabi l i ti es i ncl ude:

� easi l y guessed passwords;

� i mproperl y protected system�l es;

� opportuni ti es f or pl anti ng Trojan horses; and

� f ai l ure to i nstal l securi ty-rel evant bug �xes.

1The Internet worm also expl oited errors i n the code of the operati ng systemi tsel f .
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To i denti f y such vul nerabi l i ti es, the testi ng process anal yzes the content of vari ous

�l es i n the systemand the attri butes associ ated wi th those �l es. The number of

programs and sheer magni tude of data make i t di�cul t f or a systemadmi ni strator

to assess a system' s securi ty. An extremel y l arge number of tests and checks may

be requi red. As a resul t, that revi ewmay be f easi bl e onl y wi th the assi stance of the

computer i tsel f .

Sof tware tool s are avai l abl e to ai d the systemadmi ni strator i n thi s task. These tool s

use the power of the systemi tsel f to perf ormthe l arge number of tests requi red. These

tool s wi l l be ref erred to as automated vul nerabi l i ty testi ng tool s.

The goal of vul nerabi l i ty testi ng i s to achi eve the greatest degree of securi ty possi bl e,

gi ven a parti cul ar system. Thi s process f ocuses on the current state of that system

to determi ne i f common vul nerabi l i ti es exi st.

1.1 Intended Audience

Thi s document addresses concerns of systemadmi ni strators, securi ty practi ti oners

and i nf ormati on resource managers. It provi des gui dance on the impl ementati on,

sel ecti on, uti l i zati on, and di stri buti on of vul nerabi l i ty testi ng tool s.

The primary audi ence f or thi s document i s composed of systemadmi ni strators and

systemaudi tors who are responsi bl e f or eval uati ng the securi ty of systems. These

tool s provi de the means to perf ormthat task. Thi s document assi sts thi s audi ence

by provi di ng gui dance i n the sel ecti on of appropri ate tool s and the anal ysi s of the

output.

The secondary audi ence f or thi s document i ncl udes securi ty o�cers and ADPman-

agers who are responsi bl e f or impl ementi ng organi zati onal securi ty pol i cy. For thi s

audi ence, computer systemvul nerabi l i ty testi ng maybe a f acet of organi zati onal pol -

i cy, and a means to veri f y compl i ance wi th pol i cy. The i nf ormati on contai ned i n thi s

document wi l l assi st themi n the devel opment and eval uati on of organi zati onal pol i cy

based on these tool s.

Fi nal l y, thi s document may prove useful to programmers who are devel opi ng vul ner-

abi l i ty testi ng sof tware. It i ncl udes a basi c l i st of objects2 to revi ewand some hi nts

about appl yi ng the l i st to parti cul ar systems. Anumber of common techni ques f or

impl ementi ng vul nerabi l i ty testi ng are al so descri bed.

2An object i s an abstracti on f or anythi ng that hol ds data. The most common obj ect i s the �l e.

Other exampl es can be di rectori es, devi ces, etc.
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1. 2 How To Use Thi s Document

Thi s document provi des gui dance on howto:

� determi ne the types of vul nerabi l i ti es that shoul d be consi dered;

� determi ne what obj ects on a systemshoul d be revi ewed;

� determi ne howto test those obj ects; and

� i mpl ement a vul nerabi l i ty testi ng pol i cy f or an organi zati on.

Secti on 2, Vul nerabi l i tyTesti ng Obj ecti ves, descri bes the types of vul nerabi l i ti es that

can be addressed. Appl yi ng these obj ecti ves to a parti cul ar systemi s reasonabl y

strai ghtf orward; each obj ecti ve wi l l rel ate to a set of programs or con�gurati on �l es.

Secti on 3, Vul nerabi l i tyTesti ng Methods, descri bes howvul nerabi l i ty testi ng may be

perf ormed. The appropri ate methodol ogy depends upon who perf orms the testi ng

and the test obj ecti ves. Testi ng a si ngl e computer i s di �erent f romtesti ng a net-

work of computers. Testi ng perf ormed by the systemadmi ni strator wi l l al so di �er

f romtests perf ormed by the organi zati on' s securi ty o�cer. There are several general

vul nerabi l i ty testi ng \methodol ogi es"; each appl i es to certai n scenari os.

Secti on 4, Vul nerabi l i ty Testi ng Techni ques, descri bes and cl assi �es common tech-

ni ques f or the impl ementati on of computer systemvul nerabi l i ty tests. These tech-

ni ques canimpl ement a vari etyof testi ngmethodol ogi es. These techni ques use general

computi ng concepts and appl y to a wi de vari ety of systems.

Secti on 5, Pol i cy and Procedures, i ncl udes a vari ety of recommendati ons regardi ng

the impl ementati on of a vul nerabi l i ty testi ng programwi thi n an organi zati on. Rec-

ommendati ons f ocus upon the sel ecti on, di stri buti on, and use of computer system

vul nerabi l i ty tests.

The document i s best read i n i ts enti rety. However, the rel ati ve importance of certai n

secti ons wi l l depend upon the reader. The organi zati onal securi ty o�cer or i nf orma-

ti on resource manager who i s devel opi ng pol i cy maywi sh to ski p the impl ementati on

detai l s i n Secti on 4. Audi tors and systemadmi ni strators wi l l �nd the pol i cy di scus-

si ons i n Secti on 5 l ess rel evant than the remai nder of the document. Programmers

wi l l �nd Secti ons 3 and 4 most i nf ormati ve.
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2 Vulner abi l i t y Tes t i ng Object i ves

The techni cal strength of the securi ty i na computer systemi s a functi on of the desi gn

of i ts hardware and sof tware. However, the actual securi ty achi eved i s a functi on of

the way the machi ne i s used. Securi ty i s a�ected by the acti ons of both the users

and the systemadmi ni strators. Users may l eave thei r �l es open to attack; the system

admi ni strator may l eave the systemopen to attack by i nsi ders or outsi ders.

The f eatures used (or mi sused) f requentl y i nvol ve systemor user envi ronment con�g-

urati on. Two exampl es are:

� Apassword systemprovi des some degree of potenti al securi ty. Users may neg-

ati vel y a�ect securi ty by usi ng a nul l password, sel ecti ng an easi l y guessed

password, or tapi ng the password to thei r termi nal s.

� The di screti onaryaccess control s associ atedwi tha typi cal operati ng systempro-

vi de some degree of potenti al securi ty. For conveni ence, con�gurati on �l es set

systemand user def aul ts f or the �l e protecti on attri butes. Thi s f rees users f rom

speci f yi ng the protecti ons assi gned f or every �l e created. However, the securi ty

achi evedwi l l be mi nimal i f a user' s def aul t �l e protecti ons are \read/wri te/execute

by ANYONE. "

Ineachof these cases, l i ttl e actual securi ty i s achi eved. If a user makes these mi stakes,

the damage i s con�ned to porti ons of the systemthat the user can access. If that

user i s the systemadmi ni strator, the enti re systemi s at ri sk.

In combi nati on, these errors pl ace the systemat greater ri sk than ei ther error al one.

If the systemadmi ni strator' s def aul t access control setti ngs al l owanyone to al ter �l es,

non-pri vi l eged users can repl ace common systemexecutabl es wi th Troj an horses.

If a user al so has a \j oe account" (where the useri d and password are i denti cal ),

an unauthori zed person mi ght guess the password and gai n access to the system.

The unauthori zed user coul d i nstal l a Troj an horse and gai n systemadmi ni strator

pri vi l eges.

In each of these cases, the systemwas vul nerabl e due to mi suse of the system' s

f eatures. These mi stakes occur wi th al armi ng f requency. Fortunatel y, i t i s simpl e to

i denti fymany common errors usi ng vul nerabi l i ty testi ng tool s. These tool s search f or

vul nerabi l i ti es that ari se f romcommon admi ni strator and user errors.

Vul nerabi l i ty testi ng tool s anal yze the current state of the system. Thi s i s di �erent

f romacti vi ty moni tori ng or i ntrusi on detecti on. Moni tors and i ntrusi on detecti on

systems anal yze events as they occur. Vul nerabi l i ty testi ng tool s revi ewthe obj ects
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i n a system, searchi ng f or anomal i es that mi ght i ndi cate vul nerabi l i ti es whi ch coul d

al l owan attacker to:

� pl ant Troj an horses;

� masquerade as another user; or

� ci rcumvent organi zati onal securi ty pol i cy.

Anomal i es mi ght be the unexpected modi �cati on of �l es, \suspi ci ous" content i n

certai n �l es, or successf ul perf ormance of f orbi dden operati ons. These anomal i es may

i ndi cate the presence of a Troj anhorse or an opportuni ty to pl ant one. The anomal i es

may al so i ndi cate an opportuni ty to masquerade as another user.

There are basi c rul es f or systemsecuri ty that address these concerns. These rul es

appl y to most computer systems. Automated tool s can revi ewthe systemto veri f y

compl i ance to these rul es. The f ol l owi ng sub-secti ons descri be some basi c rul es. The

�rst proposes rul es f or stand-al one systems; the second i denti �es addi ti onal rul es f or

systems connected to networks.

2. 1 Stand-Alone Systems

To i denti f y vul nerabi l i ti es on a stand-al one system, vul nerabi l i ty testi ng tool s revi ew

executabl es shared among users, and securi ty control s that:

� restri ct systemaccess (passwords, smart cards, etc. );

� set the systemcon�gurati on; or

� set a user' s con�gurati on.

Vul nerabi l i ti es i n the systemaccess control s may al l owone user to masquerade as

another. The con�gurati on �l es and shared bi nari es are attracti ve ways to i nstal l

a Troj an horse. Fi nal l y, the con�gurati on �l es set def aul t mechani sms that shoul d

re
ect your organi zati on' s securi ty pol i cy.

It i s di�cul t and time-consumi ng to revi ewal l of these obj ects by hand. However, a

vul nerabi l i ty testi ng package can qui ckl y and accuratel y perf ormsuch a revi ew. The

typi cal systemhas several areas where vul nerabi l i ty testi ng tool s may be appl i ed.

These i ncl ude:
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� i denti �cati on and authenti cati on systems (especi al l y password systems);

� content andprotecti on of cri ti cal system�l es, suchas systemcon�gurati on �l es;

� content and protecti on of cri ti cal user �l es, such as sessi on start-up and con�g-

urati on �l es; and

� preventi on and detecti on of changes i n systembi nari es.

In thi s document, the termcritical �l e ref ers to �l es whose modi �cati on or di scl osure

coul d resul t i n ci rcumventi ng systemcontrol s. That i s, thei r modi �cati on may al l ow

a user to gai n unauthori zed access to a system(or resource) or pl ant Troj an horses.

The f ol l owi ng secti ons devel opmore speci �c obj ecti ves f or the appl i cati on of vul ner-

abi l i ty testi ng tool s to password mechani sms, user �l es, and system�l es respecti vel y.

These can be appl i ed to a parti cul ar systemto i denti f y speci �c vul nerabi l i ti es f or

revi ew.

2.1.1 PasswordMechanisms

FIPS Pub 112, Password Usage, contai ns a basi c set of rul es f or password-based

i denti �cati onandauthenti cati onsystems. [ 6] FIPSPub112 descri bes tenf actors whi ch

\must be consi dered, speci �ed and control l edwhen . . . operati ng a password system. "

Of these f actors, f our are candi dates f or automated vul nerabi l i ty testi ng:

� l ength: Short passwords are easi l y broken by exhausti ve attempts.

� l i f etime: Passwords have a l imi ted l i f etime. They shoul d be changed regul arl y

or whenever they may have been compromi sed.

� source: Passwords that are not randoml y sel ectedmaybe guessed or di scovered

by a di cti onary attack.

� storage: Passwords stored i n a computer shoul d be protected to prevent di scl o-

sure or unauthori zed modi �cati on.

Note that the si x remai ni ng f actors are not candi dates f or vul nerabi l i ty testi ng. For

i nstance, ownershi p i s the set of i ndi vi dual s who are authori zed to use a password.

FIPS Pub 112 states that \Personal passwords used to authenti cate i denti ty shal l

be owned (i . e. , known) onl y by the i ndi vi dual havi ng that i denti ty. " Vul nerabi l i ty

testi ng cannot ensure that i ndi vi dual s have not di scl osed thei r passwords.

7



2.1.2 User Fi les

The basi c rul es f or the content and protecti on of User Fi l es are deri ved by consi d-

eri ng the testi ng obj ecti ves. User �l es must not permi t the i nstal l ati on of Troj an

horse programs. Users must restri ct access to obj ects they create accordi ng to the

organi zati on' s securi ty pol i cy. The f ol l owi ng rul es support these goal s:

� Protect personal start-up �l es f rommodi �cati on by others. (These �l es are

i deal candi dates f or pl anti ng Troj an horses si nce they are ALWAYS executed. )

� Do not speci f y personal or shared di rectori es bef ore system-provi deddi rectori es

i n executabl e search paths. (Thi s i nvi tes the i nstal l ati on of Troj an horses. )

� Defaul t protecti ons assi gned at �l e creati on shoul d meet systemstandards.

� Limi t wri te access i n a user' s personal �l e space (by appropri ate protecti on of

user di rectori es).

2.1.3 SystemFi les

The rul es f or System Fi l es are devel oped i n a simi l ar f ashi on. The systemcon�gu-

rati on �l es and shared bi nari es must be protected agai nst Troj an horses and audi t

trai l s must be protected agai nst undesi red modi �cati on. The f ol l owi ng rul es support

these goal s:

� Restri ct modi �cati on pri vi l eges f or systembi nari es to systems sta�.

� Revi ewthe content of systembi nari es f or unexpected changes.

� Restri ct modi �cati on of systemstart-up scri pts to systems sta�.

� Revi ewcontent of systemstart-up scri pts to ensure that secure def aul ts are

speci �edandprograms executedare not candi dates f or Troj anhorse conversi on.

� Protect audi t trai l l og �l es f romunauthori zed modi �cati on.

2. 2 Network Hosts

In computer networks, systems typi cal l y share data and other resources. Thi s com-

pl i cates the probl emof unauthori zed access by addi ng two newvari abl es: the i denti ty

of the remote system; and the rel ati onshi p between the i denti ti es of the users of the

8



two systems. The networki ng sof tware creates addi ti onal avenues f or access to the

system. The securi tymechani sms control l i ng these access paths must be revi ewed f or

vul nerabi l i ti es.

Networki ng sof tware can al l owa user or systemto access a systemor i ts resources.

The ori gi nal l i st of vul nerabi l i ty test obj ecti ves must be enhanced to re
ect the ad-

di ti onal threats. On a network host, the test obj ecti ves are to i denti f y vul nerabi l i ti es

whi ch woul d al l ow:

� a user to masquerade as another user or a systemto masquerade as another

system;

� i nstal l ati on of Troj an horses or penetration by network worms; and

� ci rcumventi on of securi ty pol i cy by users of remote systems.

Anetwork host wi l l have al l of the potenti al vul nerabi l i ti es of a stand-al one system,

as wel l as the vul nerabi l i ti es contai ned i n the network servi ces. Revi ewi ng the con�g-

urati on of the network wi l l requi re addi ti onal tests, but these tests address the same

i ssues as an audi t of a stand-al one system. To extend the stand-al one rul es f or net-

work hosts, exami ne the added servi ces wi th these concerns i n mi nd. The parti cul ar

addi ti ons wi l l depend upon the types of servi ces o�ered and used by the system.

For i nstance, a network host may perf ormal l authenti cati ons l ocal l y. (In thi s case,

the password i s transmi tted across the network. ) Then the testi ng woul d i ncl ude al l

the i denti �cati onandauthenti cati on rul es f or the stand-al one system. One addi ti onal

requi rement i s needed: network access shoul d not al l owusers access to the password

�l e beyond that provi ded i n stand-al one mode.

In network envi ronments, many systems rel y upon the remote authenti cati on of a

user. In thi s case, the probl emi s enti rel y di �erent. The l ocal host rel i es upon the

remote systemto authenti cate users. The resul t of the authenti cati on i s onl y rel i abl e

i f :

� the remote systemi s known to the system; and

� the remote system' s i denti �cati on and authenti cati ondatabase correl ates accu-

ratel y wi th the l ocal system' s database.

That i s, i t i s important to knowthe remote users and thei r system. 3

3Thi s does not rul e out vul nerabi l i ti es rel ated to spoo�ng of network hosts; thi s i s a f uncti on of

the network protocol s empl oyed.
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The concerns f or user �l es are simi l arl y augmented accordi ng to servi ces provi ded.

If the users can de�ne remote access capabi l i ti es f or themsel ves, the content and

protecti on of those �l es shoul d be revi ewed. 4 For system�l es, the cri ti cal �l es are

any �l e modi f yi ng remote access capabi l i ti es and systembi nari es used i n network

communi cati on. Vul nerabi l i ty testi ng sof tware can revi ew the con�gurati on �l es,

veri fy that bi nari es have not been modi �ed, and may even veri f y the correl ati on of

i denti �cati on databases.

2. 3 Summary

The generi c rul es presented i n Secti on 2. 1 provi de a basi s f or testi ng any system.

The parti cul ar rul es appl i ed i n the testi ng process re
ect the speci �c f eatures of the

systemi n questi on. There maybe vul nerabi l i ti es associ atedwi thevery resource (such

as el ectroni c mai l or vi rtual di sk) that the systemprovi des. Exami ne each resource

to determi ne i f addi ti onal i denti �cati on and authenti cati on tests are requi red or i f

cri ti cal user or system�l es exi st.

These rul es extend the basi c vul nerabi l i ty testi ng obj ecti ves to address speci �c f ea-

tures of the system. If the host supports addi ti onal resources, such as a database

management system, or mai ntai ns a rel ati onshi p of trust wi th connected devi ces, the

testi ng rul es must be enhanced to re
ect thi s.

The absence of control s on a systemcan reduce the set of testi ng rul es. For exampl e,

personal computers f requentl y l ack i denti �cati on and authenti cati on mechani sms or

�l e- l evel access control . For those systems, the i denti �cati onand authenti cati on rul es

do not appl y.

Note that many addi ti onal securi ty rul es are not candi dates f or revi ewby vul nera-

bi l i ty testi ng tool s. For exampl e, a sof tware audi t can not detect passwords taped to

termi nal s; thi s i s external to the system. However, sof tware can determi ne i f a user

can copy the password �l e.

4Thi s i s true f or certai n impl ementati ons of the Berkel ey Sof tware Di stri buti on (BSD) network

uti l i ti es, such as rsh, rlogin, and rcp.
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3 Vul ner abi l i t y Tes t i ng Met hods

Dependi ng uponthe obj ecti ve, vul nerabi l i tytests mayimpl ement a vari etyof methods

to assess securi ty. Tests maymimi c an attacker or simpl y browse through the system

i n more typi cal audi ti ng f ashi on. Tests may run on the systemundergoi ng audi t or

may execute on a remote system. Tests may vi ewthe systemnarrowl y or broadl y.

Thi s secti on descri bes several di �erent cl assi �cati ons f or vul nerabi l i ty test programs.

Tests are cl assi �ed accordi ng to:

� passi ve or acti ve testi ng;

� scope;

� l ocal , network, or di stri buted testi ng; and

� reporti ng methodol ogy.

The f ol l owi ng secti ons de�ne and descri be these cl assi �cati ons and suggest appropri -

ate appl i cati ons.5

3. 1 Act i ve and Passi ve Test i ng

Tests may be cl assi �ed as passi ve or acti ve. Acti ve tests are i ntrusi ve i n nature; they

i denti fy vul nerabi l i ti es by expl oi ti ng them. Passi ve tests onl y exami ne the system;

they i nf er the exi stence of vul nerabi l i ti es f romthe state of the system.

Consi der the exampl e of a password-based i denti �cati on and authenti cati on system.

Apassword testi ng programmi ght actual l y attempt to l ogi n wi th a smal l set of

\easy" passwords. When successf ul , the programmi ght mai l or wri te a noti �cati on

of thi s success to the systemadmi ni strator. Thi s i s an acti ve test. Apassi ve test

mi ght i nvol ve checki ng the password�l e protecti on, or copyi ng the �l e andperf ormi ng

o�- l i ne encrypti on and compari son of encrypted stri ngs.

Both types of tests are useful . Where the password �l e i s unprotected, an o�- l i ne test

i s more e�ci ent, more real i sti c, and more thorough. Acti ve testi ng may be the onl y

possi bl e method i f the test programcannot gai n access to the encrypted data.

5Note that these cl assi �cati on are not mutual l y excl usi ve. For exampl e, passi ve tests may al so

be l ocal tests.
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However, acti ve tests are more dangerous than passi ve tests. Acti ve tests can f re-

quentl y be transf ormed i nto a Troj an horse (or networkworm) wi th onl y mi nor mod-

i �cati ons. Passi ve tests are usual l y l ess vol ati l e. However, both types are useful to

an attacker, as i n the two types of password tests.

3. 2 Scope

Test programs may be cl assi �ed accordi ng to scope. Test programs may exami ne

a si ngl e vul nerabi l i ty or exami ne the vul nerabi l i ty of an enti re system. The si ngl e

vul nerabi l i ty tests have a narrowscope; the systemvul nerabi l i ty tests exhi bi t a broad

scope.

The simpl est vul nerabi l i tytesti ng programs test f or a si ngl e speci �c vul nerabi l i ty. For

exampl e, a test mi ght simpl y check f or unprotected start-up �l es. By usi ng a seri es

of such tests, i t i s possi bl e to i denti f y common vul nerabi l i ti es. However, such tests

do not consi der the compl ete rami �cati ons of the vul nerabi l i ti es.

The cumul ati ve e�ect of a vul nerabi l i ty may be f ar greater than i t appears. For

exampl e, unprotected start-up �l es al l owusers to pl ant Troj an horses. If user X' s

start-up �l es are unprotected, and Xcan modi f y the password �l e, any user may

masquerade as any other user. Thi s i s a simpl e exampl e; more real i sti c scenari os can

become muchmore compl ex.

A si ngl e vul nerabi l i ty test woul d i denti f y the unprotected start-up �l es. Another

si ngl e vul nerabi l i ty test mi ght report that Xwas among users who coul d modi f y the

password �l e. Asystemvul nerabi l i ty test perf orms many si ngl e vul nerabi l i ty tests,

consi ders the system' s access control rul es, and determi nes the compl ete rami �cati ons

f or systemsecuri ty.

Systemvul nerabi l i ty testi ng i s more useful than a col l ecti on of si ngl e vul nerabi l i ty

tests. It i s not al ways possi bl e to correct every speci �c i tem
agged by vul nerabi l i ty

testi ng. Asystemvul nerabi l i ty test wi l l assi st the admi ni strator i n determi ni ng the

total ri sk (to the system) posed by a speci �c vul nerabi l i ty. 6

6For exampl e, an appl i cati onmi ght requi re permi ssi on to access sensi ti ve �l es. Asystemvul ner-

abi l i ty test coul d hel p the systemadmi ni strator eval uate and l imi t the vul nerabi l i ty of the system.

If the vul nerabi l i tywas too great, the admi ni strator mi ght wi sh to di sabl e the appl i cati on or i sol ate

i t on another host.
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3. 3 Local , Network, and Di stri buted Test i ng

Tests may be desi gned f or l ocal testi ng of a si ngl e system, network testi ng, or di s-

tri buted testi ng. Local tests exami ne the systemwhere they execute. Network tests

use communi cati on l i nks to exami ne the state of a remote system. Di stri buted tests

execute di �erent tasks on each system, accordi ng to the system' s rol e.

Most tests are desi gned f or l ocal executi on on a si ngl e machi ne. These tests are

restri cted to the exami nati on of the (vi rtual ) system. They can exami ne the content

and protecti on of l ocal obj ects, and remote obj ects that are avai l abl e on vi rtual

devi ces. They cannot exami ne obj ects stri ctl y l ocal to remote systems.

Network tests exami ne the state of remote systems, usi ng communi cati on l i nks to

access vari ous servi ces and obj ects. Thi s type of test permi ts network securi ty man-

agers to assess compl i ance wi th securi ty di recti ves. For exampl e, a network test coul d

determi ne i f i nsecure network servi ces were enabl ed by acti vel y probi ng systems.

Thi s may be su�ci ent f or network hosts that do not trust other network hosts. How-

ever, i f the host i s a member of a di stri buted system, a remote systemperf orms

authenti cati on or access control of l ocal obj ects. In thi s case, securi ty-rel evant con-

trol s and i nf ormati on are di stri buted among the systems. The testi ng must anal yze

components f romeach host to adequatel y assess the vul nerabi l i ty of the di stri buted

system.

To ensure synchroni zati on of control s, di stri buted tests are needed to compare the

con�gurati ons of the \rel ated" hosts. Tests that perf ormthi s task must consi der each

host' s rol e i n the systemand anal yze the appropri ate components. Accessi ng the

appropri ate components of ten requi res l ocal executi on, so the tests themsel ves must

be di stri buted i n nature.

3. 4 Report i ng Methodol ogy

In most cases, test reports are generated f or the l ocal systemadmi ni strators. Test

reports mi ght al so be returned to a central si te f or audi ti ng purposes. There i s a

great di �erence i n the two methods. In the f ormer, the test i s a tool f or the system

admi ni strator. In the l atter, the tests are i ntended to i denti f y systems that pose an

unacceptabl e ri sk to the network.

As anexampl e, an i nternati onal networkwas attackedseveral times bynetworkworms

that expl oi ted the same vul nerabi l i ty. The network securi ty admi ni strator had i ssued

an edi ct requi ri ng correcti on of thi s vul nerabi l i ty af ter the �rst i nci dent. Anetwork

test wi th central i zed reporti ng woul dhave assi sted the network admi ni strati on i n the
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i denti �cati on of non-compl i ant systems. In combi nati on wi th admi ni strati ve proce-

dures (to di sabl e network connecti ons of non-compl i ant systems), such testi ng mi ght

have reduced the networks vul nerabi l i ty to subsequent attacks.

3. 5 Summary

To summari ze the most important poi nts of thi s secti on:

� Restri ct the use of acti ve tests to ci rcumstances requi ri ng thei r uni que charac-

teri sti cs. Acti ve tests can test any vul nerabi l i ty, but are dangerousl y cl ose to a

Troj an horse or worm. Passi ve test programs e�ecti vel y perf ormmost vul ner-

abi l i ty testi ng tasks and are rel ati vel y di�cul t to convert to Troj an horses or

worms.

� Acti ve testi ng techni ques are cl osel y coupl edwi th the speci �c system. Avari ety

of passi ve techni ques are avai l abl e; they may be appl i ed to any system.

� Systemvul nerabi l i tytests anal yze mul ti pl e vul nerabi l i ti es and attempt to deter-

mi ne the cumul ati ve e�ect. Thi s i s superi or to a battery of si ngl e vul nerabi l i ty

tests i n whi ch each addresses a speci �c vul nerabi l i ty.

� Local testi ng i s empl oyedto determi ne the vul nerabi l i tyof a stand-al one system,

or network hosts that do not \trust" other hosts.

� Network testi ng i s empl oyed by network securi ty o�cers to exami ne the use of

\dangerous" servi ces. These are of ten acti ve tests.

� Di stri buted testi ng i s requi red f or systems that \trust" other hosts to enf orce

access control or perf ormi denti �cati on and authenti cati on.

� Vul nerabi l i ty testi ng tool s use l ocal reporti ng when empl oyed to assi st a l ocal

systemadmi ni strator. The tool s mayuse remote reporti ng when someone other

than the l ocal systemadmi ni strator (e. g. , the network securi tyadmi ni strator or

an audi tor) i s anal yzi ng securi ty. Remote reporti ng i s al so useful when a si ngl e

systemadmi ni strator runs mul ti pl e machi nes on a si ngl e network.
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4 Vul ner abi l i t y Tes t i ng Techni ques

Thi s secti on descri bes the vari ous techni ques whi ch may be used to ensure conf or-

mance wi th the generi c testi ng rul es. Asi ngl e rul e may requi re several di �erent tests,

regardl ess of the testi ng methodol ogy empl oyed. Each test woul d empl oy a di �erent

techni que to exami ne a parti cul ar aspect of the probl em.

4. 1 Con�gurat i on Revi ewTests

Modern computer systems are hi ghl y con�gurabl e, re
ecti ng the 
exi bi l i ty of con-

trol s and range of securi ty pol i ci es that must be impl emented. The rel ati ve securi ty

of the di �erent con�gurati ons can al so vary wi del y. In many cases, a systemruns

i n an undesi red and i nsecure systemcon�gurati on. Thi s of ten occurs because that

con�gurati on may be the def aul t or the simpl est to impl ement. In other cases, the

compl exi ty of the con�gurati on �l e resul ts i n an uni ntended (and i nsecure) con�gu-

rati on. Con�gurati on revi ewtests read and i nterpret the �l es whi ch represent system

con�gurati on i nf ormati on, searchi ng f or evi dence of vul nerabi l i ti es.

Insecure con�gurati ons may exi st f or l onger peri ods of time than most systemcon-

�gurati on errors. If a systemcon�gurati on error resul ts i n systemfai l ure or impacts

perf ormance, users wi l l i nsi st that the error be i denti �edand corrected i na reasonabl e

time f rame. Con�gurati on errors degradi ng securi ty may not be i denti �ed unti l the

machi ne i s successf ul l y attacked. Con�gurati on revi ewtests are a rel i abl e method f or

detecti ng these errors bef ore a systemi s attacked.

An exampl e of an i nsecure con�gurati on i s uncontrol l ed shari ng of resources by a

network host (e. g. , shari ng di sk parti ti ons wi th any systemon the network). Few

scenari os j usti f y uncontrol l ed remote di sk access. However, i f the i nstal l ati on scri pts

def aul t to \export to worl d, " many systems' con�gurati on wi l l never be corrected.

Thi s type of con�gurati on probl emcan be detected by anal yzi ng the content of net-

work con�gurati on �l es wi th con�gurati on revi ewtests.

4. 2 Fi l e Content and Protect i on

Command �l es (especi al l y start-up scri pts) and systemuti l i ti es are attracti ve targets

f or the i nserti on of Troj an horses. The i ntegri tyof these processes must be protected.

Atest i s requi redto ensure that no one but the ri ghtful owner canmodi f y the start-up

procedure. Thi s i s not a simpl e task, si nce eachprocess may execute others and these

must be protected as wel l .

15



Veri �cati on of access control setti ngs i s the �rst step i n assessi ng the securi ty of these

�l es. Thi s process i s of ten compl i catedby the f act that many systems support several

access control systems and thei r i nteracti ons are not al ways cl ear. In addi ti on, testi ng

the permi ssi ons associ ated wi th a �l e may be i nsu�ci ent.

To be more compl ete, i t i s necessary to veri fy that al l programs the command �l e

executes are al so appropri atel y protected. As an exampl e, a UNIX 7 test program

mi ght con�rmthat rc.boot i s owned by root and protected f rommodi �cati on by al l

other users. Thi s i s i nsu�ci ent; i f any programexecuted by rc.boot i s not owned by

root and simi l arl y protected f rommodi �cati on, that programi s a potenti al Troj an

horse. Thi s type of testi ng requi res revi ewi ng the content of the �l e, and i denti f yi ng

cal l ed programs.

Users canal so create vul nerabi l i ti es byassi gni ng i nappropri ate val ues to user-control l ed

con�gurati on parameters or envi ronmental vari abl es. In these cases, the content i s

exami ned to determi ne the val ues assi gned to user-control l ed vari abl es. Thi s val ue i s

eval uated and 
agged i f i nsecure.

A simpl e exampl e i s the def aul t �l e protecti on attri bute that i s assi gned when a

user creates a �l e. If thi s val ue i s weak, such as \modi f y by anyone, " con�denti al i ty

and i ntegri ty may su�er. Aprogramcoul d trace through the start-up procedures to

determi ne the val ue assi gned to thi s vari abl e.

In a more compl ex exampl e, UNIXsystems typi cal l y speci f y the set of trusted hosts

f or accessi ng BSDnetworki ng uti l i ti es (rl ogi n, rsh, and rcp) i n a con�gurati on �l e.

Users can modi f y thi s l i st by pl aci ng entri es i n thei r own network con�gurati on �l es.

The degree of securi ty provi ded by the systemi s di rectl y a�ected by these setti ngs.

Aprogramcoul d read and anal yze the content to eval uate the securi ty l evel .

4. 3 Bug Fi xes

Operati ng systembugs can al so be a securi ty vul nerabi l i ty i n a system. Some hi ghl y

publ i ci zedattacks, i ncl udi ng the Internet worm, have expl oi tedthese vul nerabi l i ti es to

gai n access to systems. As a resul t of these i nci dents, vendors are maki ng a concerted

e�ort to devel op and di stri bute patches to correct these bugs. However, many system

admi ni strators do not keepthei r systems current by i nstal l i ng the appropri ate patches.

The securi ty advi sori es whi channounce the avai l abi l i ty of the securi ty patchdescri be

simpl e procedures to determi ne i f the patch i s requi red. These procedures usual l y

7UNIX i s a regi stered trademark of AT&T.
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i nvol ve veri f yi ng si zes, versi onnumbers, or checksums associ atedwi ththe executabl es.

The appropri ate patch(es) can be obtai ned f romthe vendor. 8

Thi s process can be automated wi th a programthat revi ews systembi nari es to veri f y

the i nstal l ati on of securi ty bug �xes. These tests may be acti ve or passi ve i n nature.

Acti ve tests attempt to expl oi t the bug; passi ve tests use checksums, �l e si zes, and

versi on numbers to determi ne i f the patch i s i n pl ace.

The passi ve tests are extremel y l imi tedi nnature; they appl y to a parti cul ar hardware

pl atf ormand a range of sof tware versi ons. For exampl e, a passi ve programwhi ch

con�rms that the UNIX�ngerd bi nary i s secure mi ght onl y work on SunOS versi on

3.Xfor the SUN-3 seri es of computers.

The acti ve tests are more 
exi bl e. An acti ve programtesti ng the �ngerd bug coul d

be recompi l ed and executed on any UNIXsystem. However, the test programcoul d

al so be transf ormed i nto a wormor Troj an horse wi th onl y mi nor modi �cati ons. As

wi th al l acti ve tests, di stri buti onmust be careful l y consi dered.

4. 4 Change Detect i on Tests

Change detecti on tests are a cl ass of passi ve audi t tests. These tests are perf ormed

to veri f y that �l es have not changed si nce some basel i ne was establ i shed. These

tests i gnore date and time stamps, whi ch may be f aked or corrupted, and rel y on

cycl i c redundancy checks (CRCs) or encrypti on-based al gori thms such as the Data

Authenti cati on Al gori thm(DAA) [ 7] , whi ch uti l i zes the Data Encrypti on Standard

(DES) [ 8] . These tests cannot prevent change or determi ne what has changed, but are

rel i abl e f or determi ni ng i f change has occurred. Thi s sort of test may be perf ormed

to ensure that a systemprogramhas not been repl aced wi th a Troj an horse.

Change detecti ontests are sometimes usedi na reverse f ashi on to veri f ythat anupdate

has been i nstal l ed; i f the CRCgenerated i s X, the patchhas not been i nstal l ed. Note

that the resul t of change detecti on tests wi l l be di �erent f or bi nari es of the same

programon di �erent hardware pl atf orms. Appl i cati on of such tests wi l l be l imi ted to

parti cul ar hardware/sof tware combi nati ons.

Enhanced techni ques are requi red to revi ew sel f -modi f yi ng executabl es. In such a

case, a \map" speci f yi ng the constant porti ons of the programand the correspondi ng

checksums are requi red.

Change detecti on testi ng can be very e�ecti ve, but i s more demandi ng procedural l y

than �l e content or con�gurati on revi ewtests. The degree of assurance corresponds

8Several vendors actual l y di stri bute patches vi a anonymous f tp on the Internet.
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di rectl y to the protecti on of the basel i ne. It i s best to store checksums o�- l i ne.

Another opti on i s to store the checksums i n an encrypted f orm.

4. 5 System- Speci �c Test i ng

In some cases, generi c testi ng must be di scarded i n f avor of system-speci �c testi ng.

Tests must be desi gned to target speci �c f eatures of a systemwhengeneri c techni ques

are not useful . For exampl e, a revi ewof \i ndustry-standard" passwords woul d be

targeted towards speci �c account-password combi nati ons uni que to each parti cul ar

operati ng system.

As a general rul e, acti ve tests wi l l be system-speci �c. They wi l l attempt to expl oi t

speci �c vul nerabi l i ti es by executi ng system-l evel or resource- l evel commands. Con-

�gurati on revi ewtests are al so system-speci �c. They wi l l test f or parti cul ar i nsecure

con�gurati ons of thi s parti cul ar operati ng system.

In contrast, change detecti on tests are enti rel y generi c. The al gori thmuti l i zed to

create checksums i s not rel ated to the system.

4. 6 Di stri buted Communi cat i ons

Central l y reported tests are a manageri al devi ce, desi gned to assi st personnel who

manage or audi t a l arge number of systems. However, thi s devi ce i s al so vul nera-

bl e to eavesdroppi ng when executed on typi cal networks. Eavesdroppers can \l i sten

promi scuousl y" and obtai n access to con�denti al vul nerabi l i ty test reports. These

reports may go so f ar as i denti f yi ng the vul nerabi l i ti es f or the attacker.

Resul ts of vul nerabi l i ty testi ng shoul d al ways be secured i f central reporti ng i s per-

f ormed. If the systemhas any vul nerabi l i ti es, the compl ete resul ts of vul nerabi l i ty

testi ng wi l l descri be themi n detai l . There are two basi c methods f or protecti ng thi s

i nf ormati on.

Fi rst, reports can be \sani ti zed" by reduci ng the i nf ormati on reported to a simpl e

numeri c score. Secondl y, publ i c-key encrypti on techni ques can be used to assure

con�denti al i ty. These techni ques can, of course, be used i n combi nati on.
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4. 7 Art i �ci al Intel l i gence

Arti �ci al i ntel l i gence techni ques can be empl oyedwhen eval uati ng systemvul nerabi l -

i ty. Identi f yi ng a basi c vul nerabi l i ty i n a systemi s rel ati vel y easy. The rami �cati ons

of the expl oi tati on of a parti cul ar vul nerabi l i ty are not al ways so obvi ous, though.

For exampl e, suppose a user has a nul l password. Cl earl y, anyone cannowmasquerade

as that user. The threat i s even greater i f that user can modi f y systemcon�gurati on

�l es. That woul d l et anyone pl ant a Troj anhorse, and so execute programs wi thother

users' authori zati ons. That makes the nul l password much more seri ous. Thi s i s a

rel ati vel y simpl e exampl e, requi ri ng onl y two steps. More real i sti c exampl es mi ght

requi re a l onger seri es of steps.

To recogni ze the ful l rami �cati ons of a vul nerabi l i ty, a systemmust be abl e to i denti f y

a seri es of acti ons that coul d be expl oi ted to obtai n access or i nf ormati on that coul d

not be achi eved by expl oi ti ng any si ngl e vul nerabi l i ty. Thi s task i s wel l sui ted to

rul e-based arti �ci al i ntel l i gence tool s. Gi ven the rul es f or systemaccess, such a tool

can qui ckl y determi ne the \maximum" vul nerabi l i ty.

4. 8 Summary

To summari ze the most important poi nts of thi s secti on:

� Passi ve tests are usual l y su�ci ent; acti ve tests are dangerousl y cl ose to a Troj an

horse and shoul d be used onl y i n speci al ci rcumstances.

� Network testi ng i s useful when con�gurati on �l es on more than one machi ne

must be synchroni zed or f or acti ve testi ng of cri ti cal systemaccess probl ems.

� Tests whi ch anal yze mul ti pl e speci �c vul nerabi l i ti es and attempt to determi ne

the cumul ati ve e�ect are superi or to a l arge number of tests whi ch address onl y

a speci �c vul nerabi l i ty.

� Local reporti ng i s used when audi ti ng to assi st a l ocal systemadmi ni strator;

remote reporti ng i s used when the network securi ty admi ni strator wi shes to

anal yze the securi ty of the network. (Remote reporti ng i s al so useful when a

si ngl e systemadmi ni strator runs mul ti pl e machi nes on a si ngl e network. )

� There are manytechni ques f or audi ti ng; these techni ques maybe usedi nconcert

to address al l f acets of a potenti al securi ty
aw. Most techni ques l ook f or a cl ear

\probl em"; others l ook f or unexpected change i n a system.
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� When passi ve testi ng i s i nsu�ci ent, generi c techni ques must be abandoned as

wel l . The basi c nature of acti ve testi ng targets system-speci �c vul nerabi l i ti es.

As a resul t, al l acti ve tests wi l l be customsof tware.

� Central l yreported tests are vul nerabl e to eavesdroppi ng when executedonpub-

l i c networks. Devel opers shoul d drawupon the �el d of secure communi cati ons

to ensure con�denti al i ty. Fai l i ng that, remove sensi ti ve i nf ormati on so that the

eavesdropper does not l earn of speci �c vul nerabi l i ti es.

� Systemvul nerabi l i ty testi ng i s a compl ex task. It can be impl emented by aug-

menti ng other testi ng techni ques wi th rul e-based anal ysi s techni ques. (Other

arti �ci al i ntel l i gence techni ques, such as neural nets, may al so be appl i cabl e. )
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5 Pol i cy and Procedur es

An e�ecti ve vul nerabi l i ty testi ng programcan i ncrease the l evel of computer securi ty

throughout anorgani zati on. Vul nerabi l i tytesti ng i s i ntendedprimari l yto hel psystem

managers achi eve the maximumsecuri ty wi th avai l abl e tool s. Vul nerabi l i ty testi ng

i s al so a management tool , underscori ng the management commi tment to securi ty.

Real i zi ng the potenti al requi res that gui del i nes are i n pl ace and adequate tool s are

provi ded to the appropri ate personnel .

The f ormul ati on of gui del i nes i s general l y the responsi bi l i ty of the organi zati on' s

securi ty o�cer. Gui del i nes shoul d speci f y the procedures f or use and di stri buti on of

vul nerabi l i ty testi ng tool s and the responsi bi l i ti es of organi zati on personnel i n the

program.

Devel opment or procurement of appropri ate tool s must al so f al l to the securi tyo�cer,

perhaps wi th the assi stance of systemmanagers. Thi s process begi ns by revi ewi ng

the organi zati on' s systems and devel opi ng vul nerabi l i ty testi ng requi rements i n ac-

cordance wi th systemfuncti onal i ty. The next step i s to devel op speci �c requi rements

f or each type of system. Fromthe speci �c requi rements, the avai l abl e sof tware can

be anal yzed f or sui tabi l i ty. Remai ni ng hol es may be addressed by customsof tware.

Ul timate success or f ai l ure wi l l rest wi th the systemadmi ni strator. Avul nerabi l i ty

testi ng program' s primary goal i s getti ng the most securi ty f romthe avai l abl e con-

trol s. The systemadmi ni strator must perf ormthe tests and address the i ndi cated

vul nerabi l i ti es.

5. 1 Test i ng Procedures and Responsi bi l i t i es

Management shoul d establ i sh systems procedures to ensure that:

� vul nerabi l i ty testi ng i s a regul ar procedure;

� vul nerabi l i ty testi ng tool s are avai l abl e and compl ete; and

� vul nerabi l i ty testi ng tool s that pose a ri sk to the systemare adequatel y pro-

tected f rommi suse.

Thi s secti onpresents basi c concepts f or the f ormul ati onof vul nerabi l i ty testi ng gui de-

l i nes.
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Require regular vulnerabi l i ty testing of systems.

Systemmanagers shoul d perf ormvul nerabi l i ty testi ng on a regul ar basi s (monthl y

or weekl y) and at several cri ti cal mi l estones. The cri ti cal moments are: i nstal l ati on

or upgrade of systemsof tware; modi �cati on of user pri vi l eges; and an attack (or

suspected attack) on a system. Whenever systemsof tware i s i nstal l ed, permi ssi ons

and contents shoul d be revi ewed. Instal l ati on of new sof tware wi l l al so make the

basel i ne f or change detecti on obsol ete. When user pri vi l eges are modi �ed (such as

i ntroducti on of newusers or addi ng users to a newgroup), the systemmay be put at

ri sk. Fi nal l y, whenever an attack has occurred, there i s a chance that Troj an horses

have been l ef t behi nd.

Provide vulnerabi l i ty testing tools to al l appropriate personnel .

Systemmanagers are the primary bene�ci ari es of testi ng tool s. However, other mem-

bers of an organi zati on may al so use these tool s. Network managers may bene�t

f romthese tool s; audi tors can al so use these tool s to judge the securi ty posture of

systems. The organi zati on' s securi ty o�cer shoul d i denti f y personnel wi th securi ty

responsi bi l i ti es and take thei r needs i nto account i n the tool ki t devel opment process.

Ensure that adequate tools are avai lable for the most common systems.

Provi de access to adequate sof tware f or common agency systems through an organi -

zati onal vul nerabi l i ty testi ng tool ki t. Thi s tool ki t may i ncl ude:

� l ocal l y devel oped sof tware;

� publ i c domai n tool s; and

� commerci al vul nerabi l i ty testi ng packages.

Internet archi ve si tes and system-speci �c users' groups are good sources f or publ i c

domai n sof tware. These packages are usual l y di stri buted i n source code, and can be

ported to newOS rel eases. When commerci al packages are sel ected, the purchase of

si te l i censes i s a good pl an. In any case, suppl yi ng the tool s f roma central si te wi l l

encourage use of these tool s. Requi rements f or vul nerabi l i ty testi ng may be i gnored

i f tool s are expensi ve or di�cul t to l ocate.
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Developcheckl ists where vulnerabi l i ty testing tools are not appl icable.

Some i tems noted i n Secti on 2 cannot be assessed on al l pl atf orms. Thi s may be

due to a l ack of control s or the vari ety of hardware pl atf orms. For exampl e, an

organi zati on mi ght have a dozen types of PC-compati bl e computers. Many of these

systems wi l l l ack i denti �cati on and authenti cati on; those whi ch support i t may do so

i n a non-standard manner.

Most organi zati onal securi ty gui del i nes address sel ecti on of passwords, and vul nera-

bi l i ty testi ng of mul ti -user systems shoul d exami ne compl i ance to those gui del i nes.

However, PCpasswords are an exampl e where compl i ance cannot be assessed. In thi s

case, the vul nerabi l i ty testi ng process woul d i ncl ude a checkl i st that woul d remi nd

the user of the gui del i nes. The user woul d simpl y check the appropri ate boxes to

veri fy compl i ance. For PCpasswords, the checkl i st mi ght appear as f ol l ows:

2 Password i s at l east si x characters i n l ength, and i s mi xed case or i n-

cl udes a di gi t.

2 Password i s not the name of a person or pl ace.

2 Locati on i s physi cal l ysecuredwhenauthori zedpersonnel are not present.

Increase depth of analysis for cri tical nodes.

Some systems are more important to the organi zati on than others. The tests shoul d

re
ect thi s f act. For exampl e, a UNIX-based network gateway i s probabl y more

important than a UNIX-based systemcon�gured as a si ngl e user workstati on. The

gateway shoul d be subj ected to more i ntensi ve vul nerabi l i ty testi ng techni ques. The

organi zati on' s securi ty o�cer shoul d i denti f y these cri ti cal nodes and determi ne the

l evel of testi ng requi red.

5. 2 Devel opi ng a Tool ki t

The primary tasks i nvol ved i n the devel opment of an organi zati on' s vul nerabi l i ty

testi ng tool ki t are to ensure that the vul nerabi l i ty tests are compl ete and the tests

themsel ves do not pose a ri sk to the system.
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There are a number of concrete steps whi chmay be taken to obtai n adequate tests.

� Revi ew the organi zati on' s systems and devel op vul nerabi l i ty testi ng requi re-

ments i n accordance wi th systemfuncti onal i ty. Thi s process i s based upon the

generi c rul es presented i n Secti on 2.

� Sel ect appropri ate methodol ogi es f or each cl ass of personnel (e. g. , systemman-

agers and network securi ty managers) that wi l l use these tests. Thi s process i s

based on the i nf ormati on presented i n Secti on 3.

� Devel op speci �c test requi rements f or each type of system.

� Anal yze the avai l abl e sof tware agai nst the speci �c requi rements (devel oped i n

the previ ous step) f or sui tabi l i ty.

� Address un�l l edrequi rements bydevel opi ng or procuri ng customsof tware. (De-

vel opi ng these tests requi res consi derabl e knowl edge about securi tybut does not

requi re extraordi nari l y di�cul t sof tware techni ques. )

The f ol l owi ng common-sense poi nts shoul d be consi dered i n thi s process.

Vulnerabi l i ty testing tools shouldbe comprehensive.

Any si ngl e hol e i n systemsecuri ty can pl ace an enti re systemat ri sk. Thorough

testi ng of i denti �cati on and authenti cati on control s wi thout testi ng the content and

protecti on of systemcon�gurati on �l es wi l l onl y perpetuate the i l l usi on of securi ty.

Computer systemvul nerabi l i ty testi ng tool s shoul d address every appl i cabl e i tem

f romthe generi c rul es l i st presented i n Secti on 2.

Active tools should only be usedwhere passive tools are inadequate.

Passi ve tool s are pref erabl e, because of the simi l ari ty of acti ve testi ng tool s and

automated attack tool s. However, acti ve tool s may be requi red to veri f y compl i ance

i n cri ti cal cases. Cri ti cal cases woul d i ncl ude known vul nerabi l i ti es whi ch have been

or are currentl y bei ng expl oi ted.

As an exampl e, a network securi ty admi ni strator mi ght use acti ve tool s to ensure

that cri ti cal securi ty vul nerabi l i ti es have been cl osed. These vul nerabi l i ti es mi ght

have been expl oi tedby known networkworms or hackers currentl y targeti ng an orga-

ni zati on. In such a case, the network admi ni strator mayuse an acti ve tool to i denti f y

systems that have not cl osed the securi ty hol e.
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Note that anyacti ve networktesti ng tool must be wri ttento execute l ocal l y, \probi ng"

the remote systems. The ri sks of a \good" wormbei ng trapped and modi �ed by

hackers woul d outwei gh any possi bl e improvement i n securi ty. The wormcoul d be

trapped, and simpl e modi �cati ons to the executabl e woul d qui ckl y generate a very

dangerous attack mechani sm.

Borrowfromorganizations with an establ i shedvulnerabi l i ty testing

program.

If an organi zati onhas a smal l number of systems of a parti cul ar type, i t shoul d l ook to

organi zati ons wi th a l arge computi ng base of thi s type f or assi stance. Thi s assi stance

may i ncl ude devel opment of vul nerabi l i ty testi ng requi rements, anal ysi s of avai l abl e

tool s, or shari ng agency-devel oped tool s.

5. 3 Di stri but i on of Tool s

There are two vi ewpoi nts on the use and di stri buti onof vul nerabi l i tytesti ng sof tware.

The sof tware can assi st a consci enti ous systemadmi ni strator i n the mai ntenance of a

secure con�gurati on. It can al so be used as a tool to assi st to a mal i ci ous i ndi vi dual

attempti ng to penetrate a system. Those who emphasi ze i ts posi ti ve potenti al tend

to support wi de di stri buti on of such sof tware. Those who emphasi ze i ts negati ve

potenti al are of ten proponents of l imi ted di stri buti on.

The potenti al of vul nerabi l i ty testi ng tool s cannot be achi eved unl ess they are i n the

hands of the appropri ate personnel . Thi s secti on provi des basi c gui del i nes concerni ng

the di stri buti on of vul nerabi l i ty testi ng tool s.

Distribute passive tools widely.

Passi ve tool s f or systemadmi ni strators shoul d recei ve wi de di stri buti on wi thi n the

organi zati on. These tool s are worthl ess to an organi zati on i f they are not i n the hands

of the systemadmi ni strators. Properl y used, these tests guard agai nst the type of

common mi stakes whi ch can l ead to simpl e manual attacks or wormattacks. Many

simi l ar tool s, and i n some cases these exact tool s, are bel i eved to be avai l abl e i n

the hacker communi ty. Wi de di stri buti on of these tool s i s necessary to pl ace system

admi ni strators on an even f ooti ng wi th thei r adversari es.

However, acti ve tool s devel oped f or network or organi zati onal securi ty admi ni strators

shoul d be ti ghtl y control l ed. Whether i n source or bi nary f orm, such tests represent

a seri ous threat to the organi zati on. Di stri buti on of acti ve tool s i s an i nvi tati on f or

automated attacks, especi al l y i n networked envi ronments.
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Source code distribution is usual ly preferable for passive tools.

Local l y devel oped or publ i c domai n vul nerabi l i ty testi ng tool s can be di stri buted as

source code or i n bi nary f orm. (Commerci al l y avai l abl e tool s wi l l usual l y be avai l -

abl e i n bi nary onl y. ) The most appropri ate f ormdepends upon the organi zati on' s

computi ng systems and the personnel who admi ni ster the systems.

Source code di stri buti ons al l owthe systemadmi ni strator to l ocal l y compi l e or i nter-

pret the tests on a wi de range of systems. Thi s i s the simpl est way to address the

myri adof hardware and sof tware combi nati ons i n open systems. Bi nary di stri buti ons

woul d requi re too muchmai ntenance f or most organi zati ons.

However, source di stri buti on has i ts drawbacks. Source di stri buti ons provi de a ni ce,

readabl e descri pti on of the securi ty vul nerabi l i ti es revi ewed. Source code can poten-

ti al l y be modi �ed f or use as an automated attack techni que. Fi nal l y, the systems

admi ni strators need to be abl e to modi f y and compi l e the sof tware.

In an organi zati on wi th homogeneous computi ng systems, tool s can be di stri buted i n

bi nary f orm. Thi s may be pref erabl e. If the users wi l l be systemadmi ni strators and

audi tors wi th mi nimal experi ence, bi nary di stri buti on may be requi red.

Secure the distributionprocess.

The securi tyof the di stri buti onprocess i tsel f i s another important consi derati on. The

di stri buti on process shoul d ensure both i ntegri ty and con�denti al i ty of the del i vered

tool s. The di stri buti on process may i nvol ve transf er of physi cal medi a or may be

perf ormed el ectroni cal l y.

If the di stri buti on process i nvol ves physi cal medi a, securi ty begi ns wi th physi cal con-

trol . Regi stered mai l (or simi l ar) del i very can provi de assurance that the medi a

reaches appropri ate personnel . Thi s i s su�ci ent f or some cl assi �ed i nf ormati on; i t i s

probabl y good enough f or many types of tool s.

If thi s l evel of securi ty i s i nsu�ci ent (e. g. , acti ve tool s), encrypti on becomes the

primary method f or securi ng the di stri buti on process. Encrypti on can be used to

provi de both i ntegri ty and con�denti al i ty. It i s cri ti cal that the key and sof tware are

del i vered vi a di �erent paths.

If el ectroni c di stri buti on i s empl oyed, the transf ers shoul d be perf ormed f roma si ngl e,

protected server. Several al ternati ves are avai l abl e to secure thi s type of di stri buti on.

The server may requi re i denti �cati on and authenti cati on (pre-authori zed passwords)

of users f or access. Encrypti on can protect end-to-end securi ty. CRCtechni ques can

be used to veri f y i ntegri ty. These methods can be used i n combi nati on.
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If passwords are to be used f or authenti cati on, di stri buti onof passwords wi tha l imi ted

l i f e span to systemadmi ni strators who request the i nf ormati on vi a e-mai l woul d

provi de a l imi ted audi t trai l . Tel ephone di stri buti on of passwords (rather than e-

mai l ) woul d provi de addi ti onal con�dence i n the authenti cati on.

Protect the software after distribution.

Securi ty measures shoul d not end wi th the di stri buti on process. Gui del i nes f or saf e

use shoul d be provi ded wi th the sof tware. Simi l arl y, the possi bl e rami �cati ons of

unprotected tests shoul d be expl ai ned. Systemadmi ni strators shoul d be requi red

to protect the executabl e �l es (bi nary �l es or command �l es) and del ete the source

programs f or compi l ed code.

Address bug �xes.

Central di stri buti on of securi ty-rel evant \bug �xes" i s appropri ate i f the organi zati on

has a homogeneous computi ng base. Bug �xes can be archi ved or di stri buted vi a

el ectroni c mai l i ng l i sts. Di stri buti on of securi ty patches shoul d be protected i n the

same manner as vul nerabi l i ty testi ng tool s.

Di stri buti on of rel evant \bug �xes" to appropri ate systems can be very di�cul t i n

a l arge organi zati on wi th a mi xed computi ng base. The rel evance of the bug �x

depends on the system' s current hardware and sof tware con�gurati on. If the agency

has access to a major network, simpl y provi de i nf ormati on regardi ng system-speci �c

mai l i ng l i sts where such patches are regul arl y announced. The admi ni strators of the

systems woul d be responsi bl e f or obtai ni ng the appropri ate securi ty patches.

5. 4 Summary

The organi zati on' s securi ty o�cer shoul d:

� determi ne the l evel of testi ng requi redf or the \typi cal " systemandthe f requency

wi th whi ch i t i s requi red;

� determi ne who shoul d have access to securi ty access tool s and the testi ng

methodol ogi es they shoul d empl oy;

� i denti fy cri ti cal systems that wi l l requi re more ri gorous testi ng;
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� ensure that adequate tool s are avai l abl e f or the most common systems; and

� ensure that appropri ate gui del i nes are i n pl ace where testi ng i s unusabl e.

Possi bl e sources f or tool ki ts are publ i c domai n tool s, l ocal devel opment, and pro-

curement of commerci al tool s. Tool ki ts shoul d emphasi ze passi ve tool s; they are

adequate f or the great majori ty of testi ng scenari os. The di stri buti on process shoul d

be as secure as possi bl e, but wi de di stri buti on i s imperati ve. If acti ve testi ng tool s

are requi red, they must be ti ghtl y control l ed. Fi nal l y, procedures f or di stri buti on of

securi ty-rel evant bug �xes must be devel oped.

The ul timate success or f ai l ure of a vul nerabi l i ty testi ng programdepends upon the

systemmanagers, audi tors, and resource managers who recei ve the tool s. They must

use these tool s to real i ze any bene�t. Equal l y important, managers must act upon

the data these tool s provi de. If they do, the l evel of computer securi ty achi eved by

an organi zati on can be i ncreased greatl y.
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B Pr i mary Tool s Revi ewed

Anumber of tool s were exami ned whi l e perf ormi ng research f or thi s paper. 9 The

majori ty of these tool s were desi gned f or UNIXor VMS systems, al though tool s

exi st f or personal computers and mai nf rames as wel l . Thi s secti on provi des a bri ef

descri pti on and ref erences f or the major tool s or tool ki ts revi ewed.

Note that newer versi ons have been rel eased f or most of these packages. Many other

tool s have al so been devel oped, but were not revi ewed f or thi s proj ect. Inf ormati on

about vul nerabi l i ty testi ng sof tware that i s currentl y avai l abl e f or your systemmay

be obtai ned f romyour vendor, user groups, or vari ous el ectroni c mai l i ng l i sts.

COPS 1.3

COPS, or the Computer Oracl e Predi ctor System, i s a col l ecti on of con�gurati on

revi ewtests, �l e protecti on tests, password tests, audi t trai l anal yzers, and a CRC-

based checksumprogramfor detecti on of change. COPS i s composed primari l y of

si ngl e vul nerabi l i ty tests, but i t al so i ncl udes a rul e-based systemvul nerabi l i ty ana-

l yzer. COPS i s i n the publ i c domai n and source can be obtai ned f roma number of

f tp si tes on the Internet or comp. sources. uni x.

The ori gi nal COPSpaper, \The COPSSecuri tyChecker System" byDanFarmer and

Eugene H. Spa�ord, can be f ound i n the Proceedi ngs of the Summer 1990 USENIX

Conf erence.

Cl yde Digi tal Securi ty Tool ki t
10

Cl yde Di gi tal ' s Securi ty Tool ki t i s a commerci al sof tware securi ty package f or VAX

systems usi ngVMS. 11 Securi tyTool ki t i s desi gned\to assess the securi tyof VAX/VMS

computer systems. " Securi ty Tool ki t i s a col l ecti on of l ocal l y reported passi ve audi t

tests. Avari ety of targets are audi ted, i ncl udi ng:

� user access authori zati ons;

� capabi l i ti es and ri ghts anal ysi s;

� obj ect access, control s and protecti ons;

9Incl usi on or omi ssi on of a parti cul ar tool does not impl y endorsement or recommendati on by

the Nati onal Insti tute of Standards and Technol ogy. These exampl es are ci ted to credi t devel opers

of these tool s and to present exampl es of actual vul nerabi l i ty testi ng tool s.
10Cl yde Di gi tal i s nowpart of RaxCo; the Securi ty Tool ki t and Securi ty Basel i ne products have

been renamed appropri atel y.
11VAXand VMS are regi stered trademarks of Di gi tal Equi pment Corporati on.
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� network securi ty and remote access authori zati on (proxy l og- i n; protecti on of

network obj ects; securi ty of network executor);

� VMS audi t and sysgen reporti ng; and

� pri or peri od compari sons.

Cl yde Di gi tal ' s Securi ty Basel i ne Systemi s avai l abl e as an opti on f or the Securi ty

Tool ki t securi ty package f or VAX/VMS. Securi ty Basel i ne i s desi gned to \l ocate and

report di screpanci es between current systemcharacteri sti cs and si te-de�ned securi ty

standards. "

The systemconsi sts of three components: Templ ates; Tests; and Basel ines. The

Templ ate de�nes the correct attri butes f or a set of systementi ti es. The types of

enti ti es are pre-de�ned. Tests are used f or the compari son of system-speci �c enti ti es

agai nst a templ ate. Basel i nes are l ogi cal groupi ngs of tests whi ch may be executed

i nteracti vel y or i n batchmode.

UNIX-CAATS

NISTand the Department of Energy devel oped the UNIX-CAATS sof tware package

f or use by audi tors f romthe Department of Energy Inspector General ' s O�ce. Thi s

package i ncl uded a password checker byDr. Matt Bi shop (f ormerl y of NASA/Ames),

and a vari ety of passi ve, si ngl e vul nerabi l i ty tests. The si ngl e vul nerabi l i ty tests

i ncl uded systemand user con�gurati on revi ew tests, network con�gurati on tests,

and access control revi ew tests. It al so i ncl uded a �l e permi ssi on veri �er simi l ar

to SPI/UNIX' s Fi l e Permi ssi on Inspector.

The NIST/DoEtool ki t l acked CRCtesti ng and compl ex �l e protecti on tests (whi ch

woul d read �l es and determi ne other programs and �l es whi ch woul d be executed).

UNIX-CAATSi s no l onger supported; i ts f uncti onal i tyhas beensupersededbyCOPS.

SPANTool ki t

The SPANTool ki t i ncl udes NASAdevel oped sof tware f or VMSvul nerabi l i ty testi ng.

Thi s tool ki t i s avai l abl e to al l VMS systems connected to the NASASci ence Internet

(NSI). The primary securi ty test components i ncl ude:

� capti ve account audi ti ng;

� �l e-based checksumcal cul ati on and compari son;

� di rectory-based di �erenci ng f or on- l i ne backup di sks;

� di cti onary-based password checki ng;

32



� a securi ty al armextractor;

� a termi nal timeout and resource control moni tor;

� a uti l i ty f or i denti f yi ng hi gh-ri sk accounts; and a

� pronounceabl e password generator.

The systeml acks tool s f or exami ni ng the contents of systemcon�gurati on �l es. It

may not be obvi ous whi ch combi nati ons of pri vi l eges present an unacceptabl e ri sk.

The systemdoes not exami ne capabi l i ti es and ri ghts, or obj ect access authori zati on.

When mi sused, these VMS f eatures may resul t i n unexpected access pri vi l eges.

The Securi ty Pro�l e Inspector for UNIX

The Securi tyPro�l e Inspector f or UNIX(SPI/UNIX) i s a sof tware package devel oped

byLawrence Li vermore Nati onal Laboratory f or vul nerabi l i tytesti ng of VMSsystems.

The package i s avai l abl e f or di stri buti on wi thi n the Department of Energy. (Other

agenci es may al so be abl e to obtai n the package. Contact the Computer Inci dent

Advi sory Capabi l i ty, or CIAC, f or f urther i nf ormati on. ) SPI/UNIXi s a set of three

passi ve tests whi ch perf ormthe f ol l owi ng functi ons:

� test f or easi l y guessed passwords;

� generate and veri f y checksums of cri ti cal �l es; and

� save and veri f y current access permi ssi ons associ ated wi th cri ti cal �l es;

SPI/UNIXdoes not revi ewprotecti ons of programs cal l edwi thi n cri ti cal shel l scri pts

or revi ewthe content of con�gurati on �l es.

The Securi ty Pro�l e Inspector for VMS

The Securi ty Pro�l e Inspector f or VMS (SPI/VMS) i s a sof tware package devel oped

byLawrence Li vermore Nati onal Laboratory f or vul nerabi l i tytesti ng of VMSsystems.

The package i s avai l abl e f or di stri buti on wi thi n DoE, and i s simi l ar i n nature to the

SPI/UNIXpackage. (Other government agenci es may be abl e to obtai n the package

as wel l . )

The SPI/VMS package consi sts of f our programs whi ch:

� check f or tri vi al passwords, such as user names, di cti onary words, and nul l

entri es;
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� store, retri eve and veri f y checksums and time stamps associ ated wi th cri ti cal

system�l es;

� i denti fy al l users who have access to a speci �ed �l e or �l es; and

� checka speci �edl i st of �l es f or a parti cul ar i denti �er, or f or i denti �ers i ngeneral .

Li ke SPI/UNIX, the package does not concern i tsel f wi th the content of �l es. Errors

i n network or systemcon�gurati on are not expl i ci tl y i denti �ed. The systemonl y

i denti �es modi �cati ons i n content or access parameters of cri ti cal �l es.
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