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Chapter 1. Introduction

A wisemanattadksthe city of the

mightyand pulls downthe

strongholdin which they trust.
Proverbs21:22(NIV)

This paperdescribes setof designandimplementatiorguidelinesfor writing secure
programson Linux andUnix systemsFor purpose®f this papera“secureprogram”is
aprogramthatsitson a securityboundarytakinginput from a sourcethatdoesnot
have the sameaccessightsasthe program.Suchprogramsancludeapplication
programsausedasviewersof remotedata,webapplicationgincluding CGlI scripts),
network seners,andsetuid/setgigprogramsThis paperdoesnot addressnodifying the
operatingsystemkernelitself, althoughmary of the principlesdiscussedheredo apply.
Theseguidelinesveredevelopedasa suney of “lessondearned”from varioussources
on how to createsuchprogramgqalongwith additionalobsenationsby the author),
reoiganizednto a setof largerprinciples.This paperincludesspecificguidanceor a
numberof languagesincludingC, C++, Java, Perl,Python, TCL, andAda95.

This paperdoesnot cover assuranceneasuressoftwareengineeringprocessesand
guality assurancapproachesyhich areimportantbut widely discusseelsevhere.
Suchmeasureicludetesting,peerreview, configuratiormanagemengndformal
methodsDocumentsspecificallyidentifying setsof developmentassuranceneasures
for securityissuesncludethe CommonCriteria[CC 1999]andthe SystemSecurity
EngineeringCapabilityMaturity Model [SSE-CMM 1999]. More generaketsof
softwareengineeringnethodsor processearedefinedin documentsuchasthe
SoftwareEngineeringnstitute’'s CapabilityMaturity Model for Software(SE-CMM),
ISO 9000(alongwith ISO 9001andISO 9001-3),andISO 12207.

This paperdoesnot discusshow to configurea system(or network) to be securen a
givenernvironment.Thisis clearlynecessaryor secureuseof agivenprogramut a
greatmary otherdocumentsliscusssecureconfigurationsAn excellentgenerabook
on configuringUnix-lik e systemgo be securas Garfinkel [1996]. Otherbooksfor
securingUnix-lik e systemsncludeAnonymous[1998]. You canalsofind information
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on configuringUnix-lik e systemsat web sitessuchas
http://www.unixtools.com/securitiitml. Informationon configuringa Linux systemto
besecurds availablein awide variety of documentsncluding Fenzi[1999], Seifried
[1999], Wreski[1998], andAnonymous[1999]. For Linux systemgandeventually
otherUnix-lik e systems)you maywantto examinethe Bastille HardeningSystem,
which attemptgo “harden”or “tighten” the Linux operatingsystem.You canlearn
moreaboutBastille at http://www.bastille-linux.og; it is availablefor freeunderthe
GeneraPublicLicense(GPL).

This paperassumeshatthereademunderstandsomputersecurityissuesn generalthe
generakecuritymodelof Unix-lik e systemsandthe C programmindanguageThis
paperdoesincludesomeinformationaboutthe Linux andUnix programmingmnodel
for security

This papercoversall Unix-lik e systemsincluding Linux andthe variousstrainsof
Unix, andit particularlystresse&inux andprovidesdetailsaboutLinux specifically
Thereareseveralreasondor this, but a simplereasornis popularity Accordingto a
1999sunwey by IDC, significantlymoreseners(countingbothInternetandintranet
seners)wereinstalledin 1999with Linux thanwith all Unix operatingsystemtypes
combined(25%for Linux versusl5%for all Unix systemtypescombinednotethat
Windows NT camein with 38% comparedo the40%of all Unix-lik e seners)
[Shankland2000]. A surwey by Zoebeleinn April 1999foundthat, of thetotalnumber
of senersdeplojedonthelnternetin 1999(runningat leastftp, news, or http
(WWW)), themajority wererunningLinux (28.5%),with otherstrailing (24.4%for all
Windows 95/98/NTcombined,17.7%for Solarisor SunOS 15%for the BSD family,
and5.3%for IRIX). Advocateswill noticethatthe majority of senersonthelnternet
(around66%)wererunningUnix-lik e systemswhile only around24%r rana Microsoft
Windows variant.Finally, the original versionof this documenbnly discussedLinux,
soalthoughits scopehasexpandedthe Linux informationis still noticeablydominant.
If you know relevantinformationnotalreadyincludedhere,pleasdet meknow.

You canfind the mastercopy of thisdocumentat
http://www.dwheeleilcom/secure-programshis documents alsopartof the Linux
DocumentatiorProject(LDP) at http://www.linuxdoc.og It' salsomirroredin several
otherplacesPleasenotethatthesemirrors,includingthe LDP copy and/orthe copy in
your distribution, may be olderthanthe mastercopy. I'd like to hearcommentn this
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documentput pleasedo not sendcommentsuntil you've checledto make surethat
your comments valid for thelatestversion.

Thisdocuments (C) 1999-200avid A. Wheelerandis coveredby the GNU Free
DocumentatioriLicense(GFDL); seeAppendixC andAppendixD for more
information.

Chapter2 discusseshe backgroundf Unix, Linux, andsecurity Chapter3 describes
thegeneralUnix andLinux securitymodel,giving anoverview of the security
attributesandoperationof processedjlesystemobjects,andsoon. Thisis followed
by the meatof this paper asetof designandimplementatiorguidelinesfor developing
applicationson Linux andUnix systemsThe paperendswith conclusionsn Chapter
11, followedby alengthybibliographyandappendices.

Thedesignandimplementatiorguidelinesaredividedinto categorieswhich| believe
emphasizeéhe programmess viewpoint. Programsaccepinputs,processlata,call out
to otherresourcesandproduceoutput;notionallyall securityguidelinedit into oneof
thesecatayories.l’ ve divided processinglatainto furthercateyories:avoiding buffer
overflows (whichin somecasesanalsobe consideredninputissue),structuring
programinternalsandapproachlanguage-specifimformation,andspecialtopics.The
actualchaptedayoutwasreorderedslightly to be easierto follow. Thus,thedocument
chapterson guidelinesdiscussvalidatingall input (Chapterd), avoiding buffer
overflows (Chapter5), structuringprograminternalsandapproachChapter6),
carefully calling out to otherresource¢Chapter7), judiciously sendingnformation
back(Chapter), language-specifimformation(Chapter), andfinally informationon
specialtopicssuchashow to acquirerandomnumbergChapterl0).



Chapter 2. Background

| issuedan orderanda seach
wasmade andit wasfoundthat
this city hasa long history of
revolt againstkingsandhasbeen
a placeof rebellionandsedition.
Ezra4:19 (NIV)

2.1. Histor y of Unix, Linux, and Open Source /
Free Software

2.1.1. Unix

In 1969-1970KennethThompsonPennisRitchie,andothersat AT&T Bell Labs
begandevelopinga smalloperatingsystemon alittle-usedPDP-7.The operating
systemwassoonchristenedJnix, a punon anearlieroperatingsystemprojectcalled
MULTICS. In 1972-1973he systemwasrewrittenin the programmindanguageC, an
unusuaktepthatwasvisionary:dueto this decision,Unix wasthefirst widely-used
operatingsystemthatcould switchfrom andoutliveits original hardware.Other
innovationswereaddedo Unix aswell, in partdueto synegiesbetweerBell Labsand
theacademicommunity In 1979,the“seventhedition” (V7) versionof Unix was
releasedthe grandatherof all extantUnix systems.

After this point, the historyof Unix becomesomeavhatconvoluted. Theacademic
community led by Berkeley, developeda variantcalledthe Berkeley Software
Distribution (BSD), while AT&T continueddevelopingUnix underthe names'System
[II” andlater“SystemV”. In thelate 1980'sthroughearly 1990sthe“wars” between
thesetwo major strainsraged After mary yearseachvariantadoptedmary of thekey
featuresof the other Commercially SystemV won the “standardsvars” (gettingmost

11
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of its interfacesinto theformal standards)andmosthardwarevendorsswitchedto
AT&T’ s SystemV. However, SystemV endedup incorporatingmary BSD innovations,
sotheresultingsystemwasmorea meiger of thetwo branchesThe BSD branchdid
notdie, but insteadbecamewidely usedfor researchfor PChardware,andfor
single-purposaeners(e.g.,mary websitesusea BSD derivative).

Theresultwasmary differentversionsof Unix, all basedon theoriginal seventh
edition.Most versionsof Unix wereproprietaryandmaintainedoy their respectre
hardwarevendor for example,SunSolarisis a variantof SystemV. Threeversionsof
the BSD branchof Unix endedup asopensourceFreeBSD(concentatingpn
ease-of-installatiofor PC-typehardware),NetBSD(concentratingon mary different
CPUarchitectures)andavariantof NetBSD,OpenBSD(concentratingpn security).
More generainformationcanbefoundat
http://www.datametrics.com/tech/unix/uxkig/brf-hist.htm. Much moreinformation
aboutthe BSD historycanbefoundin [McKusick1999]and
ftp://ftp.freebsd.ay/pub/FreeBSD/FreeBSD-current/src/share/misc/bsuly-tree.

Thoseinterestedn readinganadvocag piecethatpresentamgumentgor using
Unix-lik e systemsshouldseehttp://www.unix-vs-nt.og.

Free Software Foundation

In 1984RichardStallmans FreeSoftwareFoundation(FSF)beganthe GNU project,a
projectto createa free versionof the Unix operatingsystemBY free, Stallmanmeant
softwarethatcouldbefreely used read,modified,andredistrituted. The FSF
successfullyouilt a vastnumberof usefulcomponentsincludinga C compiler(gcc),an
impressve text editor (emacs)anda hostof fundamentatools. However, in the 1990’
theFSFwashaving troubledevelopingthe operatingsystemkernel[FSF 1998];
without a kerneltherestof their softwarewould not work.

Lin ux

In 1991 Linus Torvaldsbegandevelopingan operatingsystemkernel,which henamed
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“Linux” [Torvalds1999].This kernelcouldbe combinedwith the FSFmaterialand
othercomponentgin particularsomeof the BSD componentandMIT’ s X-windows
software)to producea freely-modifiableandvery usefuloperatingsystem.This paper
will termthekernelitself the“Linux kernel”andanentirecombinationas“Linux”.
Notethatmary usetheterm“GNU/Linux” insteadfor this combination.

In the Linux community differentorganizationshave combinedthe available
componentglifferently Eachcombinationis calleda “distribution”, andthe
organizationghatdevelopdistributionsarecalled“distributors”. Commondistributions
includeRedHat, Mandrale, SUSE CalderaCorel,andDebian.Therearedifferences
betweerthe variousdistributions,but all distributionsarebasedn thesame
foundation:theLinux kernelandthe GNU glibc libraries.Sincebotharecoveredby
“copyleft” stylelicenseschangedo thesefoundationgyenerallymustbe made
availableto all, aunifying force betweerthe Linux distributionsattheir foundationthat
doesnot exist betweerthe BSD andAT&T-dervedUnix systemsThis paperis not
specificto arny Linux distribution; whenit discusse&inux it presumeginux kernel
version2.2 or greaterandthe C library glibc 2.1 or greatervalid assumption$or
essentiallyall currentmajorLinux distributions.

Open Source / Free Software

Increasednterestin softwarethatis freely sharechasmadeit increasinglynecessaryo
defineandexplainit. A widely usedtermis “opensourcesoftware”, whichis further
definedin [OSI 1999].Eric Raymond1997,1998]wrote severalseminalarticles
examiningits variousdevelopmenfrocessesAnotherwidely-usedermis “free
software”, wherethe“free” is shortfor “freedom”: the usualexplanationis “free
speechnotfreebeer’ Neitherphrasds perfect.Theterm“free software” is often
confusedwith programsvhoseexecutablesregivenaway atno chage, but whose
sourcecodecannotbe viewed, modified,or redistrituted.Corversely theterm“open
source’is sometimgab)usedo meansoftwarewhosesourcecodeis visible, but for
which therearelimitationson use,modification,or redistritution. This paperuseshe
term“opensource’for its usualmeaningthatis, softwarewhich hasits sourcecode
freely availablefor use,viewing, modification,andredistritbution; amoredetailed

13
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definitionis containedn the OpenSourceDefinition
(http://www.opensource.gfosd.html)In somecasesadifferencein motiveis
suggestedthosepreferringtheterm“free software” wish to stronglyemphasizehe
needfor freedom while thoseusingthe termmayhave othermotives(e.g.,higher
reliability) or simply wishto appeatessstrident.For informationon this definition of
free software,andthe motivationsbehindit, canbefoundat http://www.fsf.org.

Thoseinterestedn readingadwcag piecesfor opensourcesoftwareandfree software
shouldseehttp://www.opensource.grandhttp://www.fsf.org. Thereareotherpapers
which examinesuchsoftware,for example,Miller [1995] foundthatthe opensource
softwarewerenoticeablymorereliablethanproprietarysoftware(usingtheir
measuremertechniquewhich measuredesistancéo crashingdueto randominput).

Comparing Linux and Unix

This paperusestheterm“Unix-lik e” to describesystemsntentionallylik e Unix. In
particular theterm“Unix-lik e” includesall major Unix variantsandLinux
distributions.

Linux is notderivedfrom Unix sourcecode,but its interfacesareintentionallylik e
Unix. Therefore Unix lessondearnedgenerallyapplyto both,includinginformation
on security Most of theinformationin this paperappliesto any Unix-like system.
Linux-specificinformationhasbeenintentionallyaddedo enablethoseusingLinux to
take advantageof Linux’s capabilities.

Unix-lik e systemssharea numberof securitymechanismshoughtherearesubtle
differencesaandnotall systemshave all mechanismswvailable.All includeuserand
groupids (uidsandgids)for eachprocessandafilesystemwith read,write, and
executepermissiongfor user group,andother).SeeThompsor{1974]andBach
[1986] for generainformationon Unix systemsincludingtheir basicsecurity
mechanismsChapter3 summarize&ey securityfeaturesof Unix andLinux.



Chapter2. Badkground

2.2. Security Principles

Therearemary generakecurityprincipleswhich you shouldbe familiar with; consult
ageneraltext on computersecuritysuchas[Pfleeger 1997]. Oftencomputersecurity
goalsaredescribedn termsof threeoverall goals:

- Confidentiality(alsoknown assecreg), meaningthatthe computingsystems assets
areaccessibl®nly by authorizedparties.

- Integrity, meaningthatthe assets€anonly be modifiedby authorizedpartiesin
authorizedvays.

- Availability, meaningthatthe asset@reaccessiblé¢o the authorizedartiesin a
timely mannerasdeterminedy the systemgequirements)Thefailureto meetthis
goalis calleda denialof service.

Somepeopledefineadditionalsecuritygoals,while otherslump thoseadditionalgoals
asspecialcaseof thesethreegoals.For example,someseparatelydentify
non-repudiatiorasa goal;this is theability to “prove” thata sendeisentor recever
recevedamessagegvenif thesendeior recever wishesto dery it later Privagy is
sometimesaddressedeparatelyrom confidentiality;somedefinethis asprotectingthe
confidentialityof auser(e.g.,theiridentity) insteadof the data.Most goalsrequire
identificationandauthenticationwhich is sometimedisted asa separatgoal. Often
auditing(alsocalledaccountability)s identifiedasa desirablesecuritygoal.
Sometimesaccesscontrol” and“authenticity” arelisted separatehaswell. In any
casejt is importantto identify your programs overall securitygoals,no matterhow
you groupthosegoalstogethersothatyou’ll know whenyou've metthem.

Sometimeghesegoalsarearesponseo a known setof threats andsometimesomeof
thesegoalsarerequiredby law. For example for U.S. banksandotherfinancial
institutions,theres anew privagy law calledthe“Gramm-Leach-Blilg” (GLB) Act.
This law mandateslisclosureof personalnformationsharedandmeansof securing
thatdata,requiresdisclosureof personainformationthatwill be sharedwith third
parties,anddirectsinstitutionsto give customers chanceto opt out of datasharing.
[Jones2000]

15
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Saltzef1974] andlater SaltzerandSchroedef1975] list the following principlesof
the designof secureorotectionsystemsyhich arestill valid:

- Leastprivilege. Eachuserandprogramshouldoperateusingthe fewestprivileges
possible This principlelimits the damagdrom anaccidentgerror, or attack.It also
reduceghe numberof potentialinteractionsamongprivilegedprogramsso
unintentionalunwanted,or improperusesof privilegearelesslik ely to occur This
ideacanbe extendedo theinternalsof a program:only the smallesiportionof the
programwhich needghoseprivilegesshouldhave them.

- Economyof medanism The protectionsystems designshouldbe simpleandsmall
aspossibleln theirwords,“techniquessuchasline-by-lineinspectionof software
andphysicalexaminationof hardwarethatimplementgprotectionmechanismare
necessaryFor suchtechnigueso be successfula smallandsimpledesignis
essential.

- Opendesign The protectionmechanismmustnot dependbn attaclerignorance.
Instead the mechanisnshouldbe public, dependingpnthesecreg of relatively few
(andeasilychangeableitemslik e passverdsor privatekeys. An opendesignmakes
extensve public scrutiry possibleandit alsomakesit possiblefor usersto corvince
themselesthatthe systemaboutto be usedis adequatel-rankly; it isn’t realisticto
try to maintainsecrey for a systemthatis widely distributed;decompilersaand
subvertedhardwarecanquickly exposeary “secrets”in animplementationBruce
Schneiearguesthatsmartengineershould“demandopensourcecodefor anything
relatedto security”,aswell asensuringthatit receveswidespreadeview andthat
ary identifiedproblemsarefixed[Schneierl999].

- Completanediation Every accesattemptmustbe checled; positionthe mechanism
soit cannotbe subverted.For example,in a client-serner model,generallythe sener
mustdo all accessheckingbecauseiserscanbuild or modify their own clients.

- Fail-safedefaults(e.g., permission-basedpproac). The default shouldbe denialof
service,andthe protectionschemeshouldthenidentify conditionsunderwhich
accesss permitted.

« Sepaation of privilege. Ideally, accesso objectsshoulddependon morethanone
condition,sothatdefeatingoneprotectionsystemwon’t enablecompleteaccess.
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- Leastcommommedanism Minimize theamountanduseof sharednechanismsge.g.
useof the/tmp or /var/tmpdirectories) Sharedbjectsprovide potentiallydangerous
channeldor informationflow andunintendednteractions.

- Psytological acceptability/ Easyto use Thehumaninterfacemustbe designedor
easeof usesouserswill routinelyandautomaticallyusethe protectionmechanisms
correctly Mistakeswill bereducedf thesecuritymechanismsloselymatchthe
users mentalimageof his or herprotectiongoals.

2.3. Types of Secure Programs

Many differenttypesof programamayneedto be secureprogramgasthetermis
definedin this paper).Somecommontypesare:

« Applicationprogramausedasviewersof remotedata.Programsisedasviewers
(suchasword processorsr file formatviewers)areoftenaskedto view datasent
remotelyby anuntrusteduser(this requesimaybe automaticallyinvokedby aweb
browser).Clearly, the untrustedusers input shouldnot be allowedto causethe
applicationto run arbitraryprogramslt’ s usuallyunwiseto supportinitialization
macros(run whenthe datais displayed)jf you must,thenyou mustcreatea secure
sandboxacomplex anderrorpronetask).Be carefulof issuessuchasbuffer
overflow, discussedn Chapters, which mightallow anuntrusteduserto forcethe
viewerto run anarbitraryprogram.

« Applicationprogramsusedby the administratoroot). Suchprogramsshouldnt
trustinformationthatcanbe controlledby non-administrators.

« Localseners(alsocalleddaemons).
- Network-accessiblseners(sometimesallednetwork daemons).

« Web-basedpplicationgincluding CGl scripts).Thesearea specialcaseof
network-accessiblseners,but they’'re socommonthey desere their own category.

17
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Suchprogramsareinvokedindirectly via awebsener, which filters out someattacks
but neverthelesseavesmary attackshatmustbewithstood.

« Applets(i.e.,programsdownloadedo the clientfor automaticexecution).This is
somethinglavais especiallyfamousfor, thoughotherlanguagegsuchasPython)
supportmobilecodeaswell. Thereareseveralsecurityviewpointshere;the
implementorof the appletinfrastructureon the client sidehasto make surethatthe
only operationallowedare“safe” ones,andthewriter of anapplethasto dealwith
the problemof hostilehosts(in otherwords,you cant normallytrusttheclient).
Thereis someresearclattemptingto dealwith runningappletson hostilehosts but
frankly I'm scepticalof thevalueof theseapproacheandthis subjectis exotic
enoughthatl don't coverit furtherhere.

- setuid/setgigpprogramsTheseprogramsareinvokedby alocal userand,when
executed areimmediatelygrantedthe privilegesof the programs ownerand/or
owner'sgroup.In mary waysthesearethe hardesprogramdo securepecauseo
mary of theirinputsareunderthe control of the untrusteduserandsomeof those
inputsarenotobvious.

This papemeigestheissuesf thesedifferenttypesof programinto asingleset.The
disadwantageof this approachs thatsomeof theissuesdentifiedheredon't applyto
all typesof programslIn particular setuid/setgigorogramshave mary surprisinginputs
andseveralof theguidelineshereonly applyto them.However, thingsarenot so
clearcut, becausea particularprogrammay cut acrosgheseboundariege.g.,a CGl
scriptmay be setuidor setgid,or be configuredn away thathasthe sameeffect), and
someprogramsaredividedinto severalexecutablegachof which canbe considered
different“type” of program.The advantageof consideringall of theseprogramtypes
togethelis thatwe canconsiderall issueswithout trying to applyaninappropriate
category to aprogram.As will beseenmary of the principlesapplyto all programs
thatneedto be secured.

Thereis aslightbiasin this papertowardsprogramswrittenin C, with somenoteson
otherlanguagesuchasC++, Perl,Python,Ada95,andJava. Thisis because is the
mostcommonlanguagdor implementingsecurgprogramson Unix-lik e systemgother
thanCGl scripts,which tendto usePerl),andmostotherlanguagesimplementations
call theC library. Thisis notto imply thatC is someha the“best” languagdor this
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purposeandmostof the principlesdescribedereapplyregardlesof the programming
languageused.

2.4. Paranoia is a Virtue

The primarydifficulty in writing securgprogramss thatwriting themrequiresa
differentmindset,in short,a paranoidmnindset.Thereasoris thattheimpactof errors
(alsocalleddefectsor bugs)canbe profoundlydifferent.

Normalnon-secur@rogramshave mary errors.While theseerrorsareundesirable,
theseerrorsusuallyinvolve rareor unlikely situationsandif ausershouldstumble
upononethey will try to avoid usingthetool thatway in the future.

In secureprogramsthesituationis reversed Certainuserswill intentionallysearchout
andcauseareor unlikely situationsjn the hopethatsuchattackswill give them
unwarrantedprivileges.As aresult,whenwriting securgprogramsparanoias avirtue.

2.5. Why Did | Write This Document?

Onequestionl’ve beenaskedis “why did you write this document™Heres my
answerOver thelastseveralyearsl’ ve noticedthatmary developerdor Linux and
Unix seento keepfalling into the samesecuritypitfalls, againandagain.Auditors
wereslowly catchingproblemsput it would have beenbetterif the problemswerent
putinto the codein thefirst place.l believe thatpartof the problemwasthatthere
wasnt asingle,obviousplacewheredeveloperscouldgo andgetinformationon how
to avoid known pitfalls. Theinformationwaspublicly available,but it wasoftenhardto
find, out-of-date jncomplete pr hadotherproblemsMost suchinformationdidn’t
particularlydiscusd.inux atall, eventhoughit wasbecomingwidely used!Thatleads
up to theanswerl developedthis documenin the hopethatfuture softwaredevelopers
for Linux won'’t repeafpastmistales,resultingin anevenmoresecurgorm of Linux. |
addedUnix, sinceit’s oftenwiseto make surethatprogramscanport betweerthese
systemsYou canseea largerdiscussiorof this at
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http://www.linuxsecuritycom/feature_stories/feature_isteb.htm.

A relatedquestionthatcouldbe asledis “why did you write your own document
insteadof justreferringto otherdocuments”Xhereareseveralanswers:

« Much of this informationwasscatteredbout;placingthe critical informationin one
organizeddocumenimakesit easierto use.

- Someof thisinformationis notwritten for the programmerbut is written for an
administratoior user

- Much of theavailableinformationemphasizeportableconstructgconstructghat
work onall Unix-like systems)andfailedto discusd.inux atall. It's oftenbestto
avoid Linux-uniqueabilitiesfor portability’s sake, but sometimeshe Linux-unique
abilitiescanreally aid security Evenif non-Linuxportability is desiredyou may
wantto supportthe Linux-uniqueabilitieswhenrunningon Linux. And, by
emphasizind.inux, | canincludereferenceso informationthatis helpful to
someondargetingLinux thatis not necessarilyruefor others.

2.6. Sources of Design and Implementation
Guidelines
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Severaldocumentselpdescribehow to write securegprogramgor, alternatvely, how
to find securityproblemsin existing programs)andwerethe basisfor the guidelines
highlightedin therestof this paper

For general-purpossenersandsetuid/setgigprogramstherearea numberof valuable
documentgthoughsomearedifficult to find without having areferenceo them).

Matt Bishop[1996,1997]hasdevelopedseveralextremelyvaluablepapersand
presentationsn thetopic, andin facthehhasawebpagededicatedo thetopic at
http://olympus.cs.ucdas.edu/~bishoecprog.hth AUSCER hasreleasedc
programmingchecklistf AUSCER 1996]
(ftp://ftp.auscert.ay.au/pub/auscert/papers/secure_programming_chechkbsgdn
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parton chapter23 of Garfinkel andSpaford’s bookdiscussinghow to write secure
SUID andnetwork programgGarfinkel 1996] (http://www.oreilly.com/catalog/puis
Galvin [1998a](http://www.sunworld.com/swl-04-1998/svol-04-securiy.html)
describeda simpleprocessaandchecklistfor developingsecuregprogramshelater
updatedhechecklistin Galvin [1998b]
(http://www.sunworld.com/sunwrldonline/swol-08-1998swol-08-securityhtml).
Sitaker [1999] (http://www.pobox.com/~kragen/security-holes.itpresents list of
issuedor the“Linux securityaudit” teamto searchor. Shostack1999]
(http://www.homeport.og/~adam/reiew.html) definesanotherchecklistfor reviewing
security-sensitie code.The NCSA[NCSA]
(http://www.ncsa.uiuc.edu/General/GridZA& S/security/programmingyovidesa set
of tersebut usefulsecurgprogrammingguidelines Otherusefulinformationsources
includethe Secue Unix ProgrammingFAQ [Al-Herbish 1999]
(http://Iwww.whitefang.com/sup/the Security-Aidit's FrequentlyAslked Questions
[Graham1999] (http://Isap.og/fag.txt),andRanum[1998]
(http://www.clark.net/pub/mjr/pubs/pdf/somerecommendationsiustbe takenwith
caution,for example,the BSD setuid(7)manpage[Unknown]
(http://www.homeport.og/~adam/setuid.7.htthrecommendshe useof access(3)
without notingthe dangerousaceconditionsthatusuallyaccompan it. Wood[1985]
hassomeusefulbut datedadvicein its “Securityfor ProgrammersthapterBellovin
[1994] (http://www.research.att.com/~smb/talksgludesusefulguidelinesandsome
specificexamplessuchashow to restructureanftpd implementatiorto be simplerand
moresecureFreeBSD[1999] (http://www.freebsd.ag/security/securityitml)
[Quintero1999]
(http://developergnome.og/doc/guides/programimg-guidelines/bakl1.himl) is
primarily concernedvith GNOME programmingguidelinesput it includesa section
on securityconsiderationgVenemal996] (http://www.fish.com/security/murphigtml)
providesadetaileddiscussion{with examples)f somecommonerrorswhen
programmingsecuregororams(widely-known or predictablegpassverds,burning
yourselfwith maliciousdata,secretsn useraccessibl@ata,anddependingon other
programs)[Sibert1996] (http://www.fish.com/security/maldata.htndgscribeshreats
arisingfrom maliciousdata.

Therearemary documentgiving securityguidelinesfor programsusingthe Common
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Gateavay Interface(CGl) to interfacewith theweh TheseincludeVanBiesbrouck
[1996] (http://www.csclubuwaterloo.ca/u/mlanbie/cgsec),Gundararamunknown]
(http://language.perl.com/@R/doc/FAQs/cgi/perl-cgi-&q.html) [Garfinkle 1997]
(http://webreiew.com/wr/pub/97/08/0&00okshelf)Kim [1996]
(http://www.eekim.com/pubs/cgibookiPhillips [1995]
(http://www.go2net.com/people/paulp/cgi-securigfe-cgi.txt) Stein[1999]
(http://www.w3.01g/Security/lag/www-security-qg.html),[Peteant?2000]
(http://members.home.net/raamv.peteanupnd[Advosys2000]
(http://adwsys.caltips/web-securityml).

Therearemary documentspecificto alanguagewhich arefurtherdiscusseadn the
language-specifisectionsof this documentFor example the Perldistributionincludes
perlsec(1)http://www.perl.com/pub/doc/manual/htipbdfperisec.htr), which
describediow to usePerlmoresecurely The SecurdnternetProgramminggite at
http://www.cs.princeton.edu/sig interestedn computersecurityissuesn generalput
focuseson mobile codesystemsuchasJava, ActiveX, andJavaScript;Ed Felten(one
of its principles)co-wrotea bookon securingava ((McGraw 1999]
(www.securingjaa.com))which s discussedn Section9.6.Sun’s securitycode
guidelinesprovide someguidelinesprimarily for JaraandC; it is availableat
http://java.sun.com/security/seccayigade.htm|

Yoder[1998] containsa collectionof patterngo be usedwhendealingwith application
security It' s not really a specificsetof guidelines put a setof commonly-usegbatterns
for programminghatyou mayfind useful. The Schmoogroupmaintainsawebpage
linking to informationon how to write securecodeat
http://www.shmoo.com/securecode

Therearemary documentslescribingtheissuefrom the otherdirection(i.e., “how to
crackasystem”).Oneexampleis McClure[1999], andtheres countlessamountsof
materialfrom thatvantagegpoint onthe Internet.

Theres alsoalarge body of informationon vulnerabilitiesalreadyidentifiedin existing
programsThis canbea usefulsetof examplesof “what notto do;’ thoughit takes
effort to extractmoregeneralguidelinesfrom the large body of specificexamples.
Therearemailing lists thatdiscusssecurityissuespneof the mostwell-known is
Bugtraq(http://Securitylecus.com/forumsiigtrag/gg.html) which amongother
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thingsdevelopsallist of vulnerabilities.The CERT CoordinationCenter(CERT/CC)is
amajorreportingcenterfor Internetsecurityproblemswhich reportson vulnerabilities.
The CERT/CC occasionallyproducesadvisorieghatprovide a descriptionof a serious
securityproblemandits impact,alongwith instructionson how to obtaina patchor
detailsof aworkaround;jfor moreinformationseehttp://www.cert.og. Note that
originally the CERT wasa smallcomputeremegeng responséeam,but officially
“CERT” doesnt standfor anything now. The Departmentf Enegy’s Computer
IncidentAdvisory Capability(CIAC) (http://ciac.linl.gw/ciac)alsoreportson
vulnerabilities.Thesedifferentgroupsmayidentify the samevulnerabilitiesbut use
differentnamesTo resol\e this problem,MITRE supportdhe CommonVulnerabilities
andExposuregCVE) list which createsa singleuniqueidentifier (“name”) for all
publicly known vulnerabilitiesandsecurityexposuresdentifiedby others;see
http:/www.cve.mitre.og. NIST’s ICAT is a searchableatalogueof computer
vulnerabilities takingthe eachCVE vulnerabilityandcateyorizingthemsothey canbe
searchedndcomparedater; seehttp://csrc.nist.g@/icat.

This paperis asummaryof whatl believe arethe mostusefulandimportantguidelines;
my goalis adocumenthata goodprogrammeranjustreadandthenbefairly well
preparedo implementa securgrogram.No singledocumentanreally meetthis goal,
but I believe the attemptis worthwhile. My goalis to strike a balancesomevhere
betweera“completelist of all possibleguidelines”(thatwould be unendingand
unreadableandthevarious“short” lists availableon-linethatarenice andshortbut
omit alarge numberof critical issuesWhenin doubt,| includetheguidance] believe
in thatcaset’ s betterto make theinformationavailableto everyonein this “one stop
shop”documentTheorganizationpresentedhereis my own (every list hasits own,
differentstructure) andsomeof the guidelinegespeciallythe Linux-uniqueones such
asthoseon capabilitiesandthe fsuid value)arealsomy own. Readingall of the
referenceadlocumentdistedabove aswell is highly recommended.

2.7. Other Sources of Security Information

Herearesomeothersourceof securityinformation: The Linux Security-AuditProject
FAQ (http://www.linuxhelp.og/Isap.shtrf) andLinux KernelAuditing Project
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(http://www.lkap.og) arededicatedo auditingLinux codefor securityissues.

2.8. Document Conventions

24

Systemmanualpagesarereferencedn theformatname(numberwherenumberis the
sectionnumberof themanual. The pointervaluethatmeans‘doesnot pointanywhere”
is calledNULL; C compilerswill corverttheintegerO to thevalueNULL in most
circumstancesherea pointeris neededput notethatnothingin the C standard
requireghatNULL actuallybeimplementedy a seriesof all-zerobits. C andC++
treatthecharacte’\0’ (ASCII 0) specially andthis valueis referredto asNIL in this
paper(thisis usuallycalled“NUL”, but “NUL” and“NULL" soundidentical).Function
andmethodnamesalwaysusethe correctcase gvenif thatmeanghatsomesentences
mustbegin with alower caséetter. | usetheterm“Unix-lik ” to meanUnix, Linux, or
othersystemawvhoseunderlyingmodelsarevery similar to Unix; | cant sayPOSIX,
becauseherearesystemsuchasWindows 2000thatimplementportionsof POSIX
yet have vastly differentsecuritymodels.

An attacleris calledan“attacker”, “cracker”, or “adversary”.Somejournalistsusethe
word “hacker” insteadof “attacker”; this paperavoidsthis (mis)use becausenary
Linux andUnix developergeferto themselesas“hackers” in thetraditionalnon-evil
senseof theterm. Thatis, to mary Linux andUnix developerstheterm“hacker”
continuego meansimply anexpertor enthusiastparticularlyregardingcomputers.

Thisdocumenusesthe“new” or “logical” quotingsystemjnsteadof thetraditional
Americanquotingsystem:quotedinformationdoesnotincludeary trailing punctuation
if the punctuations not partof the materialbeingquoted.While this may causea
minorlossof typographicabeauty thetraditional Americansystemcause&xtraneous
characterso be placedinsidethe quotes.Theseextraneousharactersiave no effecton
prosebut canbedisastrousn codeor computercommandsl usestandardAmerican
(not British) spelling; I’ ve yetto meetan Englishspealer on ary continentwho has
troublewith this.



Chapter 3. Summary of Linux and Unix
Security Features

Discretionwill protectyou,and
undestandingwill guard you.
Proverbs2:11 (NIV)

Beforediscussingguidelineson how to useLinux or Unix securityfeaturesjt’s useful
to know whatthosefeaturesarefrom a programmess viewpoint. This sectionbriefly
describeghosefeatureghatarewidely availableon nearlyall Unix-lik e systems.
However, notethatthereis considerableariationbetweerdifferentversionsof
Unix-like systemsandnotall systemshave theabilitiesdescribechere.This chapter
alsonotessomeextensionsor featuresspecificto Linux; Linux distributionstendto be
fairly similarto eachotherfrom the point-of-view of programmingor security
becausehey all useessentiallythe samekernelandC library (andthe GPL-based
licensesencourageapiddisseminatiorof ary innovations).This chapterdoesnt
discusdssuessuchasimplementation®f mandatoryaccessontrol(MAC) which
mary Unix-lik e systemsio notimplement.If you alreadyknow whatthosefeatures
are,pleasdeelfreeto skip this section.

Many programmingguidesskim briefly over the security-rel@antportionsof Linux or
Unix andskip importantinformation.In particulay they oftendiscuss‘how to use”
somethingn generakermsbut glossover the securityattributesthataffect their use.
Corversely theres a greatdealof detailedinformationin the manualpagesabout
individual functions,but the manualpagessometime®bscurekey securityissueswith
detaileddiscussion®n how to useeachindividual function. This sectiontriesto bridge
thatgap;it givesanoverview of the securitymechanism#n Linux thatarelikely to be
usedby a programmerbut concentratingpecificallyon the securityramifications.This
sectionhasmoredepththanthetypical programmingguides focusingspecificallyon
security-relateanatters andpointsto referencesvhereyou cangetmoredetails.

First, thebasicsLinux andUnix arefundamentallydividedinto two parts:thekernel
and“userspace” Most programsexecutein userspacegontop of thekernel).Linux
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supportghe conceptof “kernelmodules” whichis simply theability to dynamically
load codeinto thekernel,but notethatit still hasthis fundamentatlivision. Someother
systemgsuchastheHURD) are“microkernel” basedsystemsthey have asmallkernel
with morelimited functionality, anda setof “user” programghatimplementthe
lower-level functionstraditionallyimplementedy thekernel.

SomeUnix-lik e systemdave beenextensvely modifiedto supportstrongsecurity in
particularto supportU.S. Departmenbf Defenserequirement$or MandatoryAccess
Control(level B1 or higher).This versionof this paperdoesnt cover thesesystemsor
issues] hopeto expandto thatin a futureversion.

Whenuserdog in, their usernamearemappedo integersmarkingtheir “UID” (for
“userid”) andthe“GID”s (for “groupid”) thatthey areamemberof. UID O is aspecial
privilegeduser(role) traditionally called“root”; on mostUnix-lik e systemgincluding
Unix) root canoverrulemostsecuritychecksandis usedto administratehe system.
Processearetheonly “subjects”in termsof security(thatis, only processeareactive
objects) Processesanaccesyariousdataobjects,in particularfilesystemobjects
(FSOs),SystemV Interproces€ommunicatior(IPC) objects,andnetwork ports.
Processesanalsosetsignals.Othersecurity-relganttopicsincludequotasandlimits,
libraries,auditing,andPAM. Thenext few subsectionsletailthis.

3.1. Processes
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In Unix-lik e systemsuserlevel actiities areimplementedy runningprocessesvost
Unix systemssupporta “thread” asa separateonceptthreadsharememoryinsidea
processandthe systemscheduleactuallyscheduleshreadsLinux doesthis
differently (andin my opinionusesa betterapproach)thereis no essentiatifference
betweerathreadanda processinsteadjn Linux, whena processreatesanother
processt canchoosewhatresourcesresharede.g.,memorycanbeshared)The
Linux kernelthenperformsoptimizationsto getthread-leel speedsseeclone(2)for
moreinformation.It’s worth notingthatthe Linux kerneldevelopergendto usethe
word “task”, not“thread” or “process”,but the externaldocumentationendsto usethe
word procesgsol’ Il usethatterminologyhere).Whenprogramminga multi-threaded
application,it’ s usuallybetterto useoneof the standardhreadlibrariesthathidethese
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differencesNot only doesthis make threadingmoreportable but somelibraries
provide anadditionallevel of indirection,by implementingmorethanone
application-leel threadasa singleoperatingsystenthread;this canprovide some
improvedperformancen somesystemdor someapplications.

Process Attrib utes

Herearetypical attributesassociatedavith eachprocessn a Unix-lik e system:

« RUID, RGID - realUID andGID of theuseron whosebehalfthe processs running

- EUID, EGID - effective UID andGID usedfor privilegecheckgexceptfor the
filesystem)

« SUID, SGID - SaredUID andGID; usedto supportswitchingpermissionson and
off” asdiscussedbelow. Not all Unix-lik e systemssupportthis.

« supplementagroups- alist of groups(GIDs) in which this userhasmembership.

- umask- a setof bits determiningthe defaultaccessontrol settingsvhena new
filesystemobijectis createdseeumask(2).

- schedulingparameters eachprocesshasa schedulingpolicy, andthosewith the
defaultpolicy SCHED_O'HER have theadditionalparametersice, priority, and
counter Seesched_setscheduler(@x moreinformation.

- limits - perprocesgesourcdimits (seebelow).

- filesystenroot - the processideaof wheretherootfilesystembegins; seechroot(2).

Hereareless-commorattributesassociateavith processes:

« FSUID,FSGID- UID andGID usedfor filesystemaccesshecksthisis usually
equalto the EUID andEGID respectiely. Thisis a Linux-uniqueattribute.

. capabilitiess POSIX capabilityinformation;thereareactuallythreesetsof
capabilitieson a processtheeffective, inheritable andpermittedcapabilities See
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3.1.2.
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below for moreinformationon POSIX capabilitiesLinux kernelversion2.2 and
greatersupportthis; someotherUnix-lik e systemslo too, but it’ s not aswidespread.

In Linux, if youreally needto know exactly whatattributesareassociateavith each
processthe mostdefinitive sourceis the Linux sourcecode,in particular
/usr/include/linux/sched. h’sdefinitionof task_struct.

Theportableway to createnew processest usethefork(2) call. BSD introduceda
variantcalledvfork(2) asanoptimizationtechnique The bottomline with vfork(2) is
simple:don' useit if you canavoid it. SeeSection7.4for moreinformation.

Linux supportghe Linux-uniqueclone(2)call. This call workslik e fork(2), but allows
specificatiorof which resourceshouldbe sharede.g.,memory file descriptorsetc.).
Portableprogramsshouldnt usethis call directly; asnotedearlier they shouldinstead
rely onthreadindibrariesthatusethe call to implementthreads.

Thisdocumentis notafull tutorial onwriting programssol will skipwidely-available
informationhandlingprocessesyou canseethe documentatiorior wait(2), exit(2),
andsoonfor moreinformation.

POSIX Capabilities

POSIXcapabilitiesaresetsof bits thatpermitsplitting of the privilegestypically held
by rootinto alargersetof morespecificprivileges.POSIX capabilitiesaredefinedby a
draft IEEE standardthey’re not uniqueto Linux but they’re not universallysupported
by otherUnix-lik e systemseither Linux kernel2.0did not supportPOSIX capabilities,
while version2.2 addedsupportfor POSIX capabilitiesto processesVhenLinux
documentatiofincludingthis one)says‘requiresroot privilege”, in nearlyall casest
really means'requiresa capability” asdocumentedh the capabilitydocumentationif
you heedto know the specificcapabilityrequired ook it upin the capability
documentation.

In Linux, the eventualintentis to permitcapabilitiesto be attachedo filesin the
filesystemasof this writing, however, thisis notyet supportedThereis supportfor
transferringcapabilities put this is disabledby default. Linux version2.2.11addeda
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featurethatmakescapabilitiesmoredirectly useful,calledthe “capability bounding
set”. The capabilityboundingsetis alist of capabilitieshatareallowedto be held by
ary procesnthe system(otherwise ponly the specialinit processanholdit). If a
capabilitydoesnot appeain the boundingset,it may not be exercisedby ary process,
no matterhow privileged.This featurecanbe usedto, for example,disablekernel
moduleloading.A sampletool thattakesadwantageof thisis LCAP at
http://pwebnetcom.com/~spoon/icap/.

More informationaboutPOSIX capabilitiess availableat
ftp://linux.kernel.og/publ/linux/libs/€curity/inux-privs.

Process Creation and Manipulation

Processemay be createdusingfork(2), the non-recommendedfork(2), or the
Linux-uniqueclone(2);all of thesesystemcallsduplicatethe existing processgreating
two processesut of it. A processanexecutea differentprogramby calling execwe(2),
or variousfront-endgo it (for example,seeexec(3),system(3)andpopen(3)).

Whena programis executed andits file hasits setuidor setgidbit set,the process’
EUID or EGID (respectiely) is usuallysetto thefile’s value.This functionalitywas
the sourceof anold Unix securityweaknessvhenusedto supportsetuidor setgid
scripts,dueto aracecondition.Betweernthetime thekernelopensthefile to seewhich
interpreterto run, andwhenthe (now-set-id)interpreterturnsaroundandreopenghe
file to interpretit, anattacler might changethefile (directly or via symboliclinks).

DifferentUnix-lik e systemshandlethe securityissuefor setuidscriptsin different
ways.SomesystemssuchasLinux, completelyignorethe setuidandsetgidbits when
executingscripts,whichis clearly a safeapproachMost modernrelease®f SysVr4
andBSD 4.4 useadifferentapproacho avoid thekernelracecondition.Onthese
systemswhenthekernelpasseshe nameof the set-idscriptto opento theinterpreter
ratherthanusinga pathnamdwhich would permittheracecondition)it insteadpasses
thefilename/dev/fd/3. Thisis a specialfile alreadyopenedon the script,sothatthere
canbenoraceconditionfor attaclersto exploit. Evenonthesesystemd recommend
againstusingthe setuid/setgighellscriptslanguagdor secureprogramsasdiscussed
below.
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In somecasesa procescanaffect thevariousUID andGID values;seesetuid(2),
seteuid(2)setreuid(2)andthe Linux-uniquesetfsuid(2)In particularthe savzed userid
(SUID) attributeis thereto permittrustedprogramgo temporarilyswitch UIDs.
Unix-lik e systemssupportingthe SUID usethefollowing rules:If theRUID is
changedor the EUID is setto a valuenot equalto the RUID, the SUID is setto the
new EUID. Unprivilegeduserscansettheir EUID from their SUID, the RUID to the
EUID, andthe EUID to theRUID.

TheLinux-uniqueFSUID processttributeis intendedo permitprogramdik e the NFS
senerto limit themselesto only thefilesystenrights of somegivenUID without
giving thatUID permissiorto sendsignalsto the processWhen&erthe EUID is
changedthe FSUID is changedo the new EUID value;the FSUID valuecanbe set
separatelysingsetfsuid(2) a Linux-uniquecall. Notethatnon-rootcallerscanonly set
FSUID to thecurrentRUID, EUID, SEUID, or currentFSUID values.

3.2. Files
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Onall Unix-like systemsthe primary repositoryof informationis thefile tree,rooted
at“/”. Thefile treeis ahierarchicaketof directorieseachof which maycontain
filesystemobjects(FSOs).

In Linux, filesystemobjects(FSOs)maybe ordinaryfiles, directories symboliclinks,
namedpipes(alsocalledfirst-in first-outsor FIFOs),soclkets(seebelow), character
special(device)files, or block special(device) files (in Linux, thislist is givenin the
find(1) command)OtherUnix-lik e systemshave anidenticalor similar list of FSO
types.

Filesystenmobjectsarecollectedon filesystemswhich canbe mountedandunmounted
ondirectoriedn thefile tree.A filesystentype (e.g.,ext2 andFAT) is a specificsetof
cornventionsfor arrangingdataon the disk to optimizespeedreliability, andsoon;
mary peopleusetheterm“filesystem”asa synorym for thefilesystemtype.
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3.2.1. Filesystem Object Attrib utes

DifferentUnix-lik e systemssupportdifferentfilesystemtypes.Filesystemsnay have
slightly differentsetsof accessontrolattributesandaccesgontrolscanbe affectedby
optionsselectedat mounttime. On Linux, the ext2 filesystemss currentlythe most
popularfilesystemput Linux supportsa vastnumberof filesystemsMost Unix-lik e
systemgendto supportmultiple filesystemsgoo.

Most filesystemsn Unix-lik e systemsstoreat leastthe following:

- owningUID andGID - identifiesthe“owner” of thefilesystemobject.Only the
owneror root canchangetheaccessontrolattributesunlessotherwisenoted.

- permissionbits - read,write, executebits for eachof user(owner),group,andother
For ordinaryfiles, read,write, andexecutehave their typical meaningsin
directoriesthe*“read” permissioris necessaryo displaya directory’s contents,
while the“execute”permissions sometimegalled“search”permissiorandis
necessaryo actuallyenterthedirectoryto useits contentsin adirectory“write”
permissioron adirectorypermitsadding,removing, andrenamingfilesin that
directory;if you only wantto permitadding,setthe sticky bit notedbelow. Notethat
the permissiorvaluesof symboliclinks arenever used;it’ s only the valuesof their
containingdirectoriesandthelinked-tofile thatmatter

. “sticky” bit - whenseton adirectory unlinks (removes)andrename®f filesin that
directoryarelimited to thefile owner, thedirectoryowner, or root privileges.Thisis
avery commonUnix extensionandis specifiedn the OpenGroup’s SingleUnix
Specificationversion2. Old versionsof Unix calledthis the “save programtext” bit
andusedthis to indicateexecutabldiles thatshouldstayin memory Systemghat
did this ensuredhatonly root couldsetthis bit (otherwiseuserscould have crashed
systemdy forcing “everything” into memory).In Linux, this bit hasno affecton
ordinaryfiles andordinaryuserscanmaodify this bit on thefiles they own: Linux’s
virtual memorymanagemenmnakesthis old useirrelevant.

- setuid,setgid- whenseton anexecutabldile, executingthefile will setthe process’
effective UID or effective GID to thevalueof thefile’s owning UID or GID
(respectiely). All Unix-lik e systemssupportthis. In Linux andSystemV systems,

31



Chapter3. Summanyof Linux and Unix SecurityFeatures

32

whensetgidis seton afile thatdoesnot have ary executeprivileges,this indicatesa
file thatis subjectto mandatorylocking duringaccesgif thefilesystemis mounted
to supportmandatorylocking); this overloadof meaningsurprisesnary andis not
universalacrosdJnix-lik e systemsin fact,the OpenGroup’s SingleUnix
Specificatiorversion2 for chmod(3)permitssystemdo ignorerequests$o turnon
setgidfor filesthatarent executablaf suchasettinghasno meaningIn Linux and
Solaris,whensetgidis seton a directory files createdn thedirectorywill have their
GID automaticallyresetto thatof thedirectory’s GID. The purposeof this approach
is to support‘project directories”:userscansave files into suchspecially-set
directoriesandthe groupownerautomaticallychangesHowever, settingthe setgid
bit on directorieds not specifiedby standardsuchasthe SingleUnix Specification
[OpenGroup1997].

. timestamps accesandmodificationtimesarestoredfor eachfilesystemobject.
However, the owneris allowedto setthesevaluesarbitrarily (seetouch(1)),sobe
carefulabouttrustingthis information.All Unix-like systemssupportthis.

Thefollowing areattributesareLinux-uniqueextensionson the ext2 filesystemthough
mary otherfilesystemdhave similar functionality:

- immutablebit - no changedgo thefilesystemobjectareallowed;only root cansetor
clearthis bit. Thisis only supportedy ext2 andis not portableacrossall Unix
systemgor evenall Linux filesystems).

« append-onhpit - only appendingo thefilesystemobjectareallowed;only root can
setor clearthis bit. Thisis only supportedy ext2 andis not portableacrossall Unix
systemgor evenall Linux filesystems).

Othercommonextensiongncludesomesortof bit indicating“cannotdeletethisfile”.

Many of thesevaluescanbeinfluencedat mounttime, sothat,for example,certainbits
canbetreatedasthoughthey hada certainvalue(regardlesof their valueson the
media).Seemount(1)for moreinformationaboutthis. Somefilesystemslon't support
someof theseaccesgontrolvalues;again,seemount(1)for how thesefilesystemsare
handledIn particular mary Unix-lik e systemsupportMS-DOSdisks,which by
default supportvery few of theseattributes(andtheres not standardvay to definethese
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attributes).In thatcase Unix-lik e systememulatethe standardattributes(possibly
implementingthemthroughspecialon-diskfiles), andtheseattributesaregenerally
influencedby themount(1)command.

It’ simportantto notethat,for addingandremoving files, only the permissiorbits and
ownerof thefile’s directoryreally matterunlesshe Unix-lik e systemsupportanore
complex schemegsuchasPOSIXACLSs). Unlessthe systemhasotherextensionsand
stockLinux 2.2doesnt, afile thathasno permissionsn its permissiorbits canstill be
removedif its containingdirectorypermitsit. Also, if anancestodirectorypermitsits
childrento be changedy someuseror group,thenary of thatdirectory's descendents
canbereplacedoy thatuseror group.

Thedraft IEEE POSIX standardn securitydefinesatechniquefor true ACLs that
supportalist of usersandgroupswith their permissionsUnfortunatelythisis not
widely supportechor supportedexactly the sameway acrosdJnix-lik e systemsStock
Linux 2.2,for example,hasneitherACLs nor POSIX capabilityvaluesin the
filesystem.

It’sworth notingthatin Linux, the Linux ext2 filesystemby default resernesa small
amountof spacefor therootuser Thisis a partialdefenseagainstenial-of-service
attacks;evenif auserfills adiskthatis sharedwith theroot user therootuserhasa
little spacdeft over (e.qg.,for critical functions).Thedefaultis 5% of thefilesystem
spaceseemke2fs(8),in particularits “-m” option.

Creation Time Initial Values

At creationtime, thefollowing rulesapply. On mostUnix systemswhenanewv
filesystemobijectis createdvia creat(2)or open(2)the FSOUID is setto the process’
EUID andthe FSO5s GID is setto the processEGID. Linux worksslightly differently
dueto its FSUID extensionsthe FSOs UID is setto the processFSUID, andthe FSO
GID is setto theprocessFSGUID;if the containingdirectory’s setgidbit is setor the
filesystem$ “GRPID” flagis set,the FSOGID is actuallysetto the GID of the
containingdirectory Many systemsincluding SunSolarisandLinux, alsosupportthe
setgiddirectoryextensionsAs notedearlier this specialcasesupports‘project”
directoriesto make a“project” directory createa specialgroupfor the project,createa
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3.2.3.

3.2.4.
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directoryfor the projectownedby thatgroup,thenmake the directorysetgid:files
placedthereareautomaticallyownedby the project.Similarly, if anew subdirectoryis
creatednsideadirectorywith the setgidbit set(andthefilesystemGRPIDisn't set),
thenew subdirectorywill alsohaveits setgidbit set(sothatprojectsubdirectoriesvill
“do theright thing”.); in all othercaseghe setgidis clearfor anew file. Thisis the
rationalefor RedHat Linux’s “userprivategroup” schemein which every useris a
memberof a“private” groupwith justthemasmemberssotheir defaultscanpermit
thegroupto readandwrite ary file (sincethey’re the only memberof the group).Thus,
whenthefile’s groupmemberships transferredhis way, readandwrite privilegesare
transferredoo. FSObasicaccessontrolvalues(read,write, execute)arecomputed
from (requestedalues& ~ umaskof process)New files alwaysstartwith aclear
sticky bit andclearsetuidbit.

Changing Access Contr ol Attrib utes

You cansetmostof thesevalueswith chmod(2),fchmod(2),or chmod(1)but seealso
chown(1),andchgrp(1).In Linux, somethe Linux-uniqueattributesaremanipulated
usingchattr(1).

Notethatin Linux, only root canchangehe ownerof a givenfile. SomeUnix-like
systemsallow ordinaryusersto transferownershipof their files to anothey but this
causexomplicationsandis forbiddenby Linux. For example,if you'retrying to limit
disk usageallowing suchoperationsvould allow usergto claim thatlargefiles actually
belongedo someother“victim”.

Using Access Contr ol Attrib utes

UnderLinux andmostUnix-lik e systemsreadingandwriting attribute valuesareonly
checledwhenthefile is openedthey arenotre-checlkedon every reador write. Still, a
large numberof callsdo checktheseattributes,sincethe filesystems socentralto
Unix-lik e systemsCallsthatchecktheseattributesincludeopen(2) creat(2) link(2),
unlink(2), rename(2)mknod(2),symlink(2),andsoclet(2).
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3.2.5. Filesystem Hierarchy

Overtheyearscorventionshave beenbuilt on“what files to placewhere”.Where
possible pleasefollow corventionalusewhenplacinginformationin the hierarchy For
example,placeglobal configurationinformationin /etc. The FilesystenmHierarchy
StandardFHS)triesto definetheseconventionsin alogical mannerandis widely
usedby Linux systemsThe FHSis anupdateto the previousLinux Filesystem
Structurestandard FSSTND),incorporatingessondearnedandapproachefrom
Linux, BSD, andSystemV systemsSeehttp://www.pathname.com/fh®r more
informationaboutthe FHS. A summaryof theseconventionsis in hier(5)for Linux and
hier(7)for Solaris.Sometimeglifferentcorventionsdisagreewherepossible make
thesesituationsconfigurableat compileor installationtime.

3.3. System V IPC

Many Unix-lik e systemsincludingLinux andSystemV systemssupportSystemvV
interprocessommunicatior(IPC) objects.IndeedSystemV IPC s requiredby the
OpenGroup’s SingleUNIX SpecificationVersion2 [OpenGroup1997].SystemV
IPC objectscanbeoneof threekinds: SystemV messaggueuessemaphorsets,and
sharednemorysegments Eachsuchobjecthasthefollowing attributes:

- readandwrite permissiongor eachof creatoy creatorgroup,andothers.
« creatorUID andGID - UID andGID of thecreatorof the object.

- owningUID andGID - UID andGID of theownerof the object(initially equalto
thecreatorUID).

Whenaccessinguchobjects therulesareasfollows:

- if theprocessasroot privileges,theaccesss granted.
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- if theprocessEUID is theowneror creatorUID of theobject,thentheappropriate
creatorpermissionbit is checledto seeif accesss granted.

- if theprocessEGID is theowneror creatorGID of the object,or oneof the process’
groupsis theowning or creatingGID of the object,thenthe appropriatecreator
grouppermissionbit is checledfor access.

- otherwisetheappropriaté'other” permissiorbit is checledfor access.
Notethatroot, or a processwith the EUID of eitherthe owneror creatoy cansetthe

owning UID andowning GID and/orremove the object.More informationis available
in ipc(5).

3.4. Sockets and Network Connections

36

Socletsareusedfor communicationparticularlyover a network. Socletswere
originally developedby the BSD branchof Unix systemsbut they aregenerally
portableto otherUnix-lik e systemsLinux andSystemV variantssupportsocletsas
well, andsoclet supportis requiredby the OpenGroup’s SingleUnix Specification
[OpenGroup1997].SystemV systemdraditionally useda different(incompatible)
network communicationnterface,but it’ s worth notingthatsystemdik e Solaris
includesupportfor soclets.Soclet(2) createsanendpointfor communicatiorand
returnsadescriptorin amannersimilar to open(2)for files. The parameter$or soclet
specifythe protocolfamily andtype,suchasthe Internetdomain(TCP/IPversion4),
Novell’sIPX, or the“Unix domain”.A senerthentypically callsbind(2),listen(2),and
accept(2)pr select(2) A clienttypically callsbind(2) (thoughthatmaybe omitted)and
connect(2) Seetheseroutine’s respectre manpagedor moreinformation.It canbe
difficult to understandhow to usesocletsfrom theirmanpagesyou might wantto
consultotherpaperssuchasHall "Beej" [1999]to learnhow thesecallsareused
together

The“Unix domainsoclkets” don't actuallyrepresenta network protocol;they canonly
connecto socketson the samemachine (atthetime of this writing for the standard
Linux kernel).Whenusedasa streamthey arefairly similarto namedpipes,but with
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significantadvantagesln particular Unix domainsocletis connection-orientedgach
new connectiorto the socletresultsin anev communicatiorchannela very different
situationthanwith namedpipes.Becausef this property Unix domainsocletsare
oftenusedinsteadof namedpipesto implementiPC for mary importantservicesJust
like you canhave unnamedipes,you canhave unnamedJnix domainsocletsusing
socletpair(2);unnamedJnix domainsoclketsareusefulfor IPCin away similar to
unnamedipes.

Thereareseveralinterestingsecurityimplicationsof Unix domainsoclets.First,
althoughUnix domainsoclketscanappeaiin thefilesystemandcanhave stat(2)applied
to them,you cant useopen(2)to openthem(you have to usethe socket(2) andfriends
interface).SecondUnix domainsocletscanbe usedto pasdfile descriptordbetween
processegnotjustthefile’s contents)This odd capability not availablein any other
IPC mechanismhasbeenusedto hackall sortsof schemegthe descriptorcan
basicallybe usedasa limited versionof the “capability” in the computersciencesense
of theterm).File descriptoraresentusingsendmsg(2wherethe msg(message¥
field msg_contropointsto anarrayof controlmessagéeadergfield msg_controllen
mustspecifythe numberof bytescontainedn thearray).Eachcontrolmessagés a
structcmsghdifollowedby data,andfor this purposeyouwantthecmsg_typesetto
SCM_RIGHTSA file descriptoiis retrievedthroughrecvmsg(2andthentracked
down in theanalogousvay. Frankly, this featureis quite baroquebut it’ s worth
knowing about.

Linux 2.2 supportsaanadditionfeaturein Unix domainsoclets:you canacquirethe
peers “credentials”(the pid, uid, andgid). Here's somesamplecode:

/* fd= file descriptor of Unix donain socket connected
to the client you wish to identify */

struct ucred cr;
int cl=sizeof(cr);

i f (getsockopt(fd, SO._SOCKET, SO PEERCRED, &cr, &cl)==0) {

printf("Peer’s pid=%, uid=%, gid=%\n",
cr.pid, cr.uid, cr.gid);
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StandardJnix corventionis thatbindingto TCPandUDP local port numberdessthan
1024requiresroot privilege,while any processanbind to anunboundport numberof
1024o0r greaterLinux follows this corvention,morespecifically Linux requiresa
procesgo have the capability CAP_NET_BIND_SERICE to bindto aportnumber
lessthan1024;this capabilityis normallyonly heldby processewith aneuidof 0. The
adwenturouscancheckthisin Linux by examiningits Linux’ssourcejn Linux 2.2.12,
it'sfile /usr/src/linux/net/ipv4laf_inet.c,functioninet_bind().

3.5. Signals

38

Signalsarea simpleform of “interruption” in the Unix-like OSworld, andarean
ancientpartof Unix. A procesganseta “signal” on anothemprocesgsayusingkill(1)
or kill(2)), andthatotherprocessvould receve andhandlethe signalasynchronously
For aprocesdo have permissiorto senda signalto someotherprocessthe sending
processnusteitherhave root privileges,or therealor effective userlD of thesending
processnustequaltherealor saredset-useiiD of thereceving process.

Althoughsignalsareanancientpartof Unix, they’ve haddifferentsemanticsn
differentimplementationsBasically they involve questionsuchas“what happens
whenasignaloccurswhile handlinganothersignal”?TheolderLinux libc 5 useda
differentsetof semanticgor somesignaloperationghanthe never GNU libc libraries.
For moreinformation,seethe glibc FAQ (on somesystemsa local copy is availableat
/usr/doc/ glibc-*/FAQ).

For new programsjust usethe POSIXsignalsystem(whichin turn wasbasedon BSD
work); this setis widely supportecanddoesnt have the problemshatsomeof theolder
signalsystemslid. The POSIXsignalsystemis basedn usingthe sigset_tdatatype,
which canbe manipulatedhrougha setof operationssigemptyset()sigfillset(),
sigaddset()sigdelset()andsigismember()You canreadaboutthesein sigsetops(3).
Thenusesigaction(2) sigaction(2) sigprocmask(2)sigpending(2)andsigsuspend(2)
to setup anmanipulatesignalhandling(seetheir manpagedor moreinformation).

In generalmake ary signalhandlerssery shortandsimple,andlook carefullyfor race
conditions.Signals sincethey areby natureasynchronous;aneasilycauserace
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conditions.

A commoncorventionexistsfor seners:if youreceve SIGHUR you shouldcloseary
log files, reopenandrereadconfiguratiorfiles, andthenre-operthelog files. This
supportgeconfiguratiorwithout haltingthe senerandlog rotationwithout dataloss. If
you arewriting asenerwherethis conventionmakessensepleasesupportit.

3.6. Quotas and Limits

Many Unix-lik e systemdrave mechanismso supporffilesystemquotasandprocess
resourcdimits. This certainlyincludesLinux. Thesemechanismsareparticularly
usefulfor preventingdenialof serviceattackspy limiting theresourcesvailableto
eachuser you canmake it hardfor a singleuserto useup all the systenresourcesBe
carefulwith terminologyhere becausdothfilesystemquotasandprocesgesource
limits have “hard” and“soft” limits but thetermsmeanslightly differentthings.

You candefinestoraggfilesystem)quotalimits on eachmountpointfor the numberof
blocksof storageand/orthe numberof uniquefiles (inodes)thatcanbe used,andyou
cansetsuchlimits for agivenuseror agivengroup.A “hard” quotalimit is a
never-to-exceedimit, while a“soft” quotacanbetemporarilyexceededSeequota(l),
guotactl(2),andquotaon(8).

Therlimit mechanisnsupportsalarge numberof procesgjuotas suchasfile size,
numberof child processesjumberof openfiles,andsoon. Thereis a“soft” limit (also
calledthe currentlimit) anda“hard limit” (alsocalledthe upperlimit). Thesoftlimit
cannotbe exceededat ary time, but throughcallsit canberaisedup to thevalueof the
hardlimit. Seegetrlimit(), setrlimit(), andgetrusage()Notethatthereareseveralways
to setthesdimits, includingthe PAM modulepam_limits.

3.7. Dynamicall y Linked Libraries

Practicallyall programsdependon librariesto executeIn mostmodernUnix-like
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systemsincludingLinux, programsareby default compiledto usedynamicallylinked
libraries(DLLSs). Thatway, you canupdatea library andall the programsausingthat
library will usethenew (hopefullyimproved)versionif they can.

Dynamicallylinkedlibrariesaretypically placedin oneafew specialdirectoriesThe
usualdirectoriesinclude/ l'i b,/ usr/1ib,/1ib/security for PAM modules,
/usr/ X11R6/ | i b for X-windows,and/ usr/1 ocal /| i b.

Therearespecialconventionsfor naminglibrariesandhaving symboliclinks for them,
with theresultthatyou canupdatdibrariesandstill supportprogramghatwantto use
old, non-backvard-compatibleversionsof thoselibraries. Therearealsowaysto
overridespecificlibrariesor evenjust specificfunctionsin alibrary whenexecutinga
particularprogram.Thisis arealadvantageof Unix-lik e systemsver Windows-like
systems] believe Unix-lik e systemdave a muchbettersystemfor handlinglibrary
updatespnereasorthatUnix andLinux systemsarereputedo be morestablethan
Windows-basedystems.

On GNU glibc-baseasystemsincludingall Linux systemsthelist of directories
automaticallysearchediuring programstart-upis storedin thefile /etc/Id.so.conf.
Many RedHat-derveddistributionsdon’t normallyinclude/ usr/ 1 ocal /| i b in the
file/etc/1d. so. conf .| considerthisabug,andadding/ usr/ 1 ocal /libto
/etc/ld.so.conf isacommon®fix” requiredto run mary programson Red
Hat-dervedsystemslf youwantto justoverrideafew functionsin alibrary, but keep
therestof thelibrary, you canenterthe namesof overridinglibraries(.o files) in
/etc/1d. so. prel oad; these'preloading”librarieswill take precedenceverthe
standardset. This preloadingfile is typically usedfor emegeng patchesadistribution
usuallywon't includesuchafile whendelivered.Searchingll of thesedirectoriesat
programstart-upwould betoo time-consumingsoa cachingarrangemenis actually
used.The programldconfig(8)by default readsn thefile /etc/ld.so.confsetsup the
appropriatesymboliclinks in thedynamiclink directories(sothey’ll follow the
standardcorventions)andthenwritesa cacheto /etc/ld.so.cachthat’s thenusedby
otherprogramsSo,ldconfighasto berunwheneeraDLL is addedwhenaDLL is
removed,or whenthe setof DLL directorieschangesrunningldconfigis oftenoneof
the stepsperformedoy packagenanagersvheninstallingalibrary. On start-up then,a
programusesthe dynamicloaderto readthefile /etc/ld.so.cachandthenloadthe
librariesit needs.
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Variousernvironmentvariablescancontrolthis processandin factthereare
environmentvariableghatpermityouto overridethis procesgso, for example,youcan
temporarilysubstitutea differentlibrary for this particularexecution).In Linux, the
ervironmentvariableLD_LIBRARY_PATH is a colon-separategetof directories
wherelibrariesshouldbe searchedor first, beforethe standardsetof directoriesthisis
usefulwhendehugginganew library or usinga nonstandardibrary for special
purposesThevariableLD PRELQAD lists objectfiles with functionsthatoverridethe
standardset,just as/etc/ld.so.preloadoes.

Permittingusercontrolover dynamicallylinkedlibrarieswould be disastrougor
setuid/setgigprogramsf specialmeasuresverent taken. Thereforejn the GNU glibc
implementationif the programis setuidor setgidthesevariablesandothersimilar
variables)areignoredor greatlylimited in whatthey cando. The GNU glibc library
determinesf aprogramis setuidor setgidby checkingthe programs credentialsif the
uid andeuiddiffer, or the gid andthe egid differ, thelibrary presumeshe programis
setuid/setgidor descendefrom one)andthereforegreatlylimits its abilitiesto control
linking. If youloadthe GNU glibc libraries,you canseethis; seeespeciallythefiles
elf/rtld.c andsysdeps/generic/dl-sysdepltis meanghatif you causeheuid andgid
to equalthe euidandegid, andthencall a program thesevariableswill have full effect.
OtherUnix-lik e systemdandlethe situationdifferently but for thesamereasona
setuid/setgigprogramshouldnot be unduly affectedby the environmentvariablesset.

3.8. Audit

DifferentUnix-lik e systemshandleauditingdifferently In Linux, the mostcommon
“audit” mechanisnis syslogd(8) usuallyworking in conjuctionwith klogd(8).You
mightalsowantto look atwtmp(5),utmp(5),lastlog(8),andacct(2).Somesener
programgsuchasthe Apacheweb sener) alsohave their own audittrail mechanisms.
Accordingto the FHS,auditlogs shouldbe storedin /var/logor its subdirectories.
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3.9. PAM

SunSolarisandnearlyall Linux systemausethe PluggableAuthenticationModules
(PAM) systemfor authenticationPAM permitsrun-timeconfigurationof
authenticatioomethodge.g.,useof passvords,smartcards.etc.).PAM will be
discussednorefully laterin thisdocument.
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Wisdomwill saveyoufromthe

waysof wickedmen,frommen

whosewordsare pervese..
Proverbs2:12 (NIV)

Someinputsarefrom untrustablausers sothoseinputsmustbe validated(filtered)
beforebeingused.You shoulddeterminewhatis legal andrejectanything thatdoesnot
matchthatdefinition. Do not do thereverse(identify whatis illegal andrejectthose
cases)becauseyou arelikely to forgetto handleanimportantcaseLimit the
maximumcharactetength(andminimumlengthif appropriate)andbe sureto notlose
controlwhensuchlengthsareexceededseeChapters for moreaboutthis kind of
problem,calleda buffer overflow).

For strings,identify thelegal character®r legal patternge.g.,asaregularexpression)
andrejectanything not matchingthatform. Therearespecialproblemswhenstrings
containcontrol charactergespeciallylinefeedor NIL) or shellmetacharacters is
oftenbestto “escape”suchmetacharactersnmediatelywhentheinputis recevedso
thatsuchcharacterarenot accidentallysent. CERT goesfurtherandrecommends
escapingll charactershatarent in alist of charactersot needingescapindCERT
1998,CMU 1998].SeeSection7.1for moreinformationon limiting call-outs.

Limit all numbergo theminimum (oftenzero)andmaximumallowedvalues.
Filenamesshouldbe checled; usuallyyouwill wantto notinclude®..” (higher
directory)asalegal value.In flenamest’ s bestto prohibitany changen directory
e.g.,by notincluding“/” in the setof legal charactersA full emailaddresshecleris
actuallyquite complicatedbecauseherearelegacg/ formatsthatgreatlycomplicate
validationif you needto supportall of them;seemailaddr(7)andIETF RFC822[RFC
822] for moreinformationif suchcheckingis necessary

Thelegal charactepatternanustnotincludecharacter®r charactesequencethat
have specialmeaningo the programinternalsor the eventualoutputunlessyou
accounfor them.In particular if you storedata(internally or externally)in delimited
strings,make surethatthe delimetersarenot permitteddatavalues.Herearetwo
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commoncases:

« A charactesequencenayhave specialmeaningto the programsinternalstorage
format.A numberof programsstoredatain comma,) or colon(:) delimitedtext
files; insertingsuchvaluesin theinput canbe problemunlessthe programaccounts
for it. Othercharactersftencausingtheseproblemsncludesingleanddouble
guoteg(usedfor surroundingstrings)andtheless-tharsign (usedin SGML, XML,
andHTML to indicateatag’s beginning).Most dataformatshave anescape
sequencéo handlethesecasesuseit, or filter suchdataoninput.

- A charactesequencenay have specialmeaningf sentbackoutto theuser Another
commoncaseis permittingHTML tagsin datainputthatwill laterbe postedo other
readerge.g.,in aguestboolor “readercomment”area).Thesetagscanbe usedby
malicioususersto attackotherusersby insertingJava referencegincluding
referenceso hostileapplets) DHTML tags,earlydocumengendinggvia
</HTML>), absurdfont sizerequestsandsoon, causingarnything from unreadable
pagedo destructve attackslt’s safesto strip or escapall HTML tags,but atleast
identify alist of “safe” HTML commandsandonly permitthosecommands.
CommonsafeHTML tagsthatmight be usefulfor guestboolor otherapplications
supportingshortcommentsnclude<P>(paragraph)<B> (bold), <I> (italics),
<EM> (emphasis)<STRONG> (strongemphasis)<PRE>(preformattedext),
<BR> (forcedline break),and<A HREF="safeURI"> (hypertet link), aswell asall
their endingtags.You might evenconsidersupportingthe list-orientedtags,suchas
<OL> (orderedist), <UL> (unorderedist), and<LI> (list item).It’ stricky to define
“safe URI”; I'd suggest patternlik e “(http|ftp):/[-A-Za-z0-9. ]+"(thisallows*..”,
whichis oftenfine in this application but notethatit intentionallypreventsmost
gueryformatsandotherschemedik e “mailto”). TherearemoreHTML tags,but
aftera certainpointyou’re really permittingfull publishing(in which caseyou need
to trustthemor performmoreseriouscheckingthanwill be describedchere).You
really shouldcheckif theHTML commandsreproperlynestedthoughsupporting
animplied </P>wherenot provided beforea <P>would befine),andif you support
list tagsfurthercheckingis warranted.

Thesetestsshouldusuallybe centralizedn oneplacesothatthe validity testscanbe
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easilyexaminedfor correctnesater.

Make surethatyour validity testis actuallycorrect;this is particularlya problemwhen
checkinginputthatwill be usedby anothemprogram(suchasafilename emailaddress,
or URL). Oftenthesetestsarehave subtleerrors,producingthe so-called‘deputy
problem” (wherethe checkingprogrammalkesdifferentassumptionshanthe program
thatactuallyuseshedata).

While parsinguserinput, it's agoodideato temporarilydropall privileges,or even
createseparat@rocessegwith the parsetaving permanentlhydroppedorivileges,and
the otherprocesgperformingsecuritychecksagainsthe parserequests)Thisis
especiallytrueif the parsingtaskis complex (e.g.,if youusealex-like or yacc-like
tool), or if the programmindanguagedoesnt protectagainstouffer overflows (e.g.,C
andC++). SeeSection6.2 for moreinformationon minimizing privileges.

Thefollowing subsectionsliscusdifferentkinds of inputsto a program;notethat
inputincludesprocesstatesuchasenvironmentvariablesumaskvalues,andsoon.
Not all inputsareunderthe controlof anuntrusteduser soyou needonly worry about
thoseinputsthatare.

4.1. Command line

Many programsusethe commandine asaninputinterface,acceptingnputby being
passedamgumentsA setuid/setgigprogramhasa commandine interfaceprovidedto it
by anuntrusteduser soit mustdefenditself. Usershave greatcontroloverthe
commandine (throughcalls suchasthe execve(3)call). Therefore setuid/setgid
programsamustvalidatethe commandine inputsandmustnot trustthe nameof the
programreportedby commandine agumentzero(the usercansetit to any value
includingNULL).

4.2. Environment Variab les

By default, environmentvariablesareinheritedfrom a processparentHowever, when
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aprogramexecutesanothemprogram the calling programcansetthe ervironment
variableso arbitraryvalues.Thisis dangerouso setuid/setgigprogramspecauseheir
invoker cancompletelycontrolthe ervironmentvariableshey’re given.Sincethey are
usuallyinherited,this alsoappliestransitively; a securgorogrammight call someother
programand,without specialmeasuresyould passpotentiallydangerougrvironment
variablesvaluesonto the programit calls.

Some Environment Variables are Dangerous

Someenvironmentvariablesaredangeroudecausenary librariesandprogramsare
controlledby ernvironmentvariablesn waysthatareobscuresubtle,or undocumented.
For examplethe IFS variableis usedby the shandbashshellto determinewhich
characterseparateommandine agumentsSincetheshellis invokedby several
low-level calls(lik e system(3)andpopen(3)in C, or the back-tickoperatotin Perl),
settinglFS to unusualaluescansubvertapparently-safealls. This behaior is
documentedn bashandsh,butit’s obscuremary long-timeusersonly know about

IFS becaus®f its usein breakingsecurity notbecausét’ s actuallyusedvery oftenfor
its intendedpurposeWhatis worseis thatnotall environmentvariablesare
documentedandevenif they are,thoseotherprogramsmay changeandadddangerous
ervironmentvariablesThus,theonly realsolution(describedelow) is to selectthe
onesyou needandthrow away therest.

Environment Variable Storage Format is Dangerous

Normally, programsshouldusethe standardaccessoutinesto acces®nvironment
variablesFor example,in C, you shouldgetvaluesusinggetew(3), setthemusingthe
POSIXstandardoutineputerv(3) or the BSD extensionseten(3) andeliminate
ervironmentvariablesusingunsetem(3). | shouldnoteherethatseten(3) is
implementedn Linux, too. However, craclersneednot besonice;crackerscandirectly
controlthe ervironmentvariabledataareapassedo a programusingexecwe(2). This
permitssomenastyattackswhich canonly be understoody understandingpow
ervironmentvariablesreally work. In Linux, you canseeerviron(5) for asummary



4.2.3.

Chapter4. Validate All Input

how aboutervironmentvariablesreally work. In short,ervironmentvariablesare
internally storedasa pointerto anarrayof pointersto charactersthis arrayis storedin
orderandterminatedoy aNULL pointer(soyou’ll know whenthearrayends).The
pointersto charactersin turn, eachpointto a NIL-terminatedstring valueof the form
“NAME=value”. This hasseveralimplications,for example,ervironmentvariable
namescant includethe equalsign,andneitherthe namenor valuecanhave embedded
NIL charactersHowever, amoredangerousmplicationof this formatis thatit allows
multiple entrieswith the samevariablename but with differentvalues(e.g.,morethan
onevaluefor SHELL). While typical commandshellsprohibit doingthis, a
locally-executingcracler cancreatesucha situationusingexecwe(2).

The problemwith this storageformat(andtheway it’ s set)is thata programmight
checkoneof thesevalues(to seeif it’ s valid) but actuallyusea differentone.In Linux,
the GNU glibc librariestry to shieldprogramsrom this; glibc 2.1'simplementatiorof
getew will alwaysgetthefirst matchingentry, seten andputerv will alwayssetthe
first matchingentry, andunseten will actuallyunsetall of the matchingentries
(congratulationso the GNU glibc implementordor implementingunseten this way!).
However, someprogramgyo directly to the erviron variableanditerateacrossall
ervironmentvariables;jn this casethey mightusethelastmatchingentryinsteadof
thefirst one.As aresult,if checksweremadeagainsthe first matchingentryinstead,
but theactualvalueusedis thelastmatchingentry, a cracler canusethis factto
circumwentthe protectionroutines.

The Solution - Extract and Erase

For securesetuid/setgigprogramsthe shortlist of ervironmentvariablesneededs
input (if any) shouldbe carefully extracted.Thenthe entireenvironmentshouldbe
erasedfollowedby resettinga small setof necessargnvironmentvariableso safe
values.Therereallyisn't abetterway if you make ary callsto subordinatgrograms;
theres no practicalmethodof listing “all thedangerousalues”.Evenif you reviewed
the sourcecodeof every programyou call directly or indirectly, someonanayaddnewn
undocumente@nvironmentvariablesafteryou write your code,andoneof themmay
beexploitable.

a7
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Thesimpleway to erasehe ervironmentis by settingthe globalvariableenviron to
NULL. Theglobalvariableerviron is definedin <unistd.h>;C/C++userswill wantto
#includethis headefile. Youwill needto manipulatehis valuebeforespavning
threadshut that’s rarelya problem,sinceyou wantto do thesemanipulationsvery
earlyin the programs execution(usuallybeforethreadsarespavned).Anotherway is
to usetheundocumentedlearen() function.clearen() hasanoddhistory;it was
supposedo bedefinedin POSIX.1,but somehav never madeit into thatstandard.
However, clearen() is definedin POSIX.9(the Fortran77 bindingsto POSIX),so
thereis aquasi-oficial statusfor it. In Linux, clearen() is definedin <stdlib.h>, but
beforeusing#includeto includeit you mustmalke surethat _ USE_MISCis #defined.
A somavhatmore“official” wasto cause USE_MISCQo bedefinedis to #define
either_SVID_SOURCEor _BSD_SOURCEthen#include<features.h> thesearethe
official featuretestmacros.To be honest] usethe approactof setting“environ”;
manipulatingsuchlow-level componentss possiblynon-portablebut it assureyou
thatyou geta clean(andsafe)ernvironment.In therarecasewhereyou needlater
accesgo theentiresetof variablesyou could sare the “environ” variables value
somevhere,but thisis rarelynecessarynearlyall programseedonly a few values,
andtherestcanbedropped.

Onevalueyou’ll almostcertainlyre-addis PATH, thelist of directoriesto searcHor
programsPATH shouldnotincludethe currentdirectoryandusuallybe something
simplelik e “/bin:/usr/bin”. Typically you'll alsosetIFS (to its defaultof “ \t\n”) andTZ
(timezone)Linux won't dieif youdon't supplyeitherlFS or TZ, but someSystemV
basedsystemsave problemsf you don't supplya TZ value,andit’ srumoredthat
someshellsneedthe IFS valueset.In Linux, seeerviron(5) for alist of common
ervironmentvariableshatyou mightwantto set.

If youreally needusersuppliedvalues,checkthevaluesfirst (to ensureghatthevalues
matcha patternfor legal valuesandthatthey arewithin somereasonablenaximum
length).ldeally therewould be somestandardrustedfile in /etcwith theinformation
for “standardsafeernvironmentvariablevalues”,but at this time theres no standardile
definedfor this purpose For somethingsimilar, you might wantto examinethe PAM
modulepam_en on thosesystemsavhich have thatmodule.

If you're programminga setuid/setgigorogramin alanguagehatdoesnt allow youto
resetthe ervironmentdirectly, oneapproachs to createa “wrapper” program.The
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wrappersetsthe ervironmentprogramto safevalues,andthencallsthe otherprogram.
Beware:make surethewrapperwill actuallyinvoke theintendedprogramiif it'san
interpretedorogram,make suretheres no raceconditionpossiblethatwould allow the
interpreterto loada differentprogramthanthe onethatwasgrantedthe special
setuid/setgigrivileges.

4.3. File Descriptor s

A programis passed setof “openfile descriptors”thatis, pre-openediles. A
setuid/setgigprogrammustdealwith thefactthatthe usergetsto selectwhatfiles are
openandto what(within their permissiodimits). A setuid/setgigorogrammustnot
assumehatopeninga new file will alwaysopeninto afixedfile descriptorid. It must
alsonotassumehatstandardnput (stdin),standardutput(stdout),andstandarderror
(stderr)referto aterminalor areevenopen.

Therationalebehindthisis easy;sinceanattacler canopenor closeafile descriptor
beforestartingthe program the attacler could createan unexpectedsituation.If the
attacler closesthe standardutput,whenthe programopensthe next file it will be
openedasthoughit werestandardutput,andthenit will sendall standardutputto
thatfile aswell. SomeC librarieswill automaticallyopenstdin, stdout,andstderrif
they arent alreadyopen(to /dev/null), but thisisn’t true on all Unix-lik e systems.

4.4. File Contents

If aprogramtakesdirectionsfrom afile, it mustnottrustthatfile speciallyunlessonly
atrustedusercancontrolits contentsUsuallythis meanghatanuntrustedusermust
not be ableto modify thefile, its directory or ary of its ancestodirectories Otherwise,
thefile mustbetreatedassuspect.

If thedirectionsin thefile aresupposedo befrom anuntrusteduser thenmake sure
thattheinputsfrom thefile areprotectedasdescribehroughouthis documentin
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particular checkthatvaluesmatchthe setof legal values andthatbuffersarenot
overflowed.

4.5. Web-Based Applications (Especiall y CGI
Scripts)

50

Web-base@pplicationgsuchasCGl scripts)run on sometrustedsenerandmustget
theirinputdatasomeha throughtheweh Sincetheinput datagenerallycomefrom
untrustedusersthis input datamustbe validated.For example,CGl scriptsarepassed
thisinformationthrougha standardsetof ervironmentvariablesandthroughstandard
input. Therestof this text will specificallydiscusCGl, becausdt’ sthemostcommon
techniqudor implementingdynamicweb content but the generalssuesarethe same
for mostotherdynamicweb contenttechniques.

Oneadditionalcomplicationis thatmary CGl inputsareprovidedin so-called
“URL-encoded”format,thatis, somevaluesarewritten in theformat%HH whereHH
is thehexadecimalkodefor thatbyte.You or your CGl library musthandletheseinputs
correctlyby URL-decodingheinputandthencheckingif theresultingbytevalueis
acceptableYou mustcorrectlyhandleall values,ncluding problematicvaluessuchas
%00 (NIL) and%0A (newline). Don’t decodanputsmorethanonce,or inputsuchas
“%2500” will be mishandledthe %25would betranslatedo “%”, andtheresulting
“%00” would beerroneouslytranslatedo the NIL character).

CGl scriptsarecommonlyattacled by including specialcharactersn their inputs;see
thecommentsabove.

SomeHTML formsincludeclient-sidecheckingto preventsomeillegal values.This
checkingcanbe helpful for the userbut is uselesgor security becausattaclerscan
sendsuch‘ille gal” valuesdirectly to thewebsener. In generalsenersmustperform
all their own input checking because¢hey cannottrustclientsto do this securely
(clientsaregenerallynot “trustworthy channelsfor suchinformation).SeeSection6.7
for moreinformationon trustworthy channels.
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4.6. Other Inputs

Programsnmustensurehatall inputsarecontrolled;thisis particularlydifficult for
setuid/setgigprogramsbecausehey have somary suchinputs.Otherinputsprograms
mustconsidelincludethe currentdirectory signals,memorymaps(mmaps) SystemV
IPC, andthe umask(which determineshe default permission®f newly-creatediles).
Considerexplicitly changingdirectoriegusingchdir(2))to anappropriatelyfully
nameddirectoryat programstartup.

4.7. Human Language (Locale) Selection

4.7.1.

As morepeoplehave computersaandthe Internetavailableto them,therehasbeen
increasingpressurdor programgo supportmultiple humanlanguagesndcultures.
This combinationof languageandotherculturalfactorsis usuallycalleda “locale”.
The procesf modifying a programsoit cansupportmultiple localesis called
“internationalization”(i18n), andthe proces®f providing theinformationfor a
particularlocaleto a programis called“localization” (110n).

Overall,internationalizations a goodthing, but this procesrovidesanother
opportunityfor a securityexploit. Sincea potentiallyuntrusteduserprovides
informationonthe desiredocale,localeselectiorbecomesnotherinput that,if not
properlyprotectedcanbe exploited.

How Locales are Selected

In locally-runprogramgincluding setuid/setgigprograms)|ocaleinformationis
providedby anervironmentvariable.Thus,lik e all otherervironmentvariablesthese
valuesmustbe extractedandchecledagainstvalid patternsoeforeuse.

For webapplicationsthis informationcanbe obtainedfrom theweb browser(via the
Accept-Languageequesheader)However, sincenot all web browsersproperlypass
thisinformation(andnot all usersconfiguretheir browsersproperly),thisis usedless
oftenthanyou mightthink. Often,thelanguageequestedn awebbrowseris simply
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passedn asaform value.Again, thesevaluesmustbe checledfor validity beforeuse,
aswith ary otherform value.

In eithercasejocaleinformationis really just a specialcaseof input discussedn the
previoussectionsHowever, becausehisinputis sorarely consideredi’'m discussingt
separatelyin particulay whencombinedwith formatstrings(discussedater),
usercontrolledstringscanpermitattaclersto force otherprogramgo run arbitrary
instructions corruptdata,anddo otherunfortunateactions.

Locale Suppor t Mechanisms

Therearetwo majorlibrary interfacesfor supportingocale-selectethessagesn
Unix-lik e systemspnecalled“catgets”’andthe othercalled“gettext”. In the catgets
approachevery stringis assigned uniquenumberwhichis usedasanindex into a
tableof messagesn contrastjn the gettext approacha string (usuallyin English)is
usedto look up atablethattranslateshe original string.catgets(3)s anaccepted
standardyvia the X/OpenPortability Guide,Volume3 andSingleUnix Specification),
soit’s possibleyour programusest. The“gettext” interfaceis notanofficial standard,
(thoughit wasoriginally a UniForumproposal) but | believe it'sthe morewidely used
interface(it’ s usedby Sunandessentiallyall GNU programs).

In theory catgetsshouldbe slightly faster but thisis at bestmaiginal on today’s
machinesandthe bookkeepingeffort to keepuniqueidentifiersvalid in catgets()nakes
the gettext() interfacemucheasierto use.l’ d suggestisinggettet(), justbecausdt’s
easierto use.However, don't take my word for it; seeGNU’s documentatiomn gettext
(info:gettext#catgetsjor alongerandmoredescriptve comparison.

Thecatgets(3kall (andits associatedatopen(3)all) in particularis vulnerableto
securityproblems pecausehe ervironmentvariableNLSPATH canbeusedto control
thefilenamesusedto acquireinternationalizeanessages'he GNU C library ignores
NLSFATH for setuid/setgigrogramswhich helps,but thatdoesnt protectprograms
runningon otherimplementationsnor otherprogramglike CGI scripts)which don't
“appear’to requiresuchprotection.

Thewidely-used‘gettext” interfaceis atleastnot vulnerableto a maliciousNLSFATH
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settingto my knowledge.However, it appeardik ely to methatmalicioussettingsof
LC_ALL or LC_MESSAGEScouldcauseproblemsAlso, if you usegettet’s
bindtextdomain()routinein its file cat-compat.cthatdoesdepencon NLSPATH.

Legal Values

For themoment,f you mustpermituntrusteduserso setinformationon their desired
locales,make surethe providedinternationalizationnformationmeetsa narraw filter
thatonly permitslegitimatelocalenamesFor userprogramgespeciallysetuid/setgid
programs)thesevalueswill comein via NLSPATH, LANGUAGE, LANG, theold
LINGUAS, LC_ALL, andtheotherLC_* values(especiall. C_MESSAGES,but also
includingLC_COLLATE,LC_CTYPE,LC_MONETARY, LC_NUMERIC,and
LC_TIME). For webapplicationsthis userrequestedetof languagenformation
would bedonevia the Accept-Languageequesteademor aform value(theapplication
shouldindicatethe actuallanguagesettingof the databeingreturnedvia the
Content-Languagkeading).You cancheckthis valueaspartof your ervironment
variablefiltering if your userscansetyour ervironmentvariablegi.e., setuid/setgid
programs)r aspartof your inputfiltering (e.g.,for CGI scripts).The GNU C library
"glibc" doesnt acceptsomevaluesof LANG for setuid/setgigprogramg(in particular
arythingwith /"), but errorshave beenfoundin thatfiltering (e.g.,RedHatreleasedn
updateto fix this errorin glibc on Septembed, 2000).This kind of filtering isn’t
requiredby ary standardsoyou'’re saferdoingthisfiltering yourself.l have notfound
ary guidanceon filtering languagesettings soherearemy suggestionbasedon my
own researchnto theissue.

First, afew wordsaboutthelegal valuesof thesesettingsLanguagesettingsare
generallysetusingthe standardagsdefinedin IETF RFC 1766 (which useswo-letter
countrycodesasits basictag,followedby anoptionalsubtagseparatedby a dash;l’ve
foundthaternvironmentvariablesettingsusetheunderscorénstead) However, some
find thisinsufficiently flexible, sothree-letteicountrycodesmay soonbe usedaswell.
Also, therearetwo majornot-quitecompatibleextendedformats,the X/OpenFormat
andthe CEN Format(EuropearCommunityStandard)you’d lik e to permitboth.
Typical valuesinclude“C” (theC locale),”"EN” (English”),and“FR_fr" (Frenchusing
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theterritory of France$ corventions).Also, somary peopleusenonstandarehames
thatprogramshave hadto develop“alias” systemdo copewith them(for GNU gettext,
seelusr/share/locale/locale.aliasesdfor X11, see/usr/lib/X11/locale/locale.aliases);
they shouldusuallybe permittedaswell. Librarieslik e gettet() have to accepiall these
variantsandfind anappropriatevalue,wherepossible Onesourceof further
informationis FSF[1999]. However, afilter shouldnot permitcharactershatarent
neededin particular’/” (which might permitescapingout of thetrusteddirectories)
and“..” (which might permitgoingup onedirectory).Otherdangerougharactersn
NLSPATH include“%” (whichindicatessubstitution)and“:” (whichis thedirectory
separator)thedocumentatiom have for othermachinesuggestshatsome
implementationgnay usethemfor othervalues soit’s safesto prohibitthem.

Bottom Line

In short,| suggessimply erasingor re-settingthe NLSPATH, unlessyou have atrusted
usersupplyingthe value.For the Accept-Languagéeadingn HTTP (if you useit),
form valuesspecifyingthelocale,andthe ervironmentvariabled ANGUAGE, LANG,
theold LINGUAS, LC_ALL, andtheotherLC_* valueslistedabove, filter thelocales
from untrustedusersto permitnull (empty)valuesor to only permitvaluesthatmatch
in total this regularexpression:

[A-Za-z] [ A-Za-z0-9_,+@-\.]*

| haven't foundary legitimatelocalewhich doesnt matchthis pattern but this pattern
doesappeato protectagainstiocaleattacks Of coursetheres no guarante¢hatthere
aremessageavailablein therequestedocale,but in sucha casetheseroutineswill fall
backto thedefault message@usuallyin English),which atleastis nota security
problem.

Of courseJanguagesannotbe supportedvithout a standardvay to representheir
written symbolswhich bringsusto theissueof characteencoding.
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4.8. Character Encoding

For mary yearsAmericanshave beenusingthe ASCII encodingof characters,
permittingeasyexchangeof Englishtexts. Unfortunately ASCII is completely
inadequatén handlingthe charactesetsof mostotherlanguageskor mary years
differentcountrieshave adoptedlifferenttechniquedor exchangingtext in different
languagesMore recently ISO hasdevelopedlSO 10646,a single31-bitencodingfor
all of theworld’s charactersermedthe UniversalCharacteSet(UCS).Characters
fitting into 16 bits (thefirst 65536valuesof the UCS) aretermedthe “Basic
Multilingual Plane”(BMP), andthe BMP is intendedto cover nearlyall spolen
languagesThe Unicodeforum developsthe Unicodestandardwhich concentratesn
the 16-bit setandaddssomeadditionalcorventionsto aid interoperability

However, mostsoftwareis notdesignedo handlel6 bit or 32 bit characterssoa
specialformatcalled“UTF-8" wasdevelopedto encodehesepotentiallyinternational
charactersn aformatmoreeasilyhandledby existing programsandlibraries.UTF-8 is
defined,amongotherplacesjn IETF RFC2279,s0it’s awell-definedstandardhatcan
befreelyreadandused.UTF-8is a variable-widthencodingcharacterqumbered to
0x7f (127)encodeto themselesasa singlebyte,while charactersvith largervalues
areencodednto 2 to 6 bytesof information(dependingon their value). Theencoding
hasbeenspeciallydesignedo have thefollowing nice propertieqthis informationis
from the RFCandLinux utf-8 manpage):

« TheclassicalUS ASCII characterg0 to 0x7f) encodeasthemseles,sofiles and
stringswhich containonly 7-bit ASCII characterfiave the sameencodingunder
both ASCIl andUTF-8. Thisis falulousfor backwardscompatibilitywith the mary
existing U.S. programsanddatafiles.

« All UCScharacterdeyondO0x7f areencodedasa multibyte sequenceonsisting
only of bytesin therange0x80to Oxfd. This meanghatno ASCII bytecanappeaias
partof anothercharacterMany otherencodinggpermitcharactersuchasan
embeddedNIL, causingprogramgo fail.

« It'seasyto convertbetweenJTF-8 anda 2-byteor 4-bytefixed-width
representationsf charactergthesearecalledUCS-2andUCS-4respectiely).
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Thelexicographicsortingorderof UCS-4stringsis presered,andthe Boyer-Moore
fastsearchalgorithmcanbeuseddirectly with UTF-8 data.

All possible2~31UCScodescanbeencodedisingUTF-8.

Thefirst byte of amultibyte sequencevhich representasinglenon-ASCIIUCS
characters alwaysin therangeOxc0to Oxfd andindicateshow long this multibyte
sequences. All furtherbytesin amultibyte sequencarein the range0x80to Oxbf.
This allows easyresynchronizationf abyteis missing,it’'s easyto skip forwardto
the“next” characterandit’ s alwayseasyto skip forwardandbackto the“next” or
“preceding’character

In short,the UTF-8 transformatiorformatis becominga dominantmethodfor
exchangingnternationakext informationbecausé cansupportall of theworld’s
languagesyetit is backward compatiblewith U.S. ASCII files aswell ashaving other
nice propertiesFor mary purposes recommendts use,particularlywhenstoringdata
in a“text” file.

Thereasorto mentionUTF-8is thatsomebyte sequencearenotlegal UTF-8, andthis

might be anexploitablesecurityhole. The RFC notesthe following:

Implementorsof UTF-8 needto considerthe securityaspectof how they handleillegal
UTF-8 sequencedt is concevablethatin somecircumstanceanattacler would be ableto
exploit anincautiousUTF-8 parselby sendingt anoctetsequencéhatis not permittedby
the UTF-8 syntax.

A patrticularlysubtleform of this attackcouldbe carriedout againsta parsemwhich
performssecurity-criticalvalidity checksagainsthe UTF-8 encodedorm of its input, but
interpretscertainillegal octetsequenceascharactersk-or example,a parsemight prohibit
theNUL charactewhenencodedasthesingle-octesequenc®0, but allow theillegal
two-octetsequenc€0 80 andinterpretit asa NUL characterAnotherexamplemightbea
parsemvhich prohibitsthe octetsequenc@F 2E 2E 2F (*/../"), yet permitstheillegal octet
sequenc@F COAE 2E 2F

A longerdiscussioraboutthisis availableat MarkusKuhn’s UTF-8 and UnicodeFAQ
for Unix/Linuxat http://www.cl.cam.ac.uk/~mgk25/unicode.htm

The UTF-8 charactesetis onecasewhereit’s possibleto enumerateall illegal values

(andprove thatyou've enumeratethemall). If you needto determinaf you have a



Chapter4. Validate All Input

legal UTF-8 sequenceyou needto checkfor two things:(1) is theinitial sequence
legal,and(2) if it is, is thefirst byte followed by therequirednumberof valid
continuationcharactersPerformingthefirst checkis easy;thefollowing is provably
thecompletdist of all illegal UTF-8initial sequences:

Table 4-1.lllegal UTF-8 initial sequences

UTF-8 Sequence Reason for lllegality

L1OXXXXXX illegalasinitial byte of characte(80..BF)
1100000x illegal,overlong(C0 80..BF)
11100000L00XXXXX illegal, overlong(E0 80..9F)
11110000L000xxxx illegal, overlong(F0 80..8F)
111110001L0000xxx illegal, overlong(F880..87)
11111100100000xx illegal, overlong(FC 80..83)

1111111x illegal; prohibitedby spec

| shouldnotethatin somecasesyou mightwantto cut slack(or useinternally)the
hexadecimakequenc€0 80. Thisis anoverlongsequencé¢hatcouldrepresenASCII
NUL (NIL). SinceC/C++havetroubleincludingaNIL charactein anordinarystring,
somepeoplehave takento usingthis sequencevhenthey wantto represenhIL aspart
of thedatastream;Java evenenshrineshe practice Feelfreeto useC0 80internally
while processinglata,but technicallyyou really shouldtranslatethis backto 00 before
saving thedata.Dependingon your needsyou mightdecideto be“sloppy” andaccept
C080asinputin aUTF-8 datastream.

Thesecondstepis to checkif the correctnumberof continuationcharactersire
includedin thestring.If thefirst byte hasthetop 2 bits set,you countthe numberof
“one” bits setafterthetop one,andthencheckthattherearethatmary continuation
byteswhich begin with thebits “10”. So,binary1110000lrequirestwo more
continuationbytes.

A relatedissueis thatsomephrasexanbe expressedn morethanoneway in ISO
10646/UnicodeFor example,someaccenteatharacterg€anberepresentedsa single
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charactefwith theaccentlandalsoasasetof characterge.g.,thebasecharacteplusa
separateomposingaccent). Thesetwo forms mayappeatidentical. Theres alsoa
zero-widthspacethatcouldbeinsertedwith theresultthatapparently-similaitemsare
consideredlifferent.Bewareof situationswheresuchhiddentext couldinterferewith
the program.

4.9. Limit Valid Input Time and Load Level
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Placetimeoutsandloadlevel limits, especiallyonincomingnetwork data.Otherwise,
anattacler mightbeableto easilycausea denialof serviceby constantlyrequesting
theservice.
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Anenemywill overruntheland;
hewill pull downyour
strongholdsand plunderyour
fortresses.

Amos3:11 (NIV)

An extremelycommonsecurityflaw is the “buffer overflon”. Technically a buffer
overflow is a problemwith the programsé internalimplementationbut it’ s sucha
commonandseriousproblemthat!’ ve placedthis informationin its own chapterTo
give you anideaof how importantthis subjectis, atthe CERT, 9 of 13 advisoriesn
1998andat leasthalf of the 1999advisoriesnvolvedbuffer overflows. An informal
surwey on Bugtragfoundthatapproximately\2/3 of therespondentgelt thatbuffer
overflovs weretheleadingcauseof securityvulnerability (the remainingrespondents
identified“misconfiguration’astheleadingcause]Cowan1999].Thisis anold,
well-known problem,yetit continuego resurbice[McGraw 2000].

A buffer overflow occurswhenyou write a setof values(usuallya string of characters)
into afixedlengthbuffer andwrite atleastonevalueoutsidethatbuffer’'s boundaries
(usuallypastits end).A buffer overflov canoccurwhenreadinginput from theuser
into a buffer, but it canalsooccurduringotherkindsof processingn a program.

If asecurgprogrampermitsa buffer overflow, the overflow canoftenbe exploitedby an
adwersary|f thebufferis alocal C variable,theoverflov canbe usedto forcethe
functionto run codeof anattaclers’ choosing.This specificvariationis oftencalleda
“stacksmashing’attack.A buffer in the heapisn’t muchbetter;attaclersmaybeable
to usesuchoverflows to controlothervariablesin the program.More detailscanbe
foundfrom Aleph1[1996], Mudge[1995], or the NathanP. Smith’s"StackSmashing
SecurityVulnerabilities"websiteat http://destrg.net/machines/security/.

Most high-level programminganguagesreessentialllimmuneto this problem,either
becaus¢hey automaticallyresizearrays(e.g.,Perl),or becaus¢hey normallydetect
andpreventbuffer overflows (e.g.,Ada95).However, the C languageprovidesno
protectionagainstsuchproblemsandC++ canbeeasilyusedin waysto causethis

59



Chapter5. Avoid Buffer Overflow

problemtoo.

5.1. Dangers in C/C++
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C useramustavoid usingdangerousgunctionsthatdo not checkboundsunlessthey’ve
ensuredhatthe boundswill nevergetexceededFunctionsto avoid in mostcasegor
ensureprotection)includethefunctionsstrcpy(3), strcat(3),sprintf(3) (with cousin
vsprintf(3)),andgets(3).Theseshouldbereplacedwith functionssuchasstrncpy(3),
strncat(3) snprintf(3),andfgets(3)respectiely, but seethe discussiorbelown. The
functionstrlen(3)shouldbe avoidedunlessyou canensurethattherewill bea
terminatingNIL characteto find. The scanf()family (scanf(3)fscanf(3),sscanf(3),
vscanf(3),vsscanf(3) andvfscanf(3))is oftendangerouso use;do notuseit to send
datato a stringwithout controllingthe maximumlength(theformat%sis a particularly
commonproblem).Otherdangerougunctionsthatmay permitbuffer overruns
(dependingntheir use)includerealpath(3)getopt(3),getpass(3)streadd(3),
strecyy(3), andstrtrns(3).You mustcarefulwith getwd(3);the buffer sentto getwd(3)
mustbeatleastPATH_MAX byteslong.

Unfortunately snprintf()’'s variantshave additionalproblems Officially, snprintf()is
notastandardC functionin thelSO 1990(ANSI 1989)standardthoughsprintf() is, so
notall systemsncludesnprintf(). Evenworse,somesystems'snprintf() do not actually
protectagainstouffer overflows; they just call sprintf directly. Old versionsof Linux’s
libc4 dependean a“libbsd” thatdid this horriblething, andI’'m told thatsomeold HP
systemdlid the sameLinux’s currentversionof snprintfis known to work correctly
thatis, it doesactuallyrespecthe boundaryrequestedThereturnvalueof snprintf()
variesaswell; the SingleUnix SpecificationSUS)version2 andthe upcomingC99
standardliffer on whatis returnedby snprintf(). Finally, it appearghatatleastsome
versionsof snprintfdon’t guaranteehatits stringwill endin NIL; if thestringis too
long, it won’t includeNIL atall. Notethattheglib library (the basisof GTK, andnot
thesameasthe GNU C library glibc) hasag_snprintf(),which hasa consistenteturn
semanticalwaysNIL-terminates andmostimportantlyalwaysrespectshe buffer
length.
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5.2. Librar y Solutions in C/C++

5.2.1.

Onesolutionin C/C++is to uselibrary functionsthatdo not have buffer overflon
problemsThefirst subsectiordescribeshe“standardC library” solution,which can
work but hasits disadwantagesThe next subsectiordescribeshe generakecurity
issuesf bothfixedlengthanddynamicallyreallocatedapproacheto buffers. The
following subsectionslescribevariousalternatve libraries,suchasstrlcpy andlibmib.

Standar d C Librar y Solution

The“standard”solutionto preventbuffer overflon in C is to usethe standardC library
callsthatdefendagainstheseproblems.This approactdepend$eaily onthe
standardibrary functionsstrncypy(3) andstrncat(3)If you choosethis approach,
beware:thesecallshave someavhatsurprisingsemanticandarehardto usecorrectly
Thefunctionstrncpy(3) doesnot NIL-terminatethe destinatiorstringif the source
stringlengthis atleastequalto the destinations, sobe sureto setthelastcharacteof
thedestinatiorstringto NIL aftercalling strncpy(3). If you're goingto reusethesame
buffer mary times,anefficientapproachs to tell strncgy() thatthe buffer is one
characteshorterthanit actuallyis andsetthelastcharacteto NIL oncebeforeuse.
Both strncpy(3) andstrncat(3)equirethatyou passthe amountof spacdeft available,
acomputatiorthatis easyto getwrong (andgettingit wrongcould permita buffer
overflow attack).Neitherprovide a simplemechanisnto determinef anoverflow has
occurredFinally, strncpy(3) hasa significantperformanceenaltycomparedo the
strepy(3) it supposedlyeplaceshecausetrncpy(3)NIL-fills theremainderof the
destination I’ ve gottenemailsexpressingsurpriseover this lastpoint, but this is clearly
statedin KernighanandRitchie secondedition [K ernighan1988,page249], andthis
behaior is clearlydocumentedn the manpagedor Linux, FreeBSD andSolaris.This
meanghatjust changingfrom strcpy to strncpy cancausea severereductionin
performancefor no goodreasonn mostcases.

You canalsousesprintf() while preventingbuffer overflovs, but you needto be careful
whendoingso;it’s soeasyto misapplythatit’ s hardto recommendThe sprintf control
string cancontainvariouscorversionspecifierde.g.,"%s"), andthe control specifiers
canhave optionalfield width (e.g.,"%10s")andprecision(e.g.,"%.10s")
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specificationsTheseook quite similar (the only differenceis a period)but they are
very different. Thefield width only specifiesa minimumlengthandis completely
worthlessfor preventingbuffer overflons. In contrastthe precisionspecification
specifieghe maximumlengththatthatparticularstringmay have in its outputwhen
usedasa string corversionspecifier- andthusit canbe usedto protectagainstuffer
overflows. Notethatthe precisionspecificatioronly specifieghe total maximumlength
whendealingwith a string;it hasa differentmeaningfor othercornversionoperations.
If thesizeis givenas™", thenyou canpassthe maximumsizeasa parametefe.g.,the
resultof a sizeof()operation).Thisis mosteasilyshavn by anexample- heres the
wrongandright way to usesprintf() to protectagainstuffer overflows:

char buf [ BUFFER_SI ZE] ;
sprintf(buf, "%s", sizeof(buf)-1, "long-string"); /* WRONG */
sprintf(buf, "%*s", sizeof(buf)-1, "long-string"); /* R GHT */

In theory sprintf() shouldbe very helpful becausgou canuseit to specifycomplex
formats.Sadly it’s easyto getthingswrongwith sprintf(). If theformatis comple,
you needto make surethatthe destinations large enoughfor the largestpossiblesize
of the entire format, but the precisionfield only controlsthe sizeof oneparameterThe
"largestpossible'valueis oftenhardto determinevhena complicatecbutputis being
createdlf aprogramdoesnt allocatequite enoughspacefor thelongestpossible
combinationa buffer overflow vulnerability mayopenup. Also, sprintf() appends
NUL to thedestinatiorafterthe entireoperation's complete- this extra characters
easyto forgetandcreatesan opportunityfor off-by-oneerrors.So, while this works, it
canbe painful to usein somecircumstances.

Static and Dynamicall y Allocated Buffers

strncpy andfriendsareanexampleof staticallyallocatedbuffers,thatis, oncethebuffer
is allocatedt staysafixedsize.Thealternatveis to dynamicallyreallocatebuffer sizes
asyou needthem.It turnsoutthatbothapproachebkave securityimplications.

Thereis agenerakecurityproblemwhenusingfixed-lengthbuffers:thefactthatthe
buffer is afixedlengthmaybeexploitable.This is a problemwith strncpy(3) and
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strncat(3) snprintf(3),stricpy(3), strlcat(3),andothersuchfunctions.The basicideais
thattheattacler setsup areally long string sothat,whenthe stringis truncatedthe
final resultwill bewhatthe attacler wanted(insteadof whatthe developerintended).
Perhapgshestringis catenatedrom severalsmallerpiecesthe attacler might make the
first pieceaslong asthe entirebuffer, soall laterattemptgo concatenatstringsdo
nothing.Herearesomespecificexamples:

« Imaginecodethatcallsgethostbyname(3nd,if successfulimmediatelycopies
hostent->h_namw a fixed-sizebuffer usingstrncgy or snprintf. Using strncyy or
snprintfprotectsagainstanoverflow of anexcessvely long fully-qualified domain
name(FQDN), soyou mightthink you're done.However, this couldresultin
choppingoff theendof the FQDN. This maybevery undesirabledependingn
whathappensext.

« Imaginecodethatusesstrncyy, strncatsnprintf, etc.,to copy thefull pathof a
filesystemobjectto somebuffer. Furtherimaginethatthe original valuewas
providedby anuntrusteduser andthatthe copying is partof a procesgo passa
resultingcomputatiorto afunction. Soundssafe,right? Now imaginethatan
attacler padsa pathwith alarge numberof '/’ s at the beginning. This couldresultin
future operationdeingperformedonthefile “/”. If theprogramappendwaluesin
thebeliefthattheresultwill besafe the programmaybeexploitable.Or, the attacler
coulddevisealong filenamenearthe buffer length,sothatattemptgo appendo the
filenamewould silently fail to occur(or only partially occurin waysthatmaybe
exploitable).

Whenusingstatically-allocatedbuffers, you really needto considerthelengthof the
sourceanddestinatiorarguments Sanitycheckingthe input andtheresulting
intermediatecomputatiormight dealwith this, too.

Anotheralternatve is to dynamicallyreallocateall stringsinsteadof usingfixed-size
buffers. This generalpproachs recommendetty the GNU programmingguidelines,
sinceit permitsprogramgo handlearbitrarily-sizednputs(until they run out of
memory).Of course the major problemwith dynamicallyallocatedstringsis thatyou
may run out of memory The memorymay evenbe exhaustecat someotherpointin the
programthanthe portionwhereyou're worried aboutbuffer overflows; ary memory
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allocationcanfail. Also, sincedynamicreallocationrmay causememoryto be
inefficiently allocatedjt is entirely possibleto run out of memoryeventhough
technicallythereis enoughvirtual memoryavailableto the programto continue.In
addition,beforerunningout of memorythe programwill probablyusea greatdealof
virtual memory;this caneasilyresultin “thrashing”,a situationin which the computer
spendsll its time just shuttlinginformationbetweerthe disk andmemory(insteadof
doingusefulwork). This canhave the effect of adenialof serviceattack.Somerational
limits oninputsizecanhelphere.ln generalthe programmustbe designedo fail
safelywhenmemoryis exhaustedf you usedynamicallyallocatedstrings.

strlcp y and stricat

An alternatve, beingemployedby OpenBSD|s the stricpy(3) andstrlcat(3)functions
by Miller andde Raadt{Miller 1999].Thisis a minimalist, statically-sizeduffer
approachhatprovidesC stringcopying andconcatenatiomwvith a different(andless
errorprone)interface.Sourceanddocumentatiormf thesefunctionsareavailableunder
anewer BSD-styleopensourcdicenseat
ftp://ftp.openbsd.ay/pub/OpenBSD/src/lib/libc/stringtrlcpy. 3.

First, herearetheir prototypes:

size_t strlcpy (char *dst, const char *src, size_t size);
size_t strlcat (char *dst, const char *src, size_t size);

Both stricpy andstricattake the full sizeof thedestinatiorbuffer asa paramete(not
themaximumnumberof character$o be copied)andguaranted¢o NIL-terminatethe
result(aslong assizeis largerthan0). Remembethatyou shouldincludea bytefor
NIL in thesize.

Thestrlcpy functioncopiesup to size-1charactersrom the NUL-terminatedstringsrc
to dst, NIL-terminatingthe result. The stricatfunctionappendshe NIL-terminated
stringsrcto theendof dst.It will appendat mostsize- strlen(dst) 1 bytes,
NIL-terminatingtheresult.
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Oneminor disadwantageof strlcpy(3) andstricat(3)is thatthey arenot, by default,
installedin mostUnix-lik e systemsin OpenBSDthey arepartof <string.h>.Thisis
notthatdifficult a problem;sincethey aresmallfunctions,you canevenincludethem
in your own programs source(at leastasanoption),andcreatea smallseparate
packageo loadthem.You canevenuseautoconfto handlethis caseautomaticallyIf
moreprogramausethesefunctions,it won't belong beforethesearestandargpartsof
Linux distributionsandotherUnix-lik e systemsAlso, thesefunctionshave beenbeen
recentlyaddedto the“glib” library (I submittedthe patchto do this), sousingglib will
(in the future) make themavailable.In glib thesefunctionsarenamedg_stricpy() and
g_stricat.

libmib

Onetoolsetfor C thatdynamicallyreallocatestringsautomaticallyis the“libmib
allocatedstringfunctions”by ForrestJ. Cavalier lll, availableat
http://www.mibsoftware.com/libmib/asing. Therearetwo variationsof libmib;
“libmib-open” appeardo be clearlyopensourceunderits own X11-like licensethat
permitsmodificationandredistrikution, but redistritutionsmustchoosea different
name however, the developerstateghatit “may notbefully tested. To continuously
getlibmib-mature you mustpayfor a subscriptionThe documentatioms not open
sourceput it is freely available.

Libsaf e

ArashBaratloo,Timothy Tsai,andNavjot Singh(of LucentTechnologieshave
developedLibsafe,awrapperof severallibrary functionsknown to bevulnerableto
stacksmashingttacks.This wrapper(which they call akind of “middleware”)is a
simpledynamicallyloadedlibrary thatcontainsmodifiedversionsof C library
functionssuchasstrcpy(3). Thesemodifiedversionamplementthe original
functionality, but in amannerthatensureshatary buffer overflows arecontained
within the currentstackframe.Theirinitial performancenalysissuggestshatthis
library’s overheads very small.Libsafepapersandsourcecodeareavailableat
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http://www.bell-labs.com/ay/11356/libsfe.html.The Libsafesourcecodeis available
underthe completelyopensourcel GPL license andthereareindicationsthatmary
Linux distributorsareinterestedn usingit.

Libsafe’s approachappearsomeavhatuseful.Libsafeshouldcertainlybe considered
for inclusionby Linux distributors,andits approachs worth consideringoy othersas
well. However, asa softwaredeveloper Libsafeis a usefulmechanisnto support
defense-in-depthut it doesnotreally preventbuffer overflows. Hereareseveral
reasonsvhy you shouldnt dependuston Libsafeduring codedevelopment:

Libsafeonly protectsa smallsetof known functionswith obviousbuffer overflow
issuesAt thetime of this writing, this list is significantlyshorterthanthelist of
functionsin this paperknown to have this problem.It alsowon’t protectagainsicode
you write yourself(e.g.,in awhile loop) thatcauseduffer overflows.

Evenif libsafeis installedin a distribution, theway it is installedimpactsits use.The
documentatiomecommendsettingLD_PRELQAD to causdibsafe’s protectiongo
be enabledput the problemis thatuserscanunsetthis environmentvariable...
causingthe protectionto be disabledfor programshey execute!

Libsafeonly protectsagainstuffer overflows of the stackontothereturnaddress;
you canstill overruntheheapor othervariablesn thatprocedures frame.

Unlessyou canbeassuredhatall deployedplatformswill uselibsafe(or something
likeit), you'll haveto protectyour programasthoughit wasnt there.

LibSafeseemdo assumehatsavedframepointersareatthe beginningof eachstack
frame.Thisisn’t alwaystrue. Compilers(suchasgcc) canoptimizeaway things,and
in particularthe option"-fomit-frame-pointer'removestheinformationthatlibsafe
seemgo need.Thus,libsafemayfail to work for someprograms.

Thelibsafedeveloperghemselesacknavliedgethatsoftwaredevelopersshouldnt just
dependbnlibsafe.In theirwords:

It is generallyacceptedhatthe bestsolutionto buffer overflow attackss to fix thedefective
programsHowever, fixing defectve programgequiresknowing thata particularprogram
is defective. Thetrue benefitof usinglibsafeandotheralternatve securitymeasuress
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protectionagainsfuture attackson programshatarenot yet known to bevulnerable.

5.2.6. Other Libraries

Theglib (notglibc) library is awidely-availableopensourcedibrary thatprovidesa
numberof usefulfunctionsfor C programmersGTK+ andGNOME bothuseglib, for
example.As | notedearlier glib version2.0will includestrlcpy() andstrlcat()(through
my patch),makingit easierto portablyusethosefunctions.At thistime | do nothave
ananalysisshaving definitively thattheglib library functionsprotectagainstuffer
overflow. However, mary of theglib functionsautomaticallyallocatememory and
thosefunctionsautomaticallyfail with no reasonablevayto interceptthefailure (e.qg.,
to try somethingelseinstead) As aresult,in mary casesnostglib functionscannotbe
usedin mostsecuregprogramsThe GNOME guidelinesrecommendisingfunctions
suchasg_strdup_printf()whichis fine aslong asit’ s okayif your program
immediatelycrashesf anout-of-memoryconditionoccurs.However, if youcant do
this, thenusingsuchroutinesisn’t approriate.

5.3. Compilation Solutions in C/C++

A completelydifferentapproachs to usecompilationmethodshatperform
bounds-checkingsee[Sitaker 1999]for alist). In my opinion,suchtoolsarevery
usefulin having multiple layersof defensebut it’ s not wise to usethis techniqueas
your soledefenseThereareatleasttwo reasongor this. First of all, mostsuchtools
only provide partial defenseagainstuffer overflons (andthe “complete” defensesire
generallyl2-30timesslower); C andC++ weresimply not designedo protectagainst
buffer overflon. Secondf all, for opensourceprogramsyou cannotbe certainwhat
toolswill beusedto compilethe program;usingthe default“normal” compilerfor a
givensystemmight suddenlyopensecurityflaws.

Oneof themoreusefultoolsis “StackGuard”,a modificationof the standardGNU C
compilergcc. StackGuardvorksby insertinga “guard” value(calleda “canary”) in
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front of thereturnaddressif a buffer overflow overwritesthereturnaddressthe
canarys value(hopefully) changesandthe systemdetectghis beforeusingit. Thisis
guitevaluable but notethatthis doesnot protectagainstouffer overflows overwriting
othervalues(whichthey maystill beableto useto attacka system).Thereis work to
extendStackGuardo be ableto addcanariego otherdataitems,called“PointGuard”.
PointGuardwill automaticallyprotectcertainvalues(e.g.,functionpointersand
longjumpbuffers).However, protectingothervariabletypesusingPointGuardequires
specificporogrammeintervention(the programmehasto identify which datavalues
mustbe protectedwith canaries)This canbevaluable but it’s easyto accidentally
omit protectionfor a datavalueyou didn’t think neededrotection- but needst
anyway. More informationon StackGuardPointGuardandotheralternatvesis in
Cowan[1999].

As arelatedissue,n Linux you couldmodify the Linux kernelsothatthe stack
segymentis not executablesucha patchto Linux doesexist (seeSolarDesigners patch,
which includesthis, at http://www.openvall.com/linux/However, asof this writing this
is not built into the Linux kernel.Part of therationaleis thatthisis lessprotectionthan
it seemsattaclerscansimply forcethe systento call other“interesting”locations
alreadyin theprogram(e.g.,in its library, the heap,or staticdatasegments) Also,
sometimed.inux doesrequireexecutablecodein the stack,e.g.,to implementsignals
andto implementGCC*“trampolines”.SolarDesigners patchdoeshandlethesecases,
but this doescomplicatethe patch.Personallyl’ d lik e to seethis megedinto themain
Linux distribution, sinceit doesmalke attackssomeavhatmoredifficult andit defends
againstarangeof existing attacks However, | agreewith Linus Torvaldsandothers
thatthis doesnot addthe amountof protectionit would appeato andcanbe
circumwentedwith relative easeYou canreadLinus Torvalds’ explanationfor not
includingthis supportat http://lwn.net/980806/a/linus-naec.htm.

In short,it’ s betterto work first on developinga correctprogramthatdefendstself
againstouffer overflows. Then,afteryou’ve donethis, by all meansusetechniquesand
toolslike StackGuardsanadditionalsafetynet.If you've workedhardto eliminate
buffer overflowsin the codeitself, thenStackGuards likely to be moreeffective
becauseherewill befewer “chinksin thearmor”that StackGuardvill becalledonto
protect.
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5.4. Other Languages

The problemof buffer overflowsis anexcellentargumentfor usingotherprogramming
languagesuchasPerl,Python,Java, andAda95.After all, nearlyall other
programminganguagesisedtoday(otherthanassemblyjanguageprotectagainst
buffer overflows. Usingthoseotherlanguagesioesnot eliminateall problems of
coursejn particularseethediscussiorin Section7.1regardingthe NIL character
Thereis alsothe problemof ensuringthatthoseotherlanguagesinfrastructurge.g.,
run-timelibrary) is availableandsecuredsStill, you shouldcertainlyconsiderusing
otherprogrammindanguagesvhendevelopingsecuregprogramgo protectagainst
buffer overflows.

69



Chapter 6. Structure Program Internals
and Approach

Like a city whosewalls are
brokendownis a manwholacks
self-contol.

Proverbs25:28 (NIV)

6.1. Secure the Interface

Interfacesshouldbe minimal (simpleaspossible) narrov (provide only the functions
needed)andnon-bypassabldrrustshouldbe minimized.Considedimiting thedata
thattheusercansee.

Applicationsanddataviewersmay be usedto displayfiles developedexternally, soin
generaldon't allow themto acceptprogramgalsoknown as“scripts” or “macros”)
unlessyou’re willing to do the extensive work necessaryo createa securesandbox.
Themostdangerougind is anauto-executingmacrothatexecutesvhenthe
applicationis loadedand/orwhenthe datais initially displayed;from a security
point-of-view thisis a disastemwaiting to happernunlessyou have extremelystrong
controloverwhatthe macrocando (a“sandbox”),andpastexperiencenasshowvn that
realsandborsarehardto implement.

6.2. Minimiz e Privileg es

As notedearlier it is animportantgeneralprinciple thatprogramshave the minimal
amountof privilegesnecessaryo doits job (thisis termed‘leastprivilege”). Thatway,
if the programis broken, its damages limited. The mostextremeexampleis to simply
notwrite asecurgprogramatall - if this canbedone, it usuallyshouldbe.For example,
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don’t make your programsetuidor setgidif you can;justmake it anordinaryprogram,
andrequiretheadministratoito log in assuchbeforerunningit.

In Linux andUnix, the primarydetermineiof a process’privilegesis the setof id’s
associatedvith it: eachprocessasareal,effective andsavedid for boththe userand
group.Linux alsohasthefilesystemuid andgid. Manipulatingthesevaluesis critical to
keepingprivilegesminimized,andthereareseveralwaysto minimizethem(discussed
belaw). You canalsousechroot(2)to minimizethefiles visible to a program.

Minimiz e the Privileg es Granted

Perhapshe mosteffective techniques to simply minimizethethe highestprivilege
grantedln particulay avoid grantinga programroot privilegeif possible Don’'t make a
programsetuidrootif it only needsaccesso asmallsetof files; considercreating
separateiseror groupaccountdor differentfunction.

A commontechniques to createa specialgroup,changeafile’s groupownershipto
thatgroup,andthenmake the programsetgidto thatgroup.It’ s betterto make a
programsetgidinsteadof setuidwhereyou can,sincegroupmembershigrantsfewer
rights(in particular it doesnot granttheright to changefile permissions).

Thisis commonlydonefor gamehigh scoresGamesareusuallysetgidgamesthe
scorefiles areownedby the groupgamesandthe programghemselesandtheir
configuratiorfiles areownedby someoneslse(sayroot). Thus,breakinginto agame
allows the perpetratoto changehigh scoresbut doesnt grantthe privilegeto change
thegames executableor configuratiorfile. Thelatteris important;if anattacler could
changea games executableor its configuratiorfiles (which might controlwhatthe
executableruns),thenthey might be ableto gaincontrolof a userwhoranthegame.

If creatinganew groupisn’t sufficient, considercreatinga new pseudousefreally, a
specialrole) to managea setof resourcesWeb senerstypically dothis; oftenweb
senersaresetup with a specialuser(“nobody”) sothatthey canbeisolatedfrom other
usersindeed,websenersareinstructive here:web senerstypically needroot
privilegesto startup (sothey canattachto port 80), but oncestartecthey usuallyshed
all their privilegesandrun asthe user‘nobody”. Again, usuallythe pseudousedoesnt
own the primary programit runs,so breakinginto theaccountdoesnt allow for
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changingthe programitself. As aresult,breakinginto a runningweb sener normally
doesnotautomaticallybreakthe whole systems security

If youmustgive a programroot privileges,considemusingthe POSIX capability
featuresavailablein Linux 2.2 andgreaterto minimizethemimmediatelyon program
startup.By callingcap_set_proc(3)r the Linux-specificcapsetp(3Jjoutines
immediatelyafter starting,you canpermanentlyreducethe abilities of your programto
justthoseabilitiesit actuallyneedsNotethatnot all Unix-lik e systemsmplement
POSIXcapabilitiessothisis anapproachhatcanloseportability; however, if youuse
it merelyasanoptionalsafeguardonly whereit’ s available,usingthis approactwill not
really limit portability. Also, while the Linux kernelversion2.2 andgreaterincludes
thelow-level calls,the C-level librariesto make their useeasyarenotinstalledon some
Linux distributions,slightly complicatingtheir usein applicationsFor more
informationon Linux’s implementatiorof POSIXcapabilities see
http://linux.kernel.og/pub/linux/libgsecuritylinux-privs.

OneLinux-uniquetool you canuseto simplify minimizing grantedprivilegesis the
“compartmenttool developedby SUSE.This tool setsthefileystemroot, uid, gid,

and/orthe capabilityset,thenrunsthe givenprogram.This is particularlyhandyfor
runningsomeotherprogramwithout modifying it. Here's the syntaxof version0.5:

Syntax: conpartnent [options] /full/path/to/program

Opt i ons:
-chroot path chroot to path
-user user change uid to this user

-group group change gid to this group
-init program execute this program before doing anything

-cap capset set capset name. You can specify severa
-ver bose be verbose
- qui et do no logging (to syslog)

Thus,you could starta moresecureanorymousftp serer using:

conpartnent -chroot /home/ftp -cap CAP_NET_BI ND_SERVI CE anon-ft pd
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At thetime of this writing, thetool is immatureandnot availableon typical Linux
distributions,but this may quickly change You candownloadthe programvia
http://www.suse.de/~marc.

Minimiz e the Time the Privileg e Can Be Used

As soonaspossible permanentlygive up privileges.SomeUnix-lik e systems,
includingLinux, implement‘saved” IDs which storethe “previous” value.The
simplestapproachs to setthe otherid’stwice to anuntrustedd. In setuid/setgid
programsyou shouldusuallysetthe effective gid anduid to therealones,in particular
right afterafork(2), unlessheres agoodreasomotto. Notethatyou have to change
thegid first whendroppingfrom rootto anotherprivilegeor it won't work - onceyou
droproot privileges,youwon’t beableto changemuchelse.

It’ sworth notingthattheres a well-known relatedbug thatusesPOSIX capabilitiesto
interferewith this minimization.This bug affectsLinux kernel2.2.0through2.2.15,
andpossiblya numberof otherUnix-lik e systemswith POSIX capabilities See
Bugtragid 13220n http://www.securityfocus.corfor moreinformation.Hereis their
summary:

POSIX"Capabilities"have recentlybeenimplementedn the Linux kernel. These
"Capabilities"areanadditionalform of privilege controlto enablemorespecificcontrol
overwhatpriviliged processesando. Capabilitiesareimplementedasthree(fairly large)
bitfields,which eachbit representing specificactiona privilegedprocesanperform.By
settingspecificbits, the actionsof priviliged processesanbe controlled— accessanbe
grantedor variousfunctionsonly to the specificpartsof a programthatrequirethem.lIt is a
securitymeasureThe problemis thatcapabilitiesarecopiedwith fork() execs,meaning
thatif capabilitiesaremodifiedby a parentprocessthey canbe carriedover. Theway that
this canbeexploitedis by settingall of the capabilitiesto zero(meaningall of thebits are
off) in eachof thethreebitfieldsandthenexecutinga setuidprogramthatattemptgo drop
priviliges beforeexecutingcodethatcouldbe dangerou$f run asroot, suchaswhat
sendmaidoes Whensendmaikttemptdo drop priviliges usingsetuid(getuid())it fails not
having the capabilitiesrequiredto do soin its bitfieldsandwith no checksonits return
value. It continuesxecutingwith superusepriviliges, andcanrun ausers.forwardfile as
rootleadingto a completecompromise.
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Oneapproachusedby sendmailjs to attemptto do setuid(O)aftera setuid(getuid());
normallythis shouldfail. If it succeedghe programshouldstop.For more
information,seehttp://sendmail.net/?feed=000607linudIn the shorttermthis
might beagoodideain otherprogramsthoughclearlythe betterlong-termapproachs
to upgradethe underlyingsystem.

Minimiz e the Time the Privileg e is Active

Usesetuid(2) seteuid(2)andrelatedfunctionsto ensurethatthe programonly has
theseprivilegesactive whennecessaryAs notedabove, you might wantensurethat
theseprivilegesaredisabledwhile parsinguserinput, but moregenerally only turn on
privilegeswhenthey’re actuallyneededNote thatsomebuffer overflow attacks f
successfulcanforceaprogramto run arbitrarycode,andthatcodecouldre-enable
privilegesthatweretemporarilydropped.Thus,it’ s alwaysbetterto completelydrop
privilegesassoonaspossible Still, temporarilydisablingthesepermissiongpreventsa
whole classof attacks suchastechniquego corvincea programto write into afile that
perhapst didn’t intentto write into. Sincethis techniquepreventsmary attacksjt’s
worth doingif completelydroppingthe privilegescant be doneatthatpointin the
program.

Minimiz e the Modules Granted the Privileg e

If only afew modulesaregrantedthe privilege,thenit’s mucheasierto determindf
they’re secureOneway to do sois to have a singlemoduleusethe privilegeandthen
dropit, sothatothermodulescalledlatercannotmisusethe privilege.Another
approachs to have separateommandsn separatexecutablespnecommandnight
beacomple tool thatcando a vastnumberof tasksfor a privilegeduser(e.g.,root),
while the othertool is setuidbut is a small,simpletool thatonly permitsa small
commandsubsetThesmall,simpletool checkgo seeif theinput meetsvariouscriteria
for acceptabilityandthenif it determinesheinputis acceptableit passesheinputis
passedo thetool. This canevenbelayerdseveralways,for example,acomplex user
tool couldcall asimplesetuid“wrapping” program(thatchecksits inputsfor secure
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values)thatthenpasse®n informationto anothercomplex trustedtool. This approach
is especiallyhelpful for GUI-basedsystemshave the GUI portionrunasanormaluser
andthenpasssecurity-relgantrequest®nto anothemprogramthathasthe special
privilegesfor actualexecution.

Someoperatingsystemshave the concepiof multiple layersof trustin asingleprocess,
e.g.,Multics’ rings. StandardJnix andLinux don’t have a way of separatingnultiple
levelsof trustby functioninsidea singleprocesdik e this; a call to the kernelincreases
privileges,but otherwisea givenprocessasa singlelevel of trust.Linux andother
Unix-lik e systemsansometimesimulatethis ability by forking a processnto

multiple processesgachof which hasdifferentprivilege.To do this, setup asecure
communicatiorchannelusuallyunnamedipesor unnamedsoclketsareused) then
fork into differentprocesseandhave eachprocessiropasmary privilegesaspossible.
Thenusea simpleprotocolto allow thelesstrustedprocesseto requestctionsfrom
themoretrustedprocess(esgpndensurehatthe moretrustedprocessesnly supporta
limited setof requests.

Thisis oneareawheretechnologiedik e Jara 2 andFluke have anadwantage For
example,Java 2 canspecifyfine-grainedpermissionsuchasthe permissiorto only
openaspecificfile. However, general-purposeperatingsystemsio not typically have
suchabilitiesat thistime; this may changan the nearfuture.

Consider Using FSUID To Limit Privileg es

EachLinux processdastwo Linux-uniquestatevaluescalledfilesystemuserid (fsuid)
andfilesystemgroupid (fsgid). Thesevaluesareusedwhencheckingagainsthe
filesystempermissionslf you're building a programthatoperatesasafile senerfor
arbitraryuserg(like anNFS sener), you might considerusingtheselinux extensions.
To usethem,while holdingroot privilegeschanggust fsuid andfsgid beforeaccessing
files on behalfof a normaluser This extensionis fairly useful,andprovidesa
mechanisnior limiting filesystemaccessightswithoutremoving other(possibly
necessaryjights.By only settingthefsuid (andnottheeuid),alocal usercannotsenda
signalto the processAlso, avoiding raceconditionsis mucheasierin this situation.
However, adisadwantageof this approachs thatthesecallsarenot portableto other
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6.2.6.
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Unix-lik e systems.

Consider Using Chroot to Minimiz e Availab le Files

You canusechroot(2)to limit thefiles visible to your program.This requirescarefully
settingup a directory(calledthe“chrootjail”) andcorrectlyenteringit. Thiscanbea
fairly effective techniqueor improving a programs security- it's hardto interferewith
filesyou cant see However, it depend®n awholebunchof assumptionsn particular
the programmustlack root privileges,it mustnot have any way to getroot privileges,
andthe chrootjail mustbe properlysetup.| recommendisingchroot(2)whereit
makessenseo do so,but don't dependnit alone;insteadmake it partof alayeredset
of defensesHerearea few notesaboutthe useof chroot(2):

- Theprogramcanstill usenon-filesystenobjectsthataresharedacrosgheentire
maching(suchasSystemV IPC objectsandnetwork soclets).It’ s bestto alsouse
separat@seudouserand/orgroups becauseall Unix-lik e systemsncludetheability
to isolateusersihiswill atleastlimit thedamagea subvertedprogramcando to
otherprogramsNotethatcurrentmostUnix-lik e systemgincluding Linux) won't
isolateintentionallycooperatingprogramsjf you're worried aboutmalicious
programscooperatingyou needto geta systenthatimplementssomesortof
mandatoryaccesgontroland/orlimits covertchannels.

- Besureto closeary filesystemdescriptorgo outsidefilesif youdon't wantthem
usedlater. In particular don't have any descriptorsopento directoriesoutsidethe
chrootjail, or setup a situationwheresuchadescriptorcouldbegivento it (e.g.,via
Unix socletsor anold implementatiorof /proc).If the programis givena descriptor
to adirectoryoutsidethe chrootjail, it couldbe usedto escapeut of the chrootjail.

- Thechrootjail hasto besetup to besecureDon’t useanormalusers home
directory(or subdirectoryasachrootjail; usea separatéocationor “home”
directoryspeciallysetasidefor the purpose Placethe absoluteminimumnumberof
filesthere.Typically you'll have a/bin, /etc/,/lib, andmaybeoneor two others(e.g.,
/pubif it'sanftp sener).Placein /bin only whatyou needto run afterdoingthe
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chroot();sometimegyou neednothingatall (try to avoid placinga shellthere,
thoughsometimeghatcant be helped).You may needa/etc/passwénd/etc/group
sofile listingscanshav somecorrectnamesput if so,try notto includethereal
systemsvalues andcertainlyreplaceall passvordswith "*". In /lib, placeonly what
you need;useldd(1)to queryeachprogramin /bin to find out whatit needsandonly
includethem.On Linux, you'll probablyneeda few basiclibrarieslik e Id-linux.so.2,
andnotmuchelse.It’ s usuallywiserto completelycopy in all files, insteadof
makinghardlinks; while this wastessometime anddisk spacejt makesit sothat
attackson the chrootjail files do notautomaticallypropogatento theregular
systemsfiles. Mountinga/procfilesystemon systemsvherethisis supportedis
generallyunwise.In fact,in 2.0.xversionsof Linux it's a known securityflaw, since
therearepseudodirectories /procthatwould permita chroot’edprogramto escape.
Linux kernel2.2fixedthis known problem but theremaybeothers;if possible,
don'tdoit.

- Chrootreallyisn’t effective if the programcanacquireroot privilege.For example,
the programcouldusecallslike mknod(2)to createa device file thatcanview
physicalmemory andthenusetheresultingdevice file to modify kernelmemoryto
giveitself whatever privilegesit desired Anotherexampleof how aroot program
canbreakout of chrootis demonstratedt http://www.suid.edu/source/breakchroot.c.
In this example,the programopensafile descriptorfor the currentdirectory creates
andchrootsinto a subdirectorysetsthe currentdirectoryto the previously-opened
currentdirectory repeatedlycd’s up from the currentdirectory(which sinceit is
outsidethe currentchrootsucceed#é moving up to therealfilesystenroot), and
thencallschrooton theresult.By thetime you readthis, theseweaknessesay have
beenplugged but thereality is thatroot privilege hastraditionallymeant‘all
privileges”andit’ s hardto strip themaway. It’ s betterto assumehata program
requiringcontinuougoot privilegeswill only bemildly helpedusingchroot().Of
courseyou maybeableto breakyour programinto parts,sothatatleastpartof it
canbein achrootjail.

6.2.7. Consider Minimizing the Accessib le Data
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Consideminimizing the amountof datathatcanbe accessetly the user For example,
in CGl scripts,placeall datausedby the CGI scriptoutsideof thedocumentreeunless
thereis areasorntheuserneeddo seethe datadirectly. Somepeoplehave thefalse
notionthat, by not publically providing alink, no onecanaccesshe data,but thisis
simply nottrue.

6.3. Avoid Creating Setuid/Setgid Scripts

Many Unix-lik e systemsin particularLinux, simply ignorethe setuidandsetgidbits
on scriptsto avoid theraceconditiondescribedearlier Sincesupportfor setuidscripts
varieson Unix-lik e systemsthey’re bestavoidedin new applicationsvherepossible.
As aspecialcase Perlincludesa specialsetupto supportsetuidPerlscripts,sousing
setuidandsetgidis acceptablén Perlif youtruly needthis kind of functionality. If you
needto supportthis kind of functionalityin your own interpreteyexaminehow Perl
doesthis. Otherwise a simpleapproachs to “wrap” the scriptwith asmall
setuid/setgiaxecutablehatcreatesa safeervironment(e.g.,clearsandsets
ervironmentvariables)andthencallsthe script (usingthe script’s full path).Make sure
thatthe scriptcannotbe changedy anattacler! Shellscriptinglanguagesave
additionalproblems andreally shouldnot be setuid/setgidseeSection9.4 for more
informationaboutthis.

6.4. Configure Safely and Use Safe Defaults
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Configurationis consideredo currentlybethe numberonesecurityproblem.
Thereforeyou shouldspendsomeeffort to (1) make theinitial installationsecureand
(2) make it easyto reconfigurehe systemwhile keepingit secure.

A programshouldhave the mostrestrictve acces$olicy until theadministratohasa
chanceto configureit. Pleasedon't create'sample”working usersor “allow accesgo
all” configurationsasthe startingconfigurationmary usergust “install everything”
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(installingall availableserviceslandnever getaroundto configuringmary servicesin
somecaseghe programmay beableto determinghata moregenerougpolicy is
reasonabléy dependingn the existing authenticatiorsystemfor example,anftp
sener couldlegitimately determinghata userwho canlog into a users directory
shouldbe allowedto accesshatusersfiles. Be carefulwith suchassumptions,
however.

Have installationscriptsinstall a programassafelyaspossible By default, install all
filesasownedby root or someothersystemuserandmake themunwriteableby others;
this preventsnon-rootusersfrom installingviruses.Indeed,it’ s bestto make them
unreadabldy all but thetrusteduser Allow non-rootinstallationwherepossibleas
well, sothatuserswithoutroot privilagesandadministratorsvho do notfully trustthe
installercanstill usethe program.

Try to make configurationaseasyandclearaspossible jncluding post-installation
configuration Make usingthe“secure”approachaseasyaspossible or mary users
will useaninsecureapproactwithout understandingherisks.On Linux, take
advantageof toolslik e linuxconf, sothatuserscaneasilyconfiguretheir systemusing
anexisting infrastructure.

If theres a configurationanguagethedefault shouldbeto dery accessntil theuser
specificallygrantsit. Includemary clearcommentsn the sampleconfiguratiorfile, if
thereis one,sotheadministratounderstandshatthe configurationdoes.

6.5. Fail Safe

A secureprogramshouldalways*“f ail safe”,thatis, it shouldbe designedsothatif the
programdoesfail, the safestresultshouldoccur For security-criticalprogramsthat
usuallymeanghatif somesortof misbehaior is detectedmalformedinput, reachinga
“can’t gethere”state,andsoon), thenthe programshouldimmediatelydery service
andstopprocessinghatrequestDon't try to “figure outwhatthe userwanted”:just
dery the service.Sometimeghis candecreaseeliability or usability (from ausers
perspectie), but it increasesecurity Thereareafew casesvherethis mightnotbe
desired(e.g.,wheredenialof serviceis muchworsethanlossof confidentialityor
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integrity), but suchcasesarequiterare.

Notethatl recommendstop processindherequest” not“fail altogether”In
particular mostsenersshouldnot completelyhalt whengivenmalformedinput,
becausehatcreatestrivial opportunityfor adenialof serviceattack(the attacler just
sendgjarbagebits to preventyou from usingthe service).Sometimegakingthewhole
senerdown is necessaryn particular reachingsome‘can’t gethere”statesnaysignal
aproblemsodrasticthatcontinuingis unwise.

Considercarefullywhaterrormessaggou sendbackwhenafailureis detectedif you
sendnothingback,it maybe hardto diagnosgroblems put sendingoacktoo much
informationmay unintentionallyaid an attacler. Usuallythe bestapproachs to reply
with “accesgdenied’or “miscellaneou®rrorencounteredandthenwrite more
detailedinformationto anauditlog (whereyou canhave morecontrolover who sees
theinformation).

6.6. Avoid Race Conditions
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A “racecondition” canbedefinedas“Anomolousbehaior dueto unexpectedcritical
dependencentherelative timing of events”[FOLDOC]. Raceconditionsgenerally
involve oneor moreprocesseaccessin@ sharedesourcgsuchafile or variable),
wherethis multiple acces$asnot beenproperlycontrolled.

In general processedo not executeatomically;anothemprocessnayinterruptit
betweeressentiallyany two instructionslf a securegprograms processs not prepared
for theseinterruptions anotherprocessnay be ableto interferewith the secure
programs processAny pair of operationsnustnotfail if anotherprocesss code
arbitrarycodeis executedbetweerthem.

Raceconditionproblemscanbenotionally dividedinto two cateyories:

- Interferencecausedy untrustedorocessesSomesecuritytaxonomiegall this
problema*“sequence’dr “non-atomic” condition. Theseareconditionscausedy
processesunningother differentprogramswhich “slip in” otheractionsbetween
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stepsof the securegprogram.Theseotherprogramamight beinvokedby anattacler
specificallyto causehe problem.This papemwill call thesesequencingroblems.

« Interferencecausedy trustedprocesseffrom the securgorograms point of view).
Sometaxonomiesall thesedeadlock]ivelock,or locking failure conditions.These
areconditionscausedy processesunningthe“same”program.Sincethese
differentprocessemayhave the“same” privileges,if not properlycontrolledthey
may beableto interferewith eachotherin away otherprogramscant. Sometimes
this kind of interferencecanbe exploited. This paperwill call theselocking
problems.

6.6.1. Sequencing (Non-Atomic) Problems

In generalyou mustcheckyour codefor ary pair of operationghatmightfail if
arbitrarycodeis executedbetweerthem.

Notethatloadingandsaving a sharedvariableareusuallyimplementecasseparate
operationsandarenotatomic.This meanghatan“incrementvariable” operations
usuallycorvertedinto loading,incrementingandsaving operation soif thevariable
memoryis sharedhe otherprocessnayinterferewith theincrementing.

Securegprogramanustdetermingf arequesshouldbegrantedandif so,actonthat
requestTheremustbe noway for anuntrusteduserto changeanything usedin this
determinatiorbeforethe programactsonit. Thiskind of raceconditionis sometimes
termeda “time of check- time of use” (TOCTOU) racecondition.

Thisissuerepeatedly}comesupin thefilesystem Programsshouldgenerallyavoid
usingaccess(2)o determindf arequesshouldbe grantedfollowedlaterby open(2),
becauseisersmaybeableto move files aroundbetweernthesecalls, possiblycreating
symboliclinks or files of their own choosingnstead A securegprogramshouldinstead
setits effective id or filesystemid, thenmalke theopencall directly. It's possibleto use
access(23ecurelybut only whena usercannotaffectthefile or any directoryalongits
pathfrom thefilesystenroot.

For example,whenperforminga seriesof operationn afile’s metainformatior{such
aschangingts owner, stat-ingthefile, or changingts permissiorbits), first openthe
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file andthenusethe operationon openfiles. This meansusethe fchown(), fstat(), or
fchmod() systemcalls,insteadof the functionstakingfilenamessuchaschown(),
chgrp(),andchmod().Doing sowill preventthefile from beingreplacedwvhile your
programis running(a possibleracecondition).For example,if you closeafile andthen
usechmod()to changdts permissionsanattacler maybeableto remove thefile
betweerthosetwo stepsandcreatea symboliclink to anotheffile (say/etc/passwd).
Otherinterestingfiles include/dev/zero,which canprovide aninfinitely-long data
streamof inputto a program Also, avoid the useof theaccess] functionto determine
your ability to accesafile: usingthe access] functionfollowedby anopen() is arace
condition,andalmostalwaysa bug. Thisis only necessaryf it's possiblefor an
untrustedorocesgo modify therelevantdirectoryits ancestors.

Thisissueparticularlycomesup in the/tmp and/var/tmpdirectorieswhich areshared
by all users Avoid usingthesedirectoriesandtheir subdirectoriesf possibleln
particular imaginewhatwould happenf userscreatediles (includingsymboliclinks)
atarbitrarytimesin directoriesyou intendto use(for example,betweerthetime you
computea filenameandthetime you try to openit). A commontrick is for attaclersto
createsymboliclinks in thetemporarydirectoryto someotherfile (e.g.,/etc/passwd)
while your securgorogramis running. The goalis to createa situationwherethe secure
programdetermineshata givenfilenamedoesnt exist, the attaclerthencreateghe
symboliclink to anotheffile, andthenthe securgrogramopensthefile (but now it
actuallyopenedanunintendedile). Oftenimportantfiles canbe clobberedr modified
thisway.

Thegeneraproblemwhencreatingdfiles in theseshareddirectoriess thatyou must
guaranteehatthefilenameyou planto usedoesnt alreadyexist attime of creation
(checking‘before” you createit doesnt work). Usingan“unpredictable’or “unique”
filenamedoesnt work, becaus@nothemprocessanoftenrepeatedhyguessvhatthat
valuewill be.The GNOME programmingguidelinesrecommendhefollowing C code
whencreatingdfilesystemobjectsin sharedtemporary)directoriesto counteracthis
problem[Quintero2000]:

char *fil enane;
int fd;

do {
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filename = tenmpnam (NULL, "foo");
fd = open (filenane, O CREAT | O EXCL | O TRUNC | O RDWR, 0600);
free (fil enane);

} while (fd == -1);

Notethatyou needto free() the filename.You shouldclose()andunlink() thefile after
you aredone.If youwantto usethe StandardC I/O library, you canusefdopen()to
transformthefile descriptorinto aFILE *. Notethatthiswon’t work over NFSversion
2 (v2) systemsbhecaus®lder NFSdoesnt correctlysupportO_EXCL.

Locking

Thereareoftensituationsin which a programmustensurehatit hasexclusiverightsto
somethinge.g.,afile, adevice,and/orexistenceof a particularsener process)Any
systemwhichlocksresourcesnustdealwith the standargroblemsof locks,namely
deadlockg“deadlyembraces”)livelocks,andreleasing'stuck” locksif aprogram
doesnt cleanupits locks.A deadlockcanoccurif programsarestuckwaiting for each
otherto releasaesourcesk-or example,a deadlockwould occurif processl locks
resource®\ andwaitsfor resourceB, while proces2 locksresourceB andwaitsfor
resourceéA. Many deadlocksanbe preventedby simply requiringall processethat
lock multiple resourceso lock themin the sameorder(e.g.,alphabeticallyby lock
name).

6.6.2.1. Using Files as Locks

On Unix-lik e systemgesourcdocking hastraditionallybeendoneby creatingafile to
indicatealock, becausehisis very portable It alsomalkesit easyto “fix” stucklocks,
becausanadministratoicanjustlook atthefilesystemto seewhatlocks have beenset.
Stucklockscanoccurbecausé¢he programfailedto cleanup afteritself (e.g.,it crashed
or malfunctioned)r becausehe whole systemcrashedNotethattheseare“advisory”
(not“mandatory”)locks- all processeseededheresourcanustcooperateo usethese
locks.
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However, thereareseveraltrapsto avoid. First,don't usethetechniqueusedby very
old Unix C programswhichis calling creat()or its open()equivalent,theopen()mode
O_WRONLY | O_CREA | O_TRUNC, with thefile modesetto O (no permissions).
For normaluserson normalfile systemsthis works, but this approacHails to lock the
file whentheuserhasroot privileges.Rootcanalwaysperformthis operation gven
whenthefile alreadyexists.In fact,old versionsof Unix hadthis particularproblemin
theold editor“ed” — the symptomwasthatoccasionallyportionsof the passverd file
would be placedin usersfiles! [Rochkind1985,22]. Insteadjf you're creatingalock
for processethatareon thelocal filesystemyou shoulduseopen()with theflags
O_WRONLY | O_CREA | O_EXCL (andagain,no permissionssothatother
processewith the sameownerwon't getthelock). Notetheuseof O_EXCL,whichis
theofficial way to create‘exclusive” files; this evenworksfor rooton alocal
filesystem[Rochkind1985,27].

Secondjf thelock file maybe onanNFS-mountedilesystemthenyou have the
problemthatNFSversion2 doesnt completelysupportnormalfile semanticsThis can
evenbea problemfor work that's supposedo be*“local” to a client, sincesomeclients
don't have local disksandmay have all files remotelymountedvia NFS. Themanual
for open(2)explainshow to handlethingsin this case(which alsohandleghe caseof
root programs):

“... programswhichrely on[the O_CREA andO_EXCL flagsof open(2)]for
performinglocking taskswill containaracecondition.Thesolutionfor performing
atomicfile locking usingalockfile is to createa uniquefile onthe samefilesystem
(e.g.,incorporatinghostnamendpid), uselink(2) to make alink to thelockfile anduse
stat(2)onthe uniquefile to checkif its link counthasincreasedo 2. Do not usethe
returnvalueof thelink(2) call.”

Obviously, this solutiononly worksif all programsdoingthelocking arecooperating,
andif all non-cooperatingrogramsarent allowedto interfere.In particular the
directoriesyou’re usingfor file locking mustnot have permissve file permissiongor
creatingandremoving files.

NFSversion3 addedsupportfor O_EXCL modein open(2);seelETF RFC1813,in
particularthe"EXCLUSIVE" valueto the"mode"argumentof "CREATE". Sadly not
everyonehasswitchedto NFSversion3 or higherat thetime of this writing, soyou
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you cant dependonthisyetin portableprogramssSitill, in thelong runtheres hope
thatthisissuewill go away.

If you're locking adevice or theexistenceof a procesn alocal machinefry to use
standardcorventions.| recommendisingthe FilesystenmHierarchyStandard FHS); it
is widely referencedy Linux systemsbut it alsotriesto incorporateheideasof other
Unix-lik e systemsThe FHS describestandardcconventionsfor suchlocking files,
includingnaming,placementandstandardccontentsof thesefiles [FHS 1997].1f you
justwantto be surethatyour sener doesnt executemorethanonceon a given
machine you shouldusuallycreatea processdentifieras/var/run/NAME.pid with the
pid asits contentsln asimilar vein, you shouldplacelock files for thingslik e device
lock filesin /var/lock. This approacthasthe minor disadwantageof leaving files
hangingaroundif the programsuddenlyhalts,but it’s standardoracticeandthat
problemis easilyhandledby othersystemtools.

It’ simportantthatthe programswhich arecooperatingusingfiles to representhelocks
usethe samedirectory not just the samedirectoryname.This is anissuewith
networked systemsthe FHS explicitly notesthat/var/runand/var/lockare
unshareableyhile /var/mailis shareableThus,if youwantthelock to work ona
singlemachine put notinterferewith othermachinesuseunshareabléirectoriedike
Ivar/run(e.g.,youwantto permiteachmachineto runits own sener). However, if you
wantall machinesharingfilesin a network to obey thelock, you needto usea
directorythatthey’re sharing;/var/mailis onesuchlocation.SeeFHS section2 for
moreinformationon this subject.

6.6.2.2. Other Appr oaches to Locking

Of courseyou neednot usefiles to representocks. Network senersoftenneednot
bother;the mereactof bindingto a portactsasakind of lock, sinceif theresan
existing sener boundto a givenport, no othersenerwill beableto bind to thatport.

Anotherapproacho locking is to usePOSIXrecordlocks,implementedhrough
fcntl(2) asa“discretionarylock”. Thesearediscretionarythatis, usingthemrequires
the cooperatiorof the programseedinghelocks (just asthe approacho usingfiles to
representocksdoes).Theres alot to recommendPOSIXrecordlocks: POSIXrecord
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locking is supportedn nearlyall Unix-lik e platforms(it’s mandatedy POSIX.1),it
canlock portionsof afile (notjustawholefile), andit canhandlethedifference
betweerreadlocksandwrite locks. Evenmoreusefully, if aprocesslies,its locksare
automaticallyremoved,whichis usuallywhatis desired.

You canalsousemandatoryiocks,which arebasedon SystemV’s mandatorylocking
schemeTheseonly applyto files wherethelockedfile’s setgidbit is set,but thegroup
executebit is not set.Also, you mustmountthefilesystemto permitmandatoryfile
locks.In this casegvery read(2)andwrite(2) is checledfor locking; while this is more
thoroughthanadvisorylocks, it’ s alsoslower. Also, mandatorylocksdon't portas
widely to otherUnix-lik e systemgthey’re availableon Linux andSystemV-based
systemsbut not necessarilyn others) Notethatprocessewith root privilegescanbe
heldup by amandatorylock, too, makingit possiblethatthis couldbethe basisof a
denial-of-servicettack.

6.7. Trust Only Trustw orthy Channels

86

In generaldo nottrustresultsfrom untrustworthy channels.

In mostcomputemetworks (andcertainlyfor the Internetatlarge),no unauthenticated
transmissions trustworthy. For example,on the Internetarbitrarypaclketscanbe
forged,includingheadewalues sodon't usetheir valuesasyour primary criteriafor
securitydecisionaunlessyou canauthenticateéhem.In somecasesg/ou canasserthata
paclet claimingto comefrom the“inside” actuallydoes sincethe local firewall would
preventsuchspoofsfrom outside but brokenfirewalls, alternatve paths,andmobile
codemalke eventhis assumptiorsuspectin a similar vein, do notassumehatlow port
numberglessthan1024)aretrustworthy; in mostnetworks suchrequestsanbeforged
or the platform canbe madeto permituseof low-numberegorts.

If you'reimplementinga standardandinherentlyinsecureprotocol(e.g.,ftp and
rlogin), provide safedefaultsanddocumentlearlythe assumptions.

TheDomainNameSener (DNS) is widely usedon the Internetto maintainmappings
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betweerthe namesf computersandtheir IP (numeric)addresses hetechniquecalled
“reverseDNS” eliminatessomesimplespoofingattacks andis usefulfor determininga
host's name.However, this techniquds not trustworthy for authenticatiordecisions.
Theproblemis that,in theend,aDNS requestill be senteventuallyto someremote
systemthatmaybe controlledby anattacler. ThereforetreatDNS resultsasaninput
thatneedsvalidationanddon't trustit for seriousaccessontrol.

If askingfor apassverd, try to setup trustedpath(e.g.,requirepressinganunforgeable
key beforelogin, or displayunforgeablepatternsuchasflashingLEDs). Otherwisean
“evil” programcouldcreatea displaythat“looks like” the expecteddisplayfor a
passwerd (e.g.,alog-in) andinterceptthatpasswerd. Unfortunately stockLinux and
mostotherUnixesdon't have atrustedpathevenfor its normallogin sequenceand
sincecurrentlynormaluserscanchangethe LEDs, the LEDs cant currentlybe usedto
confirmatrustedpath.Whenhandlinga passverd over a network, encryptit between
trustedendpoints.

Arbitrary email (includingthe“from” valueof addresses)anbeforgedaswell. Using
digital signaturess a methodto thwart mary suchattacks A moreeasilythwarted
approachs to requireemailingbackandforth with specialrandomly-createdalues,
but for low-valuetransactionsuchassigningontoa public mailing list this is usually
acceptable.

If you needatrustworthy channelover anuntrustechetwork, you needsomesortof
cryptologicservice(atthe very least,a cryptologicallysafehash);seeSection10.4for
moreinformationon cryptographiclgorithmsandprotocols.

Notethatin ary client/sener model,including CGl, thatthe sener mustassumehat
theclientcanmodify ary value.For example,so-called‘hiddenfields” andcookie
valuescanbe changedy theclient beforebeingrecevedby CGI programsThese
cannotbetrustedunlessspecialprecautionsaretaken. For example,the hiddenfields
couldbesignedin away the client cannotforge aslong asthe sener checksthe
signature The hiddenfields couldalsobe encryptedusinga key only thetrustedsener
coulddecrypt(this latterapproachs the basicideabehindthe Kerberosauthentication
system)InfoSeclabshasfurtherdiscussiorabouthiddenfieldsandapplying
encryptionat http://www.infoseclabs.com/msctimschf.htm. In generalyou're better
off keepingdatayou careaboutat the sener endin a client/serer model.In thesame
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vein,don't depencdbn HTTP_REFERERor authenticationn a CGl program because
thisis sentby theusers browser(notthewebsener).

Theroutinesgetlogin(3)andttyname(3)eturninformationthatcanbe controlledby a
local user sodon't trustthemfor securitypurposes.

Thisissueappliesto datareferencingotherdata,too. For example, HTML or XML
allow youto includeby referenceotherfiles (e.g.,DTDs andstyle sheetsjhatmaybe
storedremotely However, thoseexternalreferencesould be modifiedsothatuserssee
avery differentdocumenthanintended;a style sheetcould be modifiedto “white out”
wordsat critical locations defaceits appearanceyr insertnew text. ExternalDTDs
couldbe modifiedto preventuseof thedocument{by addingdeclarationshatbreak
validation)or insertdifferenttext into document$St. Laurent2000].

6.8. Use Internal Consistenc y-Checking Code

The programshouldcheckto ensurehatits call algumentsandbasicstateassumptions
arevalid. In C, macrossuchasassert(3)naybe helpfulin doingso.

6.9. Self-limit Resour ces
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In network daemonsshedor limit excessve loads.Setlimit values(usingsetrlimit(2))
to limit theresourceshatwill beused At theleast,usesetrlimit(2)to disablecreation
of “core” files. For example,by default Linux will createacorefile thatsavesall
programmemoryif the programfails abnormally but suchafile mightinclude
passverdsor othersensitve data.



Chapter 7. Carefull y Call Out to Other
Resour ces

Do not putyourtrustin princes,
in mortal men,whocannotsave
Psalmsl46:3(NIV)

7.1. Limit Call-outs to Valid Values

Ensurethatany call outto anothemprogramonly permitsvalid andexpectedvaluesfor
every parameterThisis moredifficult thanit soundspecauseherearemary library
callsor commandgall lower-level routinesin potentiallysurprisingways.For
example,severalsystemcalls,suchaspopen(3)andsystem(3) areimplementedy
calling thecommandshell, meaningthatthey will be affectedby shellmetacharacters.
Similarly, execlp(3)andexecvp(3)may causethe shellto be called.Many guidelines
suggestvoiding popen(3) system(3)execlp(3),andexecvp(3)entirelyanduse
execwe(3)directlyin C whentrying to spavn a procesgGalvin 1998b].At theleast,
avoid usingsystem(3whenyou canusethe execwe(3); sincesystem(3usestheshell
to expandcharactersthereis moreopportunityfor mischiefin system(3)In asimilar
mannerthe Perlandshellbacktick(’) alsocallacommandshell;for moreinformation
on PerlseeSection9.2.

Oneof the nastiesexamplesof this problemareshellmetacharacterd.he standard
Unix-like commandshell (storedin /bin/sh)interpretsa numberof characterspecially
If thesecharacteraresentto the shell,thentheir specialinterpretatiorwill beused
unlessescapedthis factcanbe usedto breakprogramsAccordingto the WWW
SecurityFAQ [Stein1999,Q37], thesemetacharacterare:

&y vt 2 ~<>2 ()T { ) $\nr
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Unfortunatelyin reallife thisisn’'t acompletdist. Herearesomeothercharactershat
canbeproblematic:

- ' means’not” in anexpressionasit doesin C); if thereturnvalueof a programis
tested prepending couldfool a scriptinto thinking somethinghadfailed whenit
succeededr vice versaln someshells,the"!" alsoaccessethe commandistory,
which cancauseaeal problems.in bash this only occursfor interactve mode,but
tcsh(acshclonefoundin someLinux distributions)uses'” evenin scripts.In csh,
bash,andsomeothershells,if you canfool themi Also new bashseemdo use’”’
for accessingommandistory- but this probablyonly in interactve mode.

- '# isthecommentcharacterall furthertext is ignored.

« ’-’ canbemisinterpretedisleadinganoption (or, as—, disablingall furtheroptions).
Evenif it'sin the“middle” of afilename|f it's preceededby whatthe shell
considersaswhitespace/ou mayhave aproblem.

« '’ (spacepndotherwhitespaceharactersnayturna“single” filenameinto
multiple aguments.

« Othercontrolcharactergin particular NIL) maycauseoroblemsfor someshell
implementations.

- Dependingonyour usageijt’sevenconcevablethat®.” (the“run in currentshell”)
and“=" (for settingvariables)mightbeworrisomecharactersHowever, ary example
I’ve foundsofarwheretheseareissueshave other(muchworse)securityproblems.

Forgettingoneof thesecharacterganbedisastrousfor example,mary programsomit
backslastasa metacharactdrfp 1999].As discussedh the Chapterd, arecommended
approachby someis to immediatelyescapat leastall of thesecharactersvhenthey
areinput. But again,by farandaway the bestapproachs to identify which characters
you wishto permit,anduseafilter to only permitthosecharacters.

A numberof programsgspeciallythosedesignedor humaninteraction have “escape”
codesghatperform“extra” actvities. Oneof the morecommon(anddangerousgscape
codess onethatbringsup acommandine. Make surethatthese'escape’commands
cant beincluded(unlessyou're surethatthe specificcommands safe).For example,
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mary line-orientedmail programgsuchasmail or mailx) usetilde (~) asanescape
characterwhich canthenbe usedto senda numberof commandsAs aresult,
apparantly-innocerdtommandsuchas“mail admin< file-from-user’canbe usedto
executearbitraryprogramsinteractve programssuchasvi, emacsandedhave
“escape’mechanismshatallow usergo run arbitraryshellcommandgrom their
sessionAlwaysexaminethe documentatiomf programsyou call to searchfor escape
mechanisms.

Theissueof avoiding escapeodesevengoesdown to low-level hardwarecomponents
andemulatorsof them.Most modemsmplementthe so-called‘Hayes” commandset,
in whichthesequencé+++”, adelay andthen“+++” againforcesthemodemto
switchmodes(andinterpretfollowing text ascommandsdo it). This canbeusedto
implementdenial-of-servicattacksor evenforcing a userto connectto someoneslse.

Many “terminal” interfacesmplementthe escapeodesof ancientlong-gonephysical
terminalslike theVVT100. Thesecodescanbe useful,for example,for bolding
charactersghangingfont color, or moving to a particularlocationin aterminal
interface.However, do notallow arbitraryuntrusteddatato be sentdirectly to a
terminalscreenpecausesomeof thosecodescancauseseriousgproblems Onsome
systems/ou canremapkeys (e.g.,sowhenauserpresse$SEnter” or afunctionkey it
sendghe commandyou wantthemto run). On someyou canevensendcodesto clear
thescreendisplayasetof commandgou’d lik e thevictim to run, andthensendthat
set“back”, forcing thevictim to runthe command®f the attacler’s choosingwithout
evenwaiting for akeystroke. This s typically implementedusing“page-mode
buffering”. This securityproblemis why emulatedty’s (representedsdevicefiles,
usuallyin /dev/) shouldonly bewriteableby their ownersandnever anyoneelse- they
shouldnever have “otherwrite” permissiorset,andunlessonly the useris amemberof
thegroup(i.e.,the“userprivategroup” scheme)the “group write” permissiorshould
notbeseteitherfor theterminal[Filipski 1986].If you're displayingdatato the userat
a(simulatedterminal,you probablyneedto filter outall controlcharactergcharacters
with valueslessthan32) from datasentbackto the userunlessthey’re identifiedby
you assafe.Worsecomesto worse,you canidentify tabandnewline (andmaybe
carriagereturn)assafe,removing all therest.Charactersvith their high bits set(i.e.,
valuesgreaterthan127)arein somewaystrickier to handle;someold systems
implementthemasif they werent set,but simply filtering theminhibits much
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internationaluse.In this caseyou needto look at the specificsof your situation.

A relatedproblemis thattheNIL charactefcharacte) canhave surprisingeffects.
Most C andC++ functionsassumehatthis charactemarksthe endof a string, but
string-handlingoutinesin otherlanguagegsuchasPerlandAda95)canhandlestrings
containingNIL. Sincemary librariesandkernelcallsusethe C corvention,theresultis
thatwhatis checledis notwhatis actuallyused[rfp 1999].

Whencalling anothemprogramor referringto afile alwaysspecifyits full path(e.g,

/ usr/ bi n/ sort). For programcalls,thiswill eliminatepossibleerrorsin callingthe
“wrong” commandegvenif the PATH valueis incorrectlyset.For otherfile referents,
thisreducegproblemsfrom “bad” startingdirectories.

7.2. Call Only Interfaces Intended for
Programmer s

Call only applicationprogrammingnterfacegAPIs) thatareintendedfor useby
programsUsuallya programcaninvoke ary otherprogram,includingthosethatare
really designedor humaninteraction. However, it’ s usuallyunwiseto invoke a
programintendedfor humaninteractionin the sameway a humanwould. The problem
is thatprogramss humaninterfacesareintentionallyrich in functionalityandareoften
difficult to completelycontrol. Usually the sameprogramcanbeinvoked As discussed
in Section7.1,interactve programsoften have “escape’codesprogramsshouldnt
usuallyjust call mail, mailx, ed,vi, andemacsat leastnot without checkingtheirinput.
Usuallythereareparameter$o give you saferaccesdo the programs functionality, or
adifferentAPI or applicationthat’s intendedfor useby programsUsethoseinstead.
For example,insteadof aneditor(like ed,vi, or emacs)usesedwhereyou can.

7.3. Check All System Call Returns

Every systemcall thatcanreturnanerrorconditionmusthave thaterrorcondition

92



Chapter7. Carefully Call Outto OtherResouces

checled.Onereasoris thatnearlyall systemcallsrequirelimited systenresources,
anduserscanoftenaffectresourcesn avariety of ways.Setuid/setgigorogramscan
have limits seton themthroughcallssuchassetrlimit(3)andnice(2).Externalusersof
sener programsandCGl scriptsmay beableto causeresourceexhaustionsimply by
makinga large numberof simultaneousequestslf theerrorcannotbe handled
gracefully thenfail openasdiscusseaarlier

7.4. Avoid Using vfork(2)

Theportableway to createnew processes Unix-lik e systemss to usethefork(2)
call. BSD introduceda variantcalledvfork(2) asanoptimizationtechniqueln
vfork(2), unlike fork(2), the child borrawvs the parents memoryandthreadof control
until acall to execve(2V) or anexit occurs;the parentprocesss suspendevhile the
child is usingits resourcesT herationaleis thatin old BSD systemsfork(2) would
actuallycausememoryto be copiedwhile vfork(2) would not. Linux never hadthis
problem;becausé.inux usedcopy-on-write semanticsnternally, Linux only copies
pagesvhenthey changedactually therearestill sometablesthathave to be copied;in
mostcircumstancetheir overheads not significant).Neverthelesssincesome
programsdependon vfork(2), recentlyLinux implementedhe BSD vfork(2) semantics
(previously vfork(2) hadbeenanaliasfor fork(2)).

Therearea numberof problemswith vfork(2). Froma portability point-of-view, the
problemwith vfork(2) is thatit’ s actuallyfairly tricky for a procesgo notinterferewith
its parent,especiallyin high-level languagesThe“not interfering” requiremengpplies
to theactualmachinecodegeneratedandmary compilersgeneratéiddentemporaries
andothercodestructureghatcauseunintendednterferenceTheresult:programaising
vfork(2) caneasilyfail whenthe codechange®r evenwhencompilerversionschange.

For secureprogramst getsworseon Linux systemsbecausé.inux (atleast2.2
versionghrough2.2.17)is vulnerableto araceconditionin vfork()'s implementation.
If aprivilegedprocesaisesavfork(2)/execwve(2)pairin Linux to executeuser
commandstheres araceconditionwhile thechild processs alreadyrunningasthe
tagetuser'sUID, but hasn‘tenteredexecwe(2)yet. Theusermaybeableto send
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signals,including SIGSTOR  to this processDueto the semantic®f vfork(2), the
privilegedparentprocesavould thenbeblockedaswell. As aresult,anunprvileged
processcould causehe privilegedprocesgo halt, resultingin a denial-of-servicef the
privilegedprocess’service FreeBSDandOpenBSD at least,have codeto specifically
dealwith this case soto my knowledgethey arenotvulnerableto this problem.My
thanksto SolarDesignerwho notedanddocumentedhis problemin Linux onthe
“security-audit’mailing list on October7, 2000.

Thebottomline with vfork(2) is simple:don't usevfork(2) in your programsThis
shouldnt be difficult; the primaryuseof vfork(2) is to supportold programghat
needed/fork’s semantics.

7.5. Counter Web Bugs When Retrie ving
Embed ded Content
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Somedataformatscanembedreferences$o contentthatis automaticallyretrieved
whenthe datais viewed (not waiting for auserto selectit). If it's possibleto causehis
datato beretrievedthroughthe Internet(e.g.,throughthe World Wide Wide), then
thereis a potentialto usethis capabilityto obtaininformationaboutreaderswithout the
readersknowledge,andin somecasego forcethereadeito performactiities without
thereaders consentThis privacy concernis sometimesalleda “web bug’”

In awebbug, areferencas intentionallyinsertednto a documentandusedby the
contentauthorto trackwhere(andhow often)adocumentis beingread.Theauthorcan
alsowatchhow a“bugged”documents passedrom onepersono anotheror from one
organizationto another

TheHTML formathashadthisissuefor sometime. Accordingto the Privacy
Foundation(http://www.privagyfoundation.og):

Webbugsareusedextensiely todayby Internetadvertisingcompanie®n Webpagesand
in HTML-basedemailmessagefor tracking.They aretypically 1-by-1 pixel in sizeto
make theminvisible onthe screerto disguisethefactthatthey areusedfor tracking.
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Whatis moreconcernings thatotherdocumenformatsseento have sucha capability
too. Whenviewing HTML from awebsitewith awebbrowser thereareotherwaysof
gettinginformationonwho is browsingthe data,but whenviewing adocumenin
anotherformatfrom anemailfew usersexpectthatthe mereactof readingthe
documentanbe monitored However, for mary formats,readingadocumentanbe
monitored.For example,it hasbeenrecentlydeterminedhatMicrosoft Word can
supportweb bugs;seethe Privacy Foundationadvisoryfor moreinformation
(http://www.privacyfoundation.og/advisaies/advWérdBugs.timl). As notedin their
advisory recentversionsof Microsoft ExcelandMicrosoft Powver Pointcanalsobe
bugged.In somecasesgcookiescanbe usedto obtainevenmoreinformation.

Webbugsareprimarily anissuewith the designof thefile format.If yourusersvalue
their privagy, you probablywill wantto limit the automaticdownloadingof included
files. Oneexceptionmightbewhenthefile itself is beingdownloaded(say via aweb
browser);downloadingotherfiles from the sameocationat the sametime is muchless
likely to beaconcernfrom users.
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Judiciousl y

Do notanswera fool accoding
to hisfolly, or youwill belike him

yourself
Proverbs26:4 (NIV)

8.1. Minimiz e Feedback

Avoid giving muchinformationto untrustedusers;simply succeeabr fail, andif it fails
justsayit failedandminimizeinformationonwhy it failed.Save the detailed
informationfor audittrail logs. For example:

- If your programrequiressomesortof userauthenticatior{e.g.,you’re writing a
network serviceor login program) give the useraslittle informationaspossible
beforethey authenticateln particular avoid giving away the versionnumberof your
programbeforeauthenticationOtherwisejf a particularversionof your programis
foundto have a vulnerability, thenuserswho don't upgradgrom thatversion
adwertiseto attaclersthatthey arevulnerable.

- If your programaccepts passverd, don’t echoit back;this createsanothemway
passwerdscanbeseen.

8.2. Handle Full/Unresponsive Output

It may bepossiblefor a userto clog or make unresponsie a securgprograms output
channebackto thatuser For example,aweb browsercouldbeintentionallyhaltedor
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have its TCP/IPchannefresponselowved. The securgprogramshouldhandlesuch
casesin particularit shouldreleasdocksquickly (preferablybeforereplying) sothat
thiswill notcreateanopportunityfor a Denial-of-Servicettack.Alwaysplace
timeoutson outgoingnetwork-orientedwrite requests.

8.3. Contr ol Data Formatting

A numberof outputroutinesin computedanguagesave a parametethatcontrolsthe
generatedormat.In C, the mostobviousexampleis the printf() family of routines
(including printf(), sprintf(), snprintf(),fprintf(), andsoon). Otherexamplesn C
includesyslog()(which writes systemlog information)andsetproctitle(which sets
the stringusedto displayprocessdentifierinformation).Many functionswith names
beginningwith “err” or “warn”, containing‘log” , or endingin “printf” areworth
consideringPythonincludesthe"%" operationwhich on stringscontrolsformattingin
asimilar mannerMany programsandlibrariesdefineformattingfunctions,oftenby
calling built-in routinesanddoingadditionalprocessinde.g.,glib’s g_snprintf()
routine).

Surprisingly mary peopleseemto forgetthe power of theseformattingcapabilitiesand
usedatafrom untrustedusersasthe formattingparameterNever useunfiltereddata
from anuntrusteduserasthe formatparameterPerhapshis is bestshavn by example:

/* Wong ways: */

printf(string _fromuntrusted_user);

/* Right ways: */

printf("% %", string fromuntrusted_ user); /* or just */
fputs(string_fromuntrusted_user);

Otherwise anattacler cancauseall sortsof mischiefby carefully selectingthe
formattingstring. The caseof C’s printf() is agoodexample- therearelots of waysto
possiblyexploit usercontrolledformatstringsin printf(). Theseincludebuffer overruns
by creatinga long formattingstring (this canresultin the attacler having complete
controloverthe program),corversionspecificationghatuseunpassegarameters
(causingunexpecteddatato beinserted) andcreatingformatswhich producetotally
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unanticipatedesultvalues(sayby prependingor appendingawkward data,causing
problemsn lateruse).A particularlynastycaseis printf’s %n corversionspecification,
which writesthe numberof charactersvritten sofar into the pointerargument;using
this, anattacler canoverwrite a valuethatwasintendedfor printing! An attacler can
evenoverwritealmostarbitrarylocations sincethe attacler canspecifya “parameter”
thatwasnt actuallypassedSincein mary casegheresultsaresentbackto theuser
this attackcanalsobeusedto exposeinternalinformationaboutthe stack.This
informationcanthenbe usedto circumventstackprotectionsystemsuchas
StackGuardStackGuardisesconstant'canary” valuesto detectattacksput if the
stacks contentscanbedisplayedthe currentvalueof the canarywill be exposedand
madevulnerable.

A formattingstringshouldalmostalwaysbe a constanstring, possiblyinvolving a
functioncall to implementalookupfor internationalizatior{e.g.,via gettext’s _()).
Notethatthislookup mustbelimited to valuesthatthe programcontrols,i.e., theuser
mustbe allowedto only selectfrom themessagéiles controlledby the program.t’s
possibleto filter userdatabeforeusingit (e.g.,by designingafilter listing legal
charactergor theformatstringsuchas[A-Za-z0-9]), but it’ s usuallybetterto simply
preventthe problemby usinga constanformatstringor fputs()instead Note that
althoughl’ve listedthis asan“output” problem,this cancauseproblemsinternallyto a
programbeforeoutput(sincethe outputroutinesmaybe saving to afile, or evenjust
generatingnternalstatesuchasvia snprintf()).

The problemof input formattingcausingsecurityproblemss is notanidle possibility;
seeCERT Advisory CA-2000-13for anexampleof anexploit usingthis weaknessk-or
moreinformationon how theseproblemscanbe exploited, seePascalBouchareines
emailarticletitled “[Paper]Formatbugs”, publishedn the July 18, 2000edition of
Bugtraq(http://www.securityfocus.com).

Of coursethis all begsthe questionasto whetheror notthe internationalizationookup
is, in fact,securelf you're creatingyour own internationalizatiodookuproutines,
make surethatanuntrustedusercanonly specifyalegallocaleandnot somethingelse
like anarbitrarypath.

Clearly, youwantto limit the stringscreatedhroughinternationalizatiorio onesyou
cantrust. Otherwise anattacler couldusethis ability to exploit theweaknessem
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formatstrings,particularlyin C/C++programsThis hasbeenanitem of discussiorin
Bugtraqg(e.g.,seeJohnLevon’s Bugtragposton July 26, 2000).For moreinformation,
seethediscussioron on permittingusersto only selectlegallanguagevaluesin Section
4.7.3

Althoughit’ sreally a programmingoug, it’ s worth mentioningthatdifferentcountries
notatenumbersn differentways,in particular boththe period(.) andcomma(,) are
usedto separatanintegerfrom its fractionalpart.If you sase or loaddata,you needto
make surethatthe active localedoesnotinterferewith datahandling.Otherwise a
Frenchusermaynot be ableto exchangedatawith an Englishuser becausehedata
storedandretrievedwill usedifferentseparatord’m unavareof this beingusedasa
securityproblem,but it’s concevable.
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Undoubtedlythere are all sortsof
languagesin theworld, yetnone
of themis withoutmeaning

1 Corinthians14:10(NIV)

Therearemary language-specifisecurityissuesMany of themcanbe summarizeds
follows:

- Turnonall relevantwarningsandprotectionmechanismsvailableto you where
practical.For compiledlanguagesthis includesboth compile-timemechanismand
run-timemechanismdn generalsecurity-rel@antprogramsshouldcompilecleanly
with all warningsturnedon.

« Avoid dangerousinddeprecatedperationsn thelanguageBy “dangerous”] mean
operationsvhich aredifficult to usecorrectly

- Ensurethatthelanguagesinfrastructurgle.g.,run-timelibrary) is availableand
secured.

- Languageshatautomaticallygarbage-collecstringsshouldbe especiallycarefulto
immediatelyerasesecretdata(in particularsecretkeys andpassverds).

- Know preciselythe semanticof the operationghatyou areusing.Look up
operations semanticsn its documentationDo notignorereturnvaluesunlessyou’re
surethey cannotberelevant. Thisis particularlydifficult in languagesvhich don't
supportexceptionsjike C, but that'stheway it goes.

9.1. C/C++

Oneof the biggestsecurityproblemswith C andC++ programgs buffer overflow; see
Chapters for moreinformation.C hasthe additionalweaknes®f not supporting
exceptionswhich makesit easyto write programghatignorecritical error situations.
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Onecomplicationin C andC++ is thatthe charactetype“char” canbe signedor
unsigneddependingon thecompilerandmachine) Whena signedcharwith its high
bit setis savedin aninteger, theresultwill beanegatve number;in somecaseghis can
be exploitable.In generaluse“unsignedchar” insteadof charor signedcharfor
buffers, pointers,andcastswhendealingwith charactedatathatmayhave values
greaterthan127 (0Ox7f).

C andC++ areby definitionvery lax in their type-checkingupport but theres no need
to belax in your code.Turn onasmary compilerwarningsasyou canandchangethe
codeto cleanlycompilewith them,andstrictly useANSI prototypesn separatdneader
(.h) filesto ensurethatall functioncallsusethe correcttypes.For C or C++
compilationsusinggcc, useatleastthefollowing ascompilationflags(which turnona
hostof warningmessagesndtry to eliminateall warnings(notethat-O2 is usedsince
somewarningscanonly be detectedy the dataflow analysisperformedat higher
optimizationlevels):

gcc -WAll -Wointer-arith -Wtrict-prototypes -2

You mightwant“-W -pedantic’too.

Many C/C++compilerscandetectinaccuratdormatstrings.For example,gcccan
warnaboutinaccuratdormatstringsfor functionsyou createif you useits
__attriute__()facility (a C extension)to marksuchfunctions,andyou canusethat
facility without makingyour codenon-portableHereis anexampleof whatyou’d put
in your header(.h) file:

/* in header.h */

#i fndef _ GNUC__

# define __attribute_ (x) /*nothing*/
#endi f

extern void logprintf(const char *format, ...)
__attribute_ ((format(printf,1,2)));

extern void | ogprintva(const char *format, va_list args)
__attribute_ ((format(printf,1,0)));

The"format” attribute takeseither"printf" or "scanf",andthe numberghatfollow are
the parametenumberof the formatstringandthefirst variadicparameter
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(respectiely). The GNU docstalk aboutthis well. Notethatthereareother
__attribute__ facilitiesaswell, suchas"noreturn"and"const".

9.2. Perl
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Perlprogrammershouldfirst readthe manpageperisec(1)which describesa number
of issuegnvolvedwith writing securgprogramsn Perl.In particular perlsec(1)
describeghe“taint” mode,which mostsecurePerl programsshoulduse.Taint modeis
automaticallyenabledf therealandeffective useror grouplDs differ, or you canuse
the-T commandine flag (usethelatterif you're runningon behalfof someoneelse,
e.g.,aCGl script). Taint modeturnson variouschecks suchascheckingpath
directoriesto make surethey arent writable by others.

Themostobviousaffect of taintmode however, is thatyou may not usedataderived
from outsideyour programto affect somethingelseoutsideyour programby accident.
In taint mode,all externally-obtainednputis markedas*“tainted”, includingcommand
line agumentsenvironmentvariablesjocaleinformation(seeperllocale(1)) resultsof
certainsystemcalls (readdir readlink,the gecodfield of getpw* calls),andall file
input. Tainteddatamay not be useddirectly or indirectly in any commandhatinvokes
asub-shellnorin any commandhatmodifiesfiles, directories or processesl hereis
oneimportantexception:If you passalist of agumentgo eithersystemor exec,the
elementof thatlist areNOT checledfor taintednesssobe especiallycarefulwith
systemor execwhile in taintmode.

Any datavaluederivedfrom tainteddatabecomegaintedalso.Thereis oneexception
to this; theway to untaintdatais to extracta substringof thetainteddata.Don’t justuse
“*” blindly asyour substringthough,sincethis would defeatthe taintingmechanisns
protectionsinsteadjdentify patternghatidentify the“safe” patternallowedby your
programandusethemto extract“good” values After extractingthevalue,you may
still needto checkit (in particularfor its length).

Theopen,glob, andbacktickfunctionscall the shellto expandfilenamewild card
charactersthis canbe usedto opensecurityholes.You cantry to avoid thesefunctions
entirely, or usethemin aless-prvileged“sandbox”asdescribedn perisec(1)In
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particular backticksshouldbe rewritten usingthe system()call (or evenbetter
changeckentirelyto somethingsafer).

Theperl open()functioncomeswith, frankly, “way too muchmagic” for mostsecure
programsijt interpretstext that,if not carefullyfiltered,cancreatelots of security
problems Beforewriting codeto openor lock afile, consultthe perlopentut(1man
page.n mostcasessysopen(providesa safer(thoughmoreconvoluted)approacho
openingafile. Thenew Perl5.6 addsanopen()call with 3 parameterso turn off the
magicbehaior without requiringthe corvolutionsof sysopen()
(http://www.xray.mpe.mpg.de/mailinggitsperl5-porters/Q00-03msd2596html).

Perlprogramsshouldturn onthewarningflag (-w), which warnsof potentially
dangerousr obsoletestatements.

You canalsorun Perlprogramsn arestrictedervironment.For moreinformationsee
the“Safe” modulein the standardPerldistribution. ’'m uncertainof theamountof
auditingthatthis hasundegone,sobewareof dependingon this for security You
might alsoinvestigatehe“PenguinModel for SecureDistributedinternetScripting”,
thoughatthetime of this writing the codeanddocumentatiorseemgo be unavailable.

9.3. Python

As with ary languagebewareof any functionswhich allow datato be executedasparts
of aprogramto make sureanuntrustedusercant affect theirinput. Thisincludes
exec(),eval(), andexecfile() (andfrankly, you shouldcheckcarefullyany call to
compile()). Theinput() statemenis alsosurprisinglydangerousWatters1996,150].

Pythonprogramswith privilegesthatcanbeinvokedby unprvilegeduserg(e.g.,
setuid/setgigprograms)nustnotimportthe“user” module.The usermodulecauses
the pythonrc.y file to bereadandexecuted Sincethis file would be underthe control
of anuntrusteduser importingthe usermoduleallows anattacler to forcethetrusted
programto run arbitrarycode.

Pythonincludessupportfor “RestrictedExecution”throughits RExecclass.Thisis
primarily intendedfor executingappletsandmobile code,but it canalsobe usedto
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limit privilegein a programevenwhenthe codehasnot beenprovidedexternally. By
default, arestrictedexecutionervironmentpermitsreading(but not writing) of files,
anddoesnotincludeoperationgor network acces®r GUI interaction.Thesedefaults
canbe changedbut bewareof creatingloopholesn therestrictedervironment.In
particular allowing a userto unrestrictedlyaddattributesto a classpermitsall sortsof
waysto subverttheenvironmentbecausdythonsimplementatiorcallsmary “hidden”
methodsNotethat, by default, mostPythonobjectsarepassedy referencejf you
insertareferencdo a mutablevalueinto arestrictedorograms ervironment,the
restrictedprogramcanchangethe objectin away that'’s visible outsidetherestricted
ervironment! Thus,if youwantto give acces$o a mutablevalue,in mary cases/ou
shouldcopy the mutablevalueor usethe Bastionmodule(which supportgestricted
accesdo anotherbject).For moreinformation,seeKuchling[2000].I'm uncertainof
theamountof auditingthatthe restrictedexecutioncapabilityhasundegone,so
programmebenvare.

9.4. Shell Scripting Languages (sh and csh
Deriv atives)
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| stronglyrecommendhgainstusingstandarccommandshellscriptinglanguagegsuch
ascsh,sh,andbash)for setuid/setgidecurecode.SomesystemgsuchasLinux)
completelydisablethem,soyou're creatinganunnecessargortability problem.On
someold systemghey arefundamentallyinsecuredueto aracecondition(asdiscussed
in Section3.1.3).Evenfor othersystemsthey’'re notreally a goodidea.Standard
commandshellsarestill notoriousfor beingaffectedby nonolviousinputs- generally
becauseommandshellsweredesignedo try to do things“automatically”for an
interactive user notto defendagainsia determinedhttacler. For example,“hidden”
ervironmentvariablege.g.,theENV or BASH_ENV variable)canaffect how they
operateor evenexecutearbitraryuserdefinedcodebeforethe scriptcanevenexecute.
Eventhingslik e filenamesof the executableor directorycontentscanaffect things.For
example,on mary Bourneshellimplementationsgoingthe following will grantroot
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accesgthanksto NCSA for describingthis exploit):

%Iln -s /usr/bin/setuid-shell /tnp/-x
%cd /tnp
% - x

Somesystemsnay have closedthis hole,but the point still standsmostcommand
shellsarent intendedfor writing securesetuid/setgigprogramsFor programming
purposesavoid creatingsetuidshell scripts,evenon thosesystemshatpermitthem.
Instead write a smallprogramin anothedanguageo cleanup the ervironment,then
haveit call otherexecutablegsomeof which mightbe shellscripts).

If you still insiston usingshellscriptinglanguagesat leastputthe scriptin adirectory
whereit cannotbe movedor changedSetPATH andIFS to known valuesvery earlyin
your script.

9.5. Ada

In Ada95,theUnbounded_Stringypeis oftenmoreflexible thanthe Stringtype
becausét is automaticallyresizedasnecessaryHowever, don't storeespecially
sensitve valuessuchaspassverdsor secretkeysin anUnbounded_Stringsincecore
dumpsandpageareasmightstill hold themlater. Instead usethe Stringtypefor this

dataandoverwritethe dataassoonaspossiblewith someconstantwaluesuchasothers
:> ) ’.

9.6. Java

If you're developingsecuregprogramausingJava, frankly your first step(afterlearning
Java) is to readthe two primarytexts for Java security namelyGong[1999] and
McGraw [1999] (for thelatter, look particularlyat section7.1). You shouldalsolook at
Sun’s postedsecuritycodeguidelinesat
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http://java.sun.com/security/seccagigde.html A setof slidesdescribinglava’s
securitymodelarefreely availableat http://www.dwheelexcom/javasec.

Obviously, agreatdealdepend®nthekind of applicationyou’re developing.Java code
intendedfor useon theclient sidehasa completelydifferentervironment(andtrust
model)thancodeon a sener side. The generabprinciplesapply, of coursefor example,
you mustcheckingandfilter any input from anuntrustedsource However, in Jaza
therearesome”hidden” inputsor potentialinputsthatyou needto bewary of, as
discussedbelon. JohnathamNightingale[2000] madeaninterestingstatement
summarizingmary of theissuesn Java programming:

... thebig thing with Java programmings mindingyourinheritanceslf youinherit methods
from parentsinterfacesor parentsinterfacesyou risk openingdoorsto your code.

Thefollowing areafew key guidelinespasedn Gong[1999], McGraw [1999], Sun’s
guidanceandmy own experience:

1. Do notusepublicfieldsor variablesdeclarethemasprivateandprovide accessors
to themsoyou canlimit their accessibility

2. Make methodsprivateunlesstheseis a goodreasorno do otherwise(andif youdo
otherwise documentvhy). Thesenon-privatemethodsnustprotectthemseles,
becausehey mayreceve tainteddata(unlessyou’ve somehav arrangedo protect
them).

3. TheJVM maynot actuallyenforcethe accessibilitymodiifiers(e.g.,“private”) at
run-timein anapplication(asopposedo anapplet).My thanksto JohnSteven
(Cigital Inc.), who pointedthis out on the “SecureProgramming’mailing list on
November7, 2000.Theissueis thatit all depend®onwhatclassloadertheclass
requestingheaccessvasloadedwith. If theclasswasloadedwith atrustedclass
loader(includingthe null/ primordial classloader) theaccessheckreturns
"TRUE" (allowing access)For example,this works (atleastwith Suns1.2.2VM ;
it might notwork with otherimplementations):

a.write avictim class(V) with apublicfield, compileit.

b. write an’attack’ class(A) thataccessethatfield, compileit
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c.changeV’s publicfield to private,recompile

d.runA - it'll access/’s (now private)field.

However, the situationis differentwith appletslf you cornvertA to anappletand
runit asanapplet(e.g.,with appletviaver or browser),its classloaderis nolonger
atrusted(or null) classloader Thus,the codewill throw
java.lang.lllegalAccessErrgwith the messagé¢hatyou're trying to access field
V.secreffrom classA.

. Avoid usingstaticfield variables Suchvariablesareattachedo the class(not class
instances)andclassexanbelocatedby ary otherclass.As aresult,staticfield
variablescanbefoundby arny otherclass makingthemmuchmoredifficult to
secure.

. Neverreturna mutableobjectto potentiallymaliciouscode(sincethe codemay
decideto changat). Notethatarraysaremutable(evenif thearraycontents
arent), sodon't returnareferenceo aninternalarraywith sensitve data.

. Never storeusergivenmutableobjects(includingarraysof objects)directly.
Otherwisetheusercould handthe objectto thesecurecode let the securecode
“check” the object,andchangehe datawhile the securecodewastrying to usethe
data.Clonearraysbeforesaving theminternally, andbe carefulhere(e.g.,bewvare
of userwritten cloningroutines).

. Don’'t dependoninitialization. Thereareseveralwaysto allocateuninitialized
objects.

. Make everythingfinal, unlesstheres agoodreasomotto. If aclassor methodis
non-final,anattacler couldtry to extendit in adangerousindunforeseenvay.
Notethatthis causes lossof extensibility, in exchangefor security

. Don’'t dependon packagescopefor security A few classessuchasjava.lang,are
closedby default,andsomeJava Virtual Machines(JVMs) let you closeoff other
packagesOtherwise Java classesrenot closed.Thus,anattacler couldintroduce
anew classinsideyour packageandusethis new classto accesshethingsyou
thoughtyou wereprotecting.
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10.

11.

12.

13.

Don't useinnerclassesWheninnerclassesretranslatednto byte codesthe
innerclassis translatednto a classaccesibldo ary classin the packageEven
worse the enclosingclasss privatefields silently becomenon-privateto permit
accesdy theinnerclass!

Minimize privileges.Wherepossible don't requireary specialpermissionstall.
McGraw goesfurtherandrecommendsiot signingary code;l saygo aheadand
signthecode(souserscandecideto “run only signedcodeby thislist of senders”),
but try to write the programsothatit needsnothingmorethanthe sandboxsetof
privileges.If you musthave moreprivileges,auditthatcodeespeciallyhard.

If youmustsignyour code,putit all in onearchvefile. Hereit’' s bestto quote
McGraw [1999]:

Thegoalof thisruleis to preventanattacler from carryingout a mix-and-match
attackin which theattacler constructsaa new appletor library thatlinks someof your
signedclassesogethemwith maliciousclassesor links togethersignedclasseshat
you never meantto be usedtogetherBy signinga groupof classesogetheryou make
this attackmoredifficult. Existing code-signingsystemslo aninadequatgob of
preventingmix-and-matchattacks sothis rule cannotpreventsuchattackscompletely
But usingasinglearchie cant hurt.

Make your classesincloneableJasa’s object-cloningnechanisnallows an
attaclerto instantiatea classwithout runningary of its constructorsTo make your
classuncloneablejust definethefollowing methodin eachof your classes:

public final void clone() throws java.lang. C oneNot SupportedException {
throw new j ava. | ang. G oneNot Support edException();

}

If youreally needto make your classcloneablethentherearesomeprotectve
measureyou cantake to preventattaclersfrom redefiningyour clonemethod.If
you're definingyour own clonemethod justmake it final. If you're not, you canat
leastpreventthe clonemethodfrom beingmaliciouslyoverriddenby addingthe
following:

public final void clone() throws java.lang. C oneNot SupportedException {
super. cl one();

}
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Make your classesinserializeableSerializationallows attaclersto view the
internalstateof your objects,evenprivateportions.To preventthis, addthis
methodto your classes:

private final void witeObject(ObjectQutputStream out)
throws java.io. | OException {
throw new java.io. | OException("Cbject cannot be serialized");

}

Evenin casesvhereserializations okay, be sureto usethetransientkeyword for
thefieldsthatcontaindirecthandlego systenresourcesindthatcontain
informationrelative to anaddresspace Otherwise deserializinghe classmay
permitimproperaccessYou mayalsowantto identify sensitve informationas
transient.

If you defineyour own serializingmethodfor a class,it shouldnot passaninternal
arrayto ary Datalnput/DataOupunethodthattakesanarray Therationale:All
Datalnput/DataOutpunethodscanbe overridden.f a Serializableclasspasses
privatearraydirectly to a DataOutput(write(byt§ b)) method thenanattacler
couldsubclas®©bjectOutputStrearandoverridethewrite(byte[] b) methodto
enablehim to accesandmodify the privatearray Notethatthe default
serializationrdoesnot exposeprivatebyte arrayfieldsto Datalnput/DataOutput
bytearraymethods.

Make your classesindeserializeabldzvenif your classis notserializeableit may
still bedeserializeableAn attacler cancreatea sequencef bytesthathappendo
deserializeo aninstanceof your classwith valuesof the attacler’s choosinglin
otherwords,deserializations akind of public constructorallowing anattaclerto
chooseheobjects state- clearlyadangerousperation!To preventthis, addthis
methodto your classes:

private final void readObject(ObjectlnputStreamin)
throws java.io. | OException {
throw new java.io. | Oexception("C ass cannot be deserialized");

}

Don’t compareclassedy name After all, attaclerscandefineclassesvith
identicalnamesandif you're not carefulyou cancauseconfusionby granting
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theseclassesindesirablgrivileges.Thus,heres anexampleof thewrongway to
determindf anobjecthasagivenclass:

if (obj.getd ass().getNanme().equal s("Foo")) {

If you needto determindf two objectshave exactly the sameclass,insteaduse
getClass(pn bothsidesandcompareusingthe == operatoy Thus,you shoulduse
thisform:

if (a.getCass() == b.getd ass()) {

If youtruly needto determindf anobjecthasa givenclassnameyou needto be
pedanticandbe sureto usethe currentnamespacéof the currentclasss
ClassLoader)Thus,you’ll needto usethis format:

if (obj.getC ass() == this.getd assLoader ().l oadd ass("Foo")) {

This guidelineis from McGraw andFelten,andit’ sagoodguideline.l’ [l addthat,
wherepossiblejt’s oftenagoodideato avoid comparingclassvaluesanyway. It's
oftenbetterto try to designclassmethodsandinterfacessoyou don’t needto do
thisatall. However, thisisn’t alwayspractical,soit’ simportantto know these
tricks.

17.Don't storesecretgcryptographidkeys, passvords,or algorithm)in the codeor
data.Hostile JVMs canquickly view this data.Codeobfuscatiordoesnt really
hidethe codefrom seriousattaclers.

9.7. TCL

110

Tcl standdor “tool commandanguage’andis pronouncedtickle.” TCL is divided
into two parts:alanguageandallibrary. Thelanguages a simpletext language,
intendedfor issuingcommandso interactve programsandincludingbasic
programmingcapabilities Thelibrary canbeembeddedh applicationprograms.

You canfind moreinformationaboutTCL at sitessuchasthe TCL WWW Info
(http://www.sco.com/€chnology/tcl/Tcl.htrt) web page.Probablyof mostinterestare
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Safe-TCL(which createsa sandboxn TCL) andSafe-TK(whichimplementsa
sandbordportableGUI for Safe-TCL),aswell asthe WebWseTcITk Toolkit permits
TCL packageso beautomaticallylocatedandloadedfrom anywhereon the World
Wide Weh You canfind moreaboutthe latterfrom
http://www.cbl.ncsu.edu/softare/\\ebWiseTcITk.It' s not clearto me how muchcode
review this hasreceved.More usefulinformationis availablefrom thecomp.lang.tcl
FAQ launchpageat http://www.tclfaq.wservice.com/tclalg.However, it’ sworth noting
that TCL s desireto beasmall,“simple” languageesultsin alanguagehatcanbe
ratherlimiting; seeRichardStallmans “Why You ShouldNot UseTCL”
(http://sdg.lcs.mit.edu/~jchapin/6853-FT9@frersstallman-tcl.niml). For example,
TCL s notionthatthereis essentiallyonly onedatatype (string) canmake mary
programsharderto write (aswell asmakingthemslow). Also, whenl’ ve written TCL
programd’ve foundthatit’ s easyto accidentallycreateTCL programswhere
maliciousinput stringscancauseuntovardandunexpectedbehaior. For example,an
attaclersmaybeableto causeyour TCL programto do unexpectedhingsby sending
charactersvith specialmeaningto TCL suchasembeddedpacesgdouble-quotecurly
bracesgdollar signs,or braclets(or createinputto causehesecharacterso be created
duringprocessing)Thus,| don’'t recommend CL for writing programswvhich must
mediatea securityboundaryIf you do chooseo do so,be especiallycarefulto ensure
thatuserinput cannot‘fool” theprogram.Ontheotherhand,l know of no strong
reason(otherthaninsufficient review) that TCL programscant be usedto implement
mobile code.Therearecertainly TCL adwocatesvhowill advocatemoreusethanl do,
andTCL is oneof thefew languagesvith aready-madeandboxmplementation.
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Understandingis a fountainof

life to thosewhohaveit, but folly

brings punishmento fools.
Proverbs16:22(NIV)

10.1. Passwords

Wherepossibledon't write codeto handlepassverds.In particular if theapplication
is local, try to dependon the normallogin authenticatiorby a user If the applicationis
a CGl script,try to dependonthewebsenerto provide the protection.If the
applicationis over a network, avoid sendingthe passvord ascleartext (wherepossible)
sinceit canbe easilycapturedoy network sniffersandreusedater. “Encrypting” a
passverd usingsomekey fixedin thealgorithmor usingsomesortof shrouding
algorithmis essentiallythe sameassendingthe passvord ascleartext.

For networks, considerat leastusingdigestpassvords.Digestpasswrdsarepassverds
developedfrom hashestypically the senerwill sendthe clientsomedata(e.g.,date,
time, nameof sener), the client combineghis datawith the userpassverd, theclient
hasheghis value(termedthe“digestpasword”) andrepliesjust the hashedesultto the
sener;thesener verifiesthis hashvalue.This works,becausehe passverd is never
actuallysentin ary form; the password s just usedto derive the hashvalue.Digest
passvordsarent consideredencryption”in the usualsenseandareusuallyaccepted
evenin countrieswith laws constrainingencryptionfor confidentiality Digest
passwerdsarevulnerableto active attackthreatsbut protectagainsipassve network
sniffers.Oneweaknesss that,for digestpassveordsto work, the sener musthave all
theunhashegbassvords,makingthe sener a very temptingtargetfor attack.

If your applicationpermitsusersto settheir passverds,checkthe passvordsand
permitonly “good” passwverds(e.g.,notin adictionary having certainminimal length,
etc.).You maywantto look atinformationsuchas
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http://consult.cern.ch/writeup/security/security 3.htmhow to choosea good
passverd. You shouldusePAM if you can,becausét supportpluggablepassverd
checlers.

Random Numbers

“Random”numberggeneratedby mary library routinesareintendedo be usedfor
simulationsgamesandsoon; they arenot sufficiently randomfor usein security
functionssuchaskey generationThe problemis thatthesedibrary routinesuse
algorithmswhosefuture valuescanbe easilydeducedy anattacler (thoughthey may
appearandom).For securityfunctions,you needrandomvaluesbasecdn truly
unpredictablezaluessuchasquantumeffects.

Failing to correctlygeneratearuly randomvaluesfor keys hascauseda numberof
problemsjncludingholesin Kerberosthe X window systemandNFS[Venemal996].

TheLinux kernel(sincel.3.30)includesa randomnumbergeneratarwhich is
sufficientfor mary securitypurposesThis randomnumbergeneratogathers
ervironmentalnoisefrom device driversandothersourcesnto anentrofy pool. When
accesseds/dev/random randombytesareonly returnedwithin the estimatechumber
of bits of noisein theentrogy pool (whentheentrogy poolis empty the call blocksuntil
additionalervironmentalnoiseis gathered)Whenaccesseds/dev/urandomasmary
bytesasarerequestedrereturnedevenwhentheentropy poolis exhaustedIf youare
usingtherandomvaluesfor cryptographigurposege.g.,to generatea key), use
/dev/random More informationis availablein the systemdocumentatiomandom(4).

Speciall y Protect Secrets (Passwords and

Keys) in User Memory

If your applicationmusthandlepassverdsor non-publickeys (suchassessiorkeys,
privatekeys, or secretkeys), overwritethemimmediatelyafterusingthemsothey have
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minimal exposure For example,in Java, don't usethetype Stringto storea passverd
becausétringsareimmutable(they will not be overwrittenuntil garbage-collectednd
reusedpossiblyafartimein thefuture).Insteadjn Java usechar[] to storea passverd,
soit canbeimmediatelyoverwritten.

Also, if your programhandlessuchsecretvalues be sureto disablecreatingcore
dumps(via ulimit). Otherwise anattacler maybeableto haltthe programandfind the
secretvaluein thedatadump.Also, beware- normally processesanmonitor other
processethroughthe callsfor deluggerge.g.,via ptrace(2)andthe/proc
pseudo-filesystenfVenemal 996] Kernelsusuallyprotectagainsthesemonitoring
routinesif the processs setuidor setgid(onthefew ancientonesthatdont, there
reallyisn’t away to defendyourselfotherthanupgrading).Thus,if your process
managesecretvalues,you probablyshouldmake it setgidor setuid(to a different
unprivilegedgroupor user)to forceablyinhibit this kind of monitoring.

Cryptographic Algorithms and Protocols

Oftencryptographialgorithmsandprotocolsarenecessaryo keepa systemsecure,
particularlywhencommunicatinghroughanuntrustechetwork suchasthe Internet.
Wherepossible usesessiorencryptionto foil sessiorhijackingandto hide
authenticationnformation,aswell asto supportprivacy.

For backgroundnformationandcode,you shouldprobablylook at the classictext
“Applied CryptographyTSchneierl996]. The newsgroup“sci.crypt” hasa seriesof
FAQ'’s; you canfind themat mary locations,ncluding
http://www.landfield.com/fqs/cryptographyefg.Linux-specificresourcesncludethe
Linux EncryptionHOWTO at http://marc.mutz.com/Encryption-H@TO/. A
discussioron how protocolsusethe basicalgorithmscanbefoundin [Opplinger
1998].Whatfollows hereis justafew commentstheseareasareratherspecializecand
coveredmorethoroughlyelsevhere.

It’ sworth notingthattherearemary legal hurdlesinvolvedwith cryptographic
algorithms.First, theuse,export, and/orimport of implementation®f encryption
algorithmsarerestrictedn mary countries Seconda numberof algorithmsare
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patentedgvenif the ownerspermit“free use”atthe momentwithout a signedcontract
they canalwayschangeheir mindslater. Most of the patentissuescanbeeasily
avoidednowadayspnceyou know to watchoutfor it, sothereslittle reasorto subject
yourselfto the problem.

Cryptographigrotocolsandalgorithmsaredifficult to getright, sodo not createyour
own. Instead useexisting protocolsandalgorithmswhereyou can.In particular do not
createyour own encryptionalgorithmsunlessyou areanexpertin cryptology know
whatyou'’re doing,andplanto spendyearsin professionateview of thealgorithm.
Creatingencryptionalgorithms(thatareary good)is a taskfor expertsonly.

For protocols try to usestandard-conformingrotocolssuchasSSL (soonto be TLS),
SSH,IPSec,GnuPG/PGPandKerberosMany of theseoverlapsomevhatin
functionality, but eachhasa “specialty” niche.SSL (soonto be TLS) is the primary
methodfor protectinghttp (web)transactionsPGP-compatibl@rotocols(implemented
in PGPandGnuPG)area primary methodfor securingemailend-to-endKerbeross a
primary methodfor securingandsupportingauthenticatiorona LAN. SSHis the
primary methodof securing‘remoteterminals”over aninternet,e.g.,telnet-like and X
windows connectionsthoughit’ s oftenusedfor securingotherdatastreamsoo (such
asCVS accesses)PSecis the primary methodfor securitylower-level packetsand
“all” paclets,soit’s particularlyusefulfor securingvirtual privatenetworksandremote
machines.

For secretkey (bulk data)encryptionalgorithms,useonly encryptionalgorithmsthat
have beenopenlypublishedandwithstoodyearsof attack,andcheckon their patent
statusFor encryptingunimportantdata,the old DES (56-bit key) algorithmstill has
somevalue,but with modernhardwareit’ stoo easyto break.For mary applications
triple-DESis currentlythe bestencryptionalgorithm;it hasareasonablyengthykey
(112bits), no patentissuesandhasa long history of withstandingattacks.The
upcomingAES algorithmmay beworth usingaswell, onceit’s proven.You should
probablyavoid IDEA dueto patentissueqit’s subjectto U.S.andEuropearpatents),
but I'm unawareof ary serioustechnicalproblemswith it. Your protocolshould
supportmultiple algorithms;thatway, whenanalgorithmis broken,userscanswitchto
anotherone.

For public key cryptography(used,amongotherthings,for authenticatiorandsending
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secretkeys), thereareonly afew widely-deplg/edalgorithms.Oneof the most
widely-usedalgorithmsis RSA; RSAs algorithmis patentedbut only in theU.S.,and
thatpatentexpiresSeptembeR0, 2000.The Diffie-Hellmankey exchangealgorithmis
widely usedto permittwo partiesto agreeon a sessiorkey. By itself it doesnt
guaranteghatthe partiesarewho they saythey are,or thatthereis no middleman put
it doesstronglyhelpdefendagainsipassve listenersjts patentexpiredin 1997.NIST
developedthedigital signaturestandardDSS)(it’s a modificationof the EIGamal
cryptosystemjor digital signaturegeneratiorandverification;oneof the conditions
for its developmentwasfor it to be patent-free.

Someprogramseeda one-way hashalgorithm,thatis, a functionthattakesan
“arbitrary” amountof dataandgenerates fixed-lengtrnumberthathardto invert (e.g.,
it’ s difficult for anattacler to createa differentsetof datato generatehatsamevalue).
For anumberof yearsMD5 hasbeena favorite, but recentefforts have shavn thatits
128-bitlengthmaynot be enoughivan Oorschotl994]andthatcertainattackswealen
MD5’ protection[Dobbertin1996].Indeedtherearerumorsthatatop industry
cryptographehasbrokenMD5, but is boundby employeeagreemento keepsilent
(seethe Bugtrag22 August2000postingby JohnViega).If you're writing new code,
you probablyoughtto useSHA-1 instead.

In arelatednote,if you mustcreateyour own communicatiorprotocol,examinethe
problemsof what's goneon before.ClassicssuchasBellovin [1989]'s review of
securityproblemsn the TCP/IPprotocolsuitemight helpyou, aswell asBruce
Schneie1998] andMudge’s breakingof Microsoft's PPTPimplementatiorandtheir
follow-onwork. Of coursepesureto give arny new protocolwidespreadeview, and
reusewhatyou can.

PAM

PluggableAuthenticationModules(PAM) is aflexible mechanisnfor authenticating
usersMany Unix-lik e systemssupportPAM, including Solaris,nearlyall Linux
distributions(e.g.,RedHatLinux, CalderaandDebianasof version2.2),and
FreeBSDasof version3.1. By usingPAM, your programcanbeindependenof the
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authenticatiorschemégpasswerds,SmartCardsetc.).Basically your programcalls
PAM, which atrun-timedeterminesvhich “authenticatiormodules”arerequiredby
checkingthe configurationsetby thelocal systemadministratorlf you're writing a
programthatrequiresauthenticatiorfe.g.,enteringa passverd), you shouldinclude
supportfor PAM. You canfind out moreaboutthe Linux-PAM projectat
http://www.kernel.og/pub/linux/libspam/ndex.html.

Tools

Sometools may helpyou detectsecurityproblemsbeforeyou field theresult.If you're
building acommonkind of productwheremary standargotentialflaws exist (like an
ftp seneror firewall), you mightfind standardsecurityscanningoolsuseful.Onegood
oneis Nessughttp://www.nessus.@); therearemary others.Of coursefunninga
“secure”programon aninsecureplatformconfiguratiormakeslittle senseyou may
wantto examinehardeningsystemsuchasBastille availableat
http://www.bastille-linux.og.

You mayfind someauditingtools helpful for finding potentialsecurityflaws. Hereare
afew:

- ITS4from Cigital (formerly ReliableSoftware TechnologiesRST) staticallychecks
C/C++code.ITS4 worksby performingpattern-matchingn sourcecode,looking
for patternknown to be possiblydangerouge.g.,certainfunctioncalls). It is
availablefreefor non-commercialise,includingits sourcecodeandwith certain
modificationandredistritution rights. Onewarning;thetool’s licensingclaimscan
beinitially misleadingCigital claimsthatITS4 is “opensource”but, in fact,its
licensedoesnot meetthe OpenSourceDefinition
(http://www.opensource.gfosd.html{OSD).In particular ITS4’s licensefails point
6, which forbids“non-commercialseonly” clausesn opensourcelicenseslit’s
unfortunatethat Cigital insistson usingtheterm“opensourceto describetheir
licenselTS4is afinetool, releasedinderafairly generoudicensefor commercial
software,yet usingthetermthis way cangive theappearancef acompary trying to
gainthe cachebf “opensource”without actuallybeingopensource Cigital says
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thatthey simply don't accepthe OSD definitionandthatthey wish to useadifferent
definitioninstead Nothinglegally preventsthis, but the OSD definitionis usedby
over 5000softwareprojects(at leastall thosehostedoy Sourcelerge at
http://www.sourcefoge.net) Linux distributors,Netscapgnow AOL), the W3C,
journalists(suchasthoseof the Economist) andmary otherorganizationsMost
programmersion’t wantto wadethroughlicenseagreementsso usingthis other
definitioncanbe confusing.l do notbelieve Cigital hasary intentionto mislead;
they’'re areputablecompaly with very reputableandhonestpeople.t’s unfortunate
thatthis particularpositionof theirsleads(in my opinion)to unnecessargonfusion.
In ary case|TS4is availableat http://www.rstcorp.com/its4.

- LCLint is atool for staticallycheckingC programsWith minimal effort, LCLint can
beusedasa betterlint. If additionaleffort is investedaddingannotationgo
programs] CLint canperformstrongercheckingthancanbe doneby any standard
lint. Thesoftwareis licensedunderthe GPL andis availablefrom
http://Iclint.cs.viginia.edu.

- BFBTestertheBrute ForceBinary Testeris licensedunderthe GPL. This program
doesquick securitychecksof binary programsBFBTesterperformschecksof single
andmultiple agumentcommandine overflovs andervironmentvariableoverflows.
Version2.0andhighercanalsowatchfor tempfilecreationactuity (to checkfor
usingunsafetempfilenames)More informationis availableat
http://myispchannel.com/~mhigfer/bfbteser.
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Thefollowing aremiscellaneousecurityguidelineghat!| couldnt seemto fit
anywhereelse:

Have your programcheckat leastsomeof its assumptionbeforeit useshem(e.g.,at
the beginning of the program).For example,if you dependonthe“sticky” bit beingset
onagivendirectory testit; suchteststake little time andcould preventa serious
problem.If you worry aboutthe executiontime of sometestson eachcall, atleast
performthetestatinstallationtime, or evenbetterat leastperformtheteston
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applicationstart-up.

Write auditlogsfor programstartup sessiorstartup,andfor suspiciousactity.
Possiblanformationof valueincludesdate,time, uid, euid,gid, egid, terminal
information,processd, andcommandine values.You mayfind the functionsyslog(3)
helpful for implementingauditlogs. Oneawkward problemis thatany logging system
shouldbe ableto recorda lot of information(sincethis informationcouldbevery
helpful), yetif theinformationisn’t handledcarefullytheinformationitself couldbe
usedto createanattack.After all, the attacler controlssomeof theinput beingsentto
the program Whenrecordingdatasentby a possibleattacler, identify alist of
“expected’characterandescapeary “unexpected’charactersothatthelogisn’t
corrupted Not doingthis canbe areal problem;usersmayincludecharactersuchas
controlcharactergespeciallyNIL or end-of-line)thatcancauseeal problems For
example,if anattaclerembedsanewline, they canthenforgelog entriesby following
the newline with thedesiredog entry. Sadly theredoesnt seemto be standard
cornventionfor escapinghesecharacters’m partialto the URL escapingnechanism
(%ohhwherehhis the hexadecimalvalueof theescapedbyte) but thereareothers
includingthe C corvention(\ooofor the octalvalueand\X whereX is aspecial
symbol,e.g.,\n for newline). Theres alsothe caret-systenf"l is control-I), thoughthat
doesnt handlebyte valuesover 127 gracefully

Thereis thedangerthata usercould createa denial-of-servicattack(or atleaststop
auditing)by performinga very large numberof eventsthatcut anauditrecorduntil the
systemrunsout of resourceso storetherecords Oneapproacttio counterto this threat
is to rate-limitauditrecordrecording;intentionallyslow down theresponseateif “too
mary” auditrecordsarebeingcut. You couldtry to slow theresponseateonly to the
suspectedattacler, butin mary situationsa singleattacker canmasqueradas
potentiallymary users.

Selectingwhatis “suspiciousactiity” is, of course dependenbn whatthe program
doesandits anticipateduse.Any inputthatfails thefiltering checksdiscusseearlieris
certainlya candidatde.g.,containingNIL). Inputsthatcouldnotresultfrom normal
useshouldprobablybelogged,e.g.,a CGI programwherecertainrequiredfieldsare
missingin suspiciousvays.Any inputwith phrasedik e /etc/passwar /etc/shadw or
thelikeis very suspiciousn mary casesSimilarly, trying to accesaVindows
“registry” files or .pwl filesis very suspicious.
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If you have a built-in scriptinglanguageit maybe possiblefor the languagédo setan
environmentvariablewhich adwerselyaffectsthe programinvoking the script. Defend
againsthis.

If youneedacomple configurationanguagemalke surethe languagenasa comment
characteandincludea numberof commented-ousecureexamples Often’#’ is used
for commentingmeaning‘the restof thisline is acomment”.

If possibledon't createsetuidor setgidroot programsmalke theuserlog in asroot
instead.

Signyour code.Thatway, otherscancheckto seeif what's availablewaswhatwas
sent.

Considerstaticallylinking securegprogramsThis countersattackson the dynamiclink
library mechanisnby makingsurethatthe secureprogramsion’t useit.

Whenreadingover code,considerall the casesvherea matchis not made For
example,if thereis a switchstatementywhathappensvhennoneof the casesnatch?f
thereis an“if ” statementywhathappensvhenthe conditionis false?
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Theendof a matteris betterthan

its beginning, and patiences

betterthanpride.
Ecclesiaste3:8 (NIV)

Designingandimplementinga truly secureprogramis actuallya difficult taskon
Unix-like systemssuchasLinux andUnix. Thedifficulty is thatatruly secureprogram
mustrespondappropriatelyto all possibleinputsandernvironmentscontrolledby a
potentiallyhostileuser Developersof securgorogramanustdeeplyunderstandheir
platform,seekanduseguidelinegsuchasthese) andthenuseassurancerocesses
(suchaspeerreview) to reducetheir programs'vulnerabilities.

In conclusionherearesomeof thekey guidelinesfrom this paper:

« Validateall yourinputs,includingcommandine inputs,ervironmentvariables CGl
inputs,andsoon. Don't justreject“bad” input; definewhatis an“acceptable’input
andrejectanything thatdoesnt match.

- Avoid buffer overflon. Make surethatlong inputs(andlong intermediatedata
values)cant be usedto take overyour program.Thisis the primary programmatic
erroratthistime.

- StructurePrograminternals.Secureheinterface,minimize privileges,make the
initial configurationanddefaultssafe,andfail safe.Avoid raceconditions(e.g.,by
safelyopeningary filesin ashareddirectorylik e /tmp). Trustonly trustworthy
channelge.g.,mostsenersmustnottrusttheir clientsfor securitychecksor other
sensitve datasuchasanitem’s pricein apurchase).

- Carefullycall outto otherresourcesLimit their valuesto valid values(in particular
be concernedboutmetacharactersgndcheckall systemcall returnvalues.

« Replyinformationjudiciously. In particular minimize feedbackandhandlefull or
unresponsie outputto anuntrusteduser
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Hereareafew key eventsin the developmenif this documentstartingfrom most
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2000-05-24David A. Wheeler
Switchedto GNU’s GFDL license,addedmorecontent.

2000-04-21David A. Wheeler

Version2.00releasedgated21 April 2000,which switchingthe documents
internalformatfrom the LinuxdocDTD to the DocBookDTD. Thanksto Joge
Godoy for helpingme performthetransition.

2000-04-04dDavid A. Wheeler

Versionl.60releasedchangedsothatit now coversbothLinux andUnix. Since
mostof the guidelinescoveredboth,andmary/mostappdeveloperswanttheir
appsto run on both,it madesensdo cover both.

2000-02-0David A. Wheeler

Notedthatthe documents now partof the Linux DocumentatiorProject(LDP).

1999-11-2David A. Wheeler

Initial version(1.0) completedandreleasedo the public.

Notethata moredetaileddescriptionof changess availableon-linein the
“ChangeLogfile.
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This documenis Copyright (C) 1999-200avid A. Wheeler Permissioris grantedo
copy, distribute and/ormodify this documenunderthetermsof the GNU Free
Documentatioriicense(FDL), Versionl.1or ary laterversionpublishedoy the Free
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mirroring thedocumentBY linking to the mastersite, userscancheckandseeif your
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By this license,you may modify the documentput you cant claimthatwhatyou
didn’t write is yours(i.e., plagerism)nor canyou pretendthata modifiedversionis
identicalto theoriginal work. Modifying thework doesnot transfercopyright of the
entirework to you; thisis not a“public domain”work in termsof copyright law. See
thelicensein AppendixD for details.If you have questionsaboutwhatthelicense
allows, pleasecontactme.In mostcasesit’ s betterif you sendyour changego the
masterintegrator(currentlyDavid A. Wheeler),sothatyour changeswill beintegrated
with everyoneelses changesnto the mastercopy.
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0. PREAMBLE

The purposeof this Licenseis to make a manual textbook, or otherwritten
documentfree" in thesenseof freedom:to assureaveryonethe effective freedom
to copy andredistrituteit, with or without modifying it, eithercommerciallyor
noncommerciallySecondarilythis Licensepreseresfor theauthorandpublisher
away to getcreditfor their work, while notbeingconsideredesponsibldor
modificationsmadeby others.

This Licenseis akind of "copyleft”, which meanghatderiative worksof the
documenmustthemselesbefreein the samesenselt complementshe GNU
GeneraPublicLicense whichis a copyleft licensedesignedor free software.

We have designedhis Licensein orderto useit for manualdor free software,
becausdree softwareneeddree documentationa free programshouldcomewith
manualgproviding the samefreedomghatthe softwaredoes But this Licenseis
notlimited to softwaremanualsjt canbe usedfor any textual work, regardlesof
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subjectmatteror whetherit is publishedasa printedbook. We recommendhis
Licenseprincipally for workswhosepurposés instructionor reference.

1. APPLICABILITY AND DEFINITIONS

This Licenseappliesto any manualor otherwork thatcontainsa noticeplacedby
thecopyright holdersayingit canbedistributedunderthetermsof this License.
The"Document”, belaw, refersto any suchmanualor work. Any memberof the
publicis alicenseeandis addresseds"you".

A "Maodified Version"of the Documentmeansany work containingthe Document
or aportionof it, eithercopiedverbatim,or with modificationsand/ortranslated
into anothelanguage.

A "SecondanySection"is anamedappendixor a front-mattersectionof the
Documenthatdealsexclusiely with therelationshipof the publishersor authors
of the Documento the Documents overall subject(or to relatedmatters)and
containsnothingthatcouldfall directly within thatoverall subject.(For example,
if the Documents in partatextbookof mathematicsa Secondarngectionmay
not explainary mathematics.Yherelationshipcould be a matterof historical
connectiorwith the subjector with relatedmattersor of legal, commercial,
philosophicalethicalor political positionregardingthem.

The"InvariantSections'arecertain Secondansectionsvhosetitles are
designatedasbeingthoseof InvariantSectionsjn the noticethatsaysthatthe
Documents releasedinderthis License.

The"Cover Texts" arecertainshortpassagesf text thatarelisted,asFront-Cwer
Texts or Back-Caver Texts, in the noticethatsaysthatthe Documents released
underthis License.

A "Transparenttopy of the Documenimeansa machine-readableopy,
representeth aformatwhosespecifications availableto the generalpublic,
whosecontentscanbeviewedandediteddirectly andstraightforwardly with
generictext editorsor (for imagescomposeaf pixels)genericpaintprogramsor
(for drawings) somewidely availabledrawing editor, andthatis suitablefor input
to text formattersor for automatidranslationto a variety of formatssuitablefor
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inputto text formatters A copy madein anotherwise Transparentile format
whosemarkuphasbeendesignedo thwart or discouragesubsequenthodification
by readerss not TransparentA copy thatis not "Transparentfs called"Opaque”.

Examplesof suitableformatsfor Transparentopiesincludeplain ASCII without
markup,Texinfo inputformat,LaTeX inputformat, SGML or XML usinga
publicly availableDTD, andstandard-conformingimpleHTML designedor
humanmaodification.OpagudormatsincludePostScriptPDF, proprietaryformats
thatcanbereadandeditedonly by proprietaryword processorssGML or XML

for whichthe DTD and/orprocessindoolsarenot generallyavailable,andthe
machine-generatddTML producedoy someword processor$or outputpurposes
only.

The"Title Page"meansfor a printedbook, thetitle pageitself, plussuch
following pagesasareneededo hold, legibly, the materialthis Licenserequiresto
appeain thetitle page.For worksin formatswhich do not have ary title pageas
such, "Title Page"meanghetext nearthe mostprominentappearancef the
work’stitle, precedinghe beginning of the body of thetext.

2.VERBATIM COPYING

You maycopy anddistributethe Documenin any medium,eithercommercially
or noncommerciallyprovidedthatthis License the copyright notices,andthe
licensenoticesayingthis Licenseappliesto the Documentarereproducedn all
copies,andthatyou addno otherconditionswhatsoer to thoseof this License.
You maynot usetechnicalmeasures$o obstructor controlthereadingor further
copying of the copiesyou make or distribute. However, you mayaccept
compensatioin exchangefor copies.If you distributealarge enoughnumberof
copiesyou mustalsofollow the conditionsin section3.

You mayalsolendcopies,underthe sameconditionsstatedabove, andyou may
publicly displaycopies.

3. COPYINGIN QUANTITY

If you publishprintedcopiesof the Documentumberingmorethan100,andthe
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DocumentslicensenoticerequiresCover Texts, you mustenclosehe copiesin
coversthatcarry, clearlyandlegibly, all theseCover Texts: Front-Cover Texts on
thefront cover, andBack-Caover Texts on the backcover. Both coversmustalso
clearlyandlegibly identify you asthe publisherof thesecopies.The front cover
mustpresenthefull title with all wordsof thetitle equallyprominentandvisible.
You mayaddothermaterialon the coversin addition.Copying with changes
limited to the covers,aslong asthey presere thetitle of the Documentandsatisfy
theseconditions,canbetreatedasverbatimcopying in otherrespects.

If therequiredtexts for eithercoveraretoo voluminousto fit legibly, you should
putthefirst oneslisted (asmary asfit reasonablypn theactualcover, and
continuetherestontoadjacenpages.

If you publishor distribute Opaquecopiesof the Documentumberingmorethan
100,you musteitherincludea machine-readabl€ansparentopy alongwith
eachOpaquecopy, or statein or with eachOpaquecopy a publicly-accessible
computemetwork locationcontaininga complete Transparentopy of the
Documentfree of addedmaterial,which the generahetwork-usingpublic has
accesgo downloadanorymouslyat no chage usingpublic-standarehetwork
protocols.If you usethe latteroption,you musttake reasonablyrudentsteps,
whenyou begin distribution of Opaquecopiesin quantity to ensurethatthis
Transparentopy will remainthusaccessiblatthe statedocationuntil atleast
oneyearafterthelasttime you distributean Opaquecopy (directly or through
your agentsor retailers)of thateditionto the public.

It is requestedbut not required thatyou contactthe authorsof the Documentwell
beforeredistrikuting any large numberof copies to give thema chanceo provide
you with anupdatedversionof the Document.

4. MODIFICATIONS

You may copy anddistributea Modified Versionof the Documentunderthe
conditionsof section®2 and3 above, providedthatyou releasé¢he Modified
Versionunderpreciselythis License with the Modified Versionfilling therole of
the Documentthuslicensingdistribution andmodificationof the Modified
Versionto whoever possessegcopy of it. In addition,you mustdo thesethingsin
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the Modified Version:

A. Usein theTitle Page(andonthecovers,if ary) atitle distinctfrom thatof
theDocumentandfrom thoseof previousversiongwhich should,if there
wereary, belistedin the History sectionof the Document).You mayusethe
sametitle asa previousversionif the original publisherof thatversiongives
permission.

B. List ontheTitle Page,asauthorspneor morepersonor entitiesresponsible
for authorshipof the modificationsn the Modified Version,togethemwith at
leastfive of the principalauthorsof the Document(all of its principalauthors,
if it haslessthanfive).

C. StateontheTitle Pagethe nameof the publisherof the Modified Version,as
thepublisher

D. Presere all thecopyright noticesof the Document.

E. Add anappropriatecopyright noticefor your modificationsadjacento the
othercopyright notices.

F. Include,immediatelyafterthe copyright notices,alicensenoticegiving the
public permissiorto usethe Modified Versionunderthetermsof this License,
in theform shavn in the Addendumbelow.

G. Preserein thatlicensenoticethefull lists of InvariantSectionsandrequired
Cover Texts givenin theDocuments licensenaotice.

H. Includeanunalteredcopy of thisLicense.

|. Preserethesectionentitled"History", andits title, andaddto it anitem
statingat leastthetitle, year new authors andpublisherof the Modified
VersionasgivenontheTitle Page.If thereis no sectionentitled"History" in
the Documentgcreateonestatingthetitle, year authors andpublisherof the
Documentasgivenonits Title Page ,thenaddanitem describingthe
Modified Versionasstatedn the previoussentence.

J. Preserethenetwork location,if any, givenin the Documentor public
accesgo a Transparentopy of the Documentandlik ewisethe network
locationsgivenin the Documentfor previousversionst wasbasedn. These
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may beplacedin the"History" section.You mayomit a network locationfor
awork thatwaspublishedat leastfour yearsbeforethe Documenttself, or if
theoriginal publisherof the versionit refersto givespermission.

K. In ary sectionentitled"Acknowledgementsbr "Dedications” presere the
sectionstitle, andpresere in the sectionall the substancendtoneof eachof
the contributor acknavledgementsind/ordedicationgjiventherein.

L. Presere all thelnvariantSectionof the Documentunalteredn their text
andin theirtitles. Sectionnumbersor theequialentarenot consideregartof
the sectiontitles.

M. Deleteary sectionentitled"Endorsements'Sucha sectionmaynotbe
includedin the Modified Version.

N. Do notretitle any existing sectionas"Endorsementsbr to conflictin title
with arny InvariantSection.

If the Modified Versionincludesnew front-mattersectionsor appendiceshat
gualify asSecondansectionsandcontainno materialcopiedfrom the Document,
you may at your optiondesignatesomeor all of thesesectionsasinvariant.To do
this, addtheir titles to thelist of InvariantSectiongn the Modified Versions
licensenotice.Thesetitles mustbedistinctfrom arny othersectiontitles.

You mayadda sectionentitled"Endorsements’'providedit containsnothingbut
endorsementsf your Modified Versionby variousparties—forexample,
statementsf peerreview or thatthetext hasbeenapproredby anorganizationas
theauthoritatve definition of a standard.

You mayadda passagef up to five wordsasa Front-Cover Text, anda passagef
upto 25wordsasa Back-Caver Text, to theendof thelist of Cover Textsin the
Modified Version.Only onepassagef Front-Cover Text andoneof Back-Cover
Text maybeaddedby (or througharrangementsadeby) any oneentity. If the
Documentalreadyincludesa covertext for the samecover, previously addedoy
you or by arrangementadeby the sameentity you areactingon behalfof, you
maynotaddanotherjut you mayreplacethe old one,on explicit permissiorfrom
the previouspublisherthataddedtheold one.
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Theauthor(s)andpublisher(spf the Documentdo not by this Licensegive
permissiorto usetheirnamedor publicity for or to asseror imply endorsement
of any Modified Version.

5. COMBINING DOCUMENTS

You maycombinethe Documentwith otherdocumentseleasedinderthis
Licenseunderthetermsdefinedin section4 above for modifiedversions,
providedthatyou includein the combinationall of the InvariantSectionsof all of
theoriginal documentsyunmodified,andlist themall asinvariantSectionsof your
combinedwork in its licensenotice.

Thecombinedwork needonly containonecopy of this License andmultiple
identicallnvariantSectionamay bereplacedwith asinglecopy. If thereare
multiple InvariantSectionswith the samenamebut differentcontentsmake the
title of eachsuchsectionuniqueby addingattheendof it, in parentheseshe
nameof the original authoror publisherof thatsectionif known, or elsea unique
number Make the sameadjustmento the sectiontitlesin thelist of Invariant
Sectiongn thelicensenoticeof the combinedwork.

In the combinationyou mustcombineary sectionsentitied"History" in the
variousoriginal documentsforming onesectionentitled"History"; likewise
combineary sectiongentitled"Acknowledgements“andary sectionsentitled
"Dedications".You mustdeleteall sectionsentitied"Endorsements."

6. COLLECTIONSOF DOCUMENTS

You may make a collectionconsistingof the Documentandotherdocuments
releasedinderthis License andreplacethe individual copiesof this Licensein
thevariousdocumentsvith a singlecopy thatis includedin the collection,
providedthatyou follow the rulesof this Licensefor verbatimcopying of eachof
thedocumentsn all otherrespects.

You may extracta singledocumenfrom sucha collection,anddistributeit
individually underthis License providedyou inserta copy of this Licenseinto the
extracteddocumentandfollow this Licensein all otherrespectsegarding
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verbatimcopying of thatdocument.

7. AGGREGA'ION WITH INDEPENDENTWORKS

A compilationof the Documentor its derivativeswith otherseparatend
independentiocumentor works,in or on avolumeof a storageor distribution
medium,doesnot asawhole countasa Modified Versionof the Document,
providedno compilationcopyright is claimedfor the compilation.Sucha
compilationis calledan"aggregate",andthis Licensedoesnot applyto theother
self-containedvorksthuscompiledwith the Document, on accountof their being
thuscompiled,if they arenotthemselesderivative works of the Documentlf the
Cover Text requiremenbf section3 is applicableto thesecopiesof the Document,
thenif the Documents lessthanonequarterof the entireaggrejate the
Documents Cover Texts may be placedon coversthatsurroundonly the
Documentwithin the aggreate.Otherwisethey mustappeaion coversaroundthe
wholeaggreate.

8. TRANSLATION

Translationis considered kind of modification,soyou maydistribute
translationf the Documentunderthetermsof section4. Replacing Invariant
Sectionswith translationgequiresspecialpermissiorfrom their copyright
holders but you mayincludetranslation®f someor all InvariantSectionsn
additionto the original versionsof theselnvariantSectionsYou mayincludea
translationof this Licenseprovidedthatyou alsoincludethe original English
versionof this License.In caseof adisagreementetweerthetranslationandthe
original Englishversionof this License the original Englishversionwill prevail.

9. TERMINATION

You may not copy, modify, sublicenseor distributethe Documentexceptas
expresslyprovidedfor underthis License Any otherattemptto copy, modify,
sublicenser distributethe Documents void, andwill automaticallyterminate
yourrightsunderthis License However, partieswho have recevedcopies,or
rights,from you underthis Licensewill not have theirlicensegerminatedsolong
assuchpartiesremainin full compliance.
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10. FUTUREREVISIONSOF THIS LICENSE

TheFreeSoftwareFoundation(http://www.gnu.og/fsf/fsf.html) may publish
new, revisedversionsof the GNU FreeDocumentatiorLicensefrom time to time.
Suchnew versionswill besimilarin spirit to the presentersion,but maydiffer in
detailto addressien problemsor concernsSeehttp://www.gnu.og/copyleft/
(http://www.gnu.og/copyleft).

Eachversionof theLicenseis givena distinguishingversionnumber If the
Documentspecifieghata particularnumberedrersionof this License"or ary
laterversion"appliesto it, you have the option of following thetermsand
conditionseitherof thatspecifiedversionor of ary laterversionthathasbeen
published(not asa draft) by the FreeSoftwareFoundationlf the Documentdoes
not specifya versionnumberof this License,you may chooseary versionever
publishednotasadraft) by the FreeSoftwareFoundation.

Addendum

To usethis Licensein adocumentyou have written, includea copy of theLicense
in thedocumentindputthefollowing copyright andlicensenoticesjust afterthe
title page:

Copyright © YEAR YOUR NAME.

Permissions grantedo copy, distributeand/ormodify this documenunderthe
termsof the GNU FreeDocumentatiorLicense Versionl.1or ary laterversion
publishedby the FreeSoftware Foundationwith the InvariantSectionseing
LIST THEIR TITLES, with the Front-Cover Texts beingLIST, andwith the
Back-Cwver Texts beingLIST. A copy of thelicenseis includedin the section
entitled“GNU FreeDocumentatiorLicense”.

If you have no InvariantSectionswrite "with no InvariantSections'insteadof
sayingwhich onesareinvariant.If you have no Front-Cover Texts, write "no
Front-Cover Texts" insteadof "Front-Cover Texts beingLIST"; likewisefor
Back-Cuwer Texts.

If yourdocumentontainsnontrivial examplesof programcode,we recommend
releasingheseexamplesn parallelunderyour choiceof free softwarelicense,
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suchasthe GNU GeneralPublic License(http://www.gnu.og/copyleft/gpl.html),
to permittheir usein free software.
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Appendix E. Endor sements

This versionof thedocumentis endorsedy theoriginal author David A. Wheelerasa
documenthatshouldimprove the securityof programswhenappliedcorrectly
Modifications(includingtranslationsmustremove this appendixperthelicense
agreemenincludedabove.
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Appendix F. About the Author

David A. Wheeleris anexpertin computersecurityandhaslong specializedn
developmentechniquedor large andhigh-risk softwaresystemsHe hasbeeninvolved
in softwaredevelopmentincethe mid-1970sandbeeninvolvedwith Unix and
computersecuritysincethe early 1980s His areasof knowledgeincludesoftware
safety vulnerability analysisjnspections|nternettechnologiessoftware-related
standardgincluding POSIX), real-timesoftwaredevelopmentechniquesand
numeroucomputedanguagegincludingAda, C, C++, Perl,Python,andJava).

Mr. Wheeleris co-authorandleadeditor of the [IEEE book Softwae Inspection:An
IndustryBestPractice authorof thebook Ada95: TheLovelaceTutorial, andco-author
of the GNOMEUSser’s Guide Heis alsothe authorof mary smallerpapersandarticles,
includingthe Linux ProgramLibrary HOWTO.

Mr. Wheelerhopeghat, by makingthis documengvailable,otherdeveloperswill make
their softwaremoresecure You canreachhim by emailat dwheeler@dwheelgrom
(no spamplease)andyou canalsoseehis web site at http://www.dwheeleicom.
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