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Risky Business - The Background 

Risk management is a way of evaluating threats, assessing potential danger (losses), identifying ways to avoid loss and discovering how to safeguard your important assets.  In real life, individuals make risk management decisions dozens of times every day.  Whether you're deciding when to cross the street, (with or against the light); whether to get married; or whether you should change jobs, every major decision  is based on principles of risk management. 
           For companies that aren't sure if they're ready for a risk management program, there are ten signs to look for, to see if it's time to do a risk assessment. (These ten examples are all true!). 
The Information Age -Major Influences 

Our society depends on fast, accurate transmission of information.  Everything from e-mail, stock quotes, credit ratings, bank balances, travel arrangements, even the weather, are all transacted by computer systems.  Just ten years ago, most employees worked with dumb terminals which performed a prescribed set of functions.  These terminals have migrated into personal computers on every desk, most  linked to the Internet.  Even prisoners are requesting modem access to conduct their in-prison enterprises. 
          The availability of all this information and the ease of intercepting it has created an environment where hackers are glorified as harmless whiz kids, even though the damage they do to a computer system may take weeks to undo.  More serious incidents include the  ten million dollars taken electronically from a major bank's cash management system, or the hundreds of new Visa cards which couldn't be used because the new expiration date of 2000 couldn't be processed by credit card 
  Another problem in this new information society is the lack of loyalty of employees to their organizations.  Private companies have right-sized and downsized and trimmed overhead to keep profits  high.  The old days of having a job for life, where the company looked out for you and protected you, are over.  The resulting lowering of morale contributes to a risky business environment, where the goals of the individual may no longer  match the goals of the organization where they work. 
            Risk assessment began as a process applied to large mainframes and data centers, which were in stand-alone,  tightly controlled environments..  However, as personal computers replaced dumb terminals on every desktop, and as these personal computers are  increasingly linked to the Internet, computer security problems multiply.  Hardware solutions, such as installing firewalls, automated audit trails, and random password generators are sometimes difficult to justify to senior management, and where installed, have not always prevented security breaches. The role of risk assessment to analyze these complex systems has increased dramatically over  the last twelve months, and serves two purposes:  to identify existing weaknesses in the systems, and to cost justify and prioritize the cost of additional safeguards. 
The General Accounting Office Report to Congress 

            In May of 1996, the General Accounting Office (GAO), the audit branch of the Federal government released their report to Congress called, ?Computer Attacks at Department of Defense Pose Increasing Risks? (GAO/AIMD-96-84 Defense Information Security).  Using statistics from the Defense Information Systems Agency, as well as results of their own investigations, the report details more than 160,000 successful attacks against Department of Defense (DOD) computer systems.  The report stated, ?since the level of protection varies from installation-to-installation, the need for corrective measures should be assessed on a case-by-case basis by comparing the value and sensitivity of information with the cost of protecting it  and by considering the entire infrastructure". 
In summarizing their results, the GAO report recommended more stringent security policies and that the Department of Defense mandate risk assessments.  In addition, the report included recommendations that DOD ?develop Department wide policies for prevention, detection and response to attacks?. (Currently each branch of the service has their own, and sometimes different, security policies). 

The FBI/CSI 1997 Survey 
           The Computer Security Institute in San Francisco teamed with the Computer Crime Squad of the FBI in 1996 to do the first FBI/CSI Computer Crime Survey.  The survey was conducted in order to provides statistical data on state of computer crime and computer security; to quantify information losses and to further cooperation between law enforcement and organizations to report computer crimes. 
            In 1997, the second survey was completed and the results were shocking. The sampling base included 5000 information security professionals, of which 563 completed the survey.  From these organizations, 249 reported losses of over $100 million dollars from computer crime.  Losses ranged from averages such as financial fraud (26 responses averaging $957,384); theft of proprietary information  (21 responses averaging $954,666); telecommunications  fraud  (35 responses averaging $647,437); unauthorized access  (22 responses averaging $181,436); sabotage (14 responses averaging $164,840); and system penetration, with 22 responses averaging $132,250. 
  

Senate Permanent  Subcommittee on  Investigations 

            In June of 1996, one month after the GAO report was released, U.S. Senator Sam Nunn convened the Senate Permanent  Subcommittee on  Investigations to hold hearings on Security in Cyberspace.  The report of the Subcommittee stressed the importance of vulnerability assessments to securing computer systems.  The report stated, vulnerability testing and assessment of government and government interest computer systems is the best method of enhancing awareness of the vulnerabilities of our information infrastructure." 
            The staff recommendations included emphasizing ?that the federal government promote regular vulnerability assessments of government agencies, especially agencies outside of the Department of Defense?.  Other safeguards recommended by the Subcommittee were that the U.S. must formulate national policy to promote the security of its information infrastructure; creation of a National Information Infrastructure Threat Center with real time, 24-hour operational capabilities and the creation of an international computer crime bureau with emergency response capability.  The Subcommittee Report was widely reported in the national press. 

The Presidents Commission on Critical Infrastructure Protection (PCCIP) 
In July, 1996, President Clinton  announced an Executive Order (Executive Order), establishing the President's Commission on the Critical Infrastructure Protection (PCCIP).   The PCCIP's mission was to ?assess the scope and nature of the vulnerabilities of, and threat to, critical infrastructures; ........and  recommend a comprehensive national policy and implementation strategy for protecting critical infrastructures from physical and cyber threats and assuring their continued operations....... 
The Gulf War had heightened awareness by pointing out how many private resources were used in fighting the Persian Gulf War.  Commercial long distance lines and even cell phones formed a  piece of the U.S. war effort.  Yet these resources were not under the direct control of the Department of Defense, or even the Federal government.   The PCCIP identified eight critical infrastructures including: 
             1. Telecommunications 
             2. Electrical Power Systems 
             3. Gas and Oil Storage and Transportation 
             4. Banking and Finance 
             5. Transportation 
             6. Water Supply Systems 
             7. Emergency Services (medical ,fire, police, rescue) 
             8. Continuity of Government 
Representatives from the highest levels of both government and large private companies made up the PCCIP.  The final report was released in late fall of 1997.  The report concurred with many of the findings from the Senate Permanent Subcommittee on Investigations report, recommending vulnerability assessment as one the most effective safeguards for government AND private information systems.    The report noted that, Government leaders are insufficiently aware of the vulnerabilities...".  It goes on to recommend a broad program of awareness and education, a major effort directed toward encouraging information sharing, as well as an increased emphasis on vulnerability assessments and quantitative risk management process. 
THE PROBLEM: HOW CAN MANAGEMENT GUARANTEE SECURITY?
 
It's impossible to make security perfect.  But management needs to be able to get a sense of how security works in their organization.  They need to know how much all their information systems, their facilities and their personnel are costing them to operate.  Only when they know how much the assets cost, can they know how much security is enough.  In addition, they need to understand how their personnel are complying with existing security directives.  A risk assessment is a way of finding our how security works in an organization, to find out where the weaknesses are, and to be able to identify cost-effective controls. 
What is Risk Assessment? 

Risk assessment is a method of determining what kinds of controls are needed to protect an organization's information systems and resources not just adequately, but cost-effectively. 
  The risk assessment process examines a set of five variables.  First, what are you trying to protect, how much is it worth, and how much depends on it.  Second, what could potentially threaten the asset.  Third, what weakness exists that would allow the threat to materialize.  Fourth, if the threat occurs, what kind of loss could you have.  And, fifth, what controls could you put into place that would reduce the loss if a threat occurred, or eliminate the threat altogether 
The five variables include: 

1.  ASSETS - whatever you're trying to protect.  Assets can include databases,                        information, personnel,  facilities, application programs, surveillance equipment, electrical power, computer hardware and software, and communications equipment. 

2.  THREATS - Threats are events which could happen at any time.  Even great                 security can't eliminate every threat -- like hurricanes, earthquakes, or fraud,  but you can diminish the impact if the threat occurs, and/or  reduce their likelihood of occurrence. Examples of threats include: embezzlement, cold, frost, snow, ice, electro-magnetic propagations (sunspots), data disclosure; theft of data or assets; bomb threats, false alarms, vandalism and sabotage. 

3.  VULNERABILITIES - These are weaknesses in the organization which would create a condition which would allow the threat to cause an impact to the  organization by triggering a loss.  Vulnerability categories include access control, administration, construction, disaster recovery planning, emergency response planning, policy, procedures, reliability and training.
 
4.  LOSSES - Loss categories include direct loss, disclosure losses, loss of data  integrity,  losses due to data modification and losses due to delays and denials of service, loss of life, and loss of credibility (an intangible loss). 

5.   SAFEGUARDS - Safeguards are security controls which, when put in place,  can eliminate, reduce or mitigate the impact of a threat occurrence.  Safeguards include controls like disaster recovery plans, intrusion detection systems, monitoring systems, passwords, redundant power, having a written security plan, having a security policy, a security staff, technical surveillance and training programs. 
Risk Assessment Relationships 

The most difficult part of a risk assessment is analyzing all the data you collect and putting the relationships together.  If you find that employees aren't using their passwords, how dangerous is that to the organization?  And which safeguards would be the most cost-effective?  Each set of five has to be independently analyzed and the results combined into a meaningful, and defensible report. 
The problems of analyzing relationships, questioning personnel with paper surveys and collecting data make risk assessment a natural candidate for automation.  Some government requirements are now written to specify using automated risk analysis software for projects.  As well as the obvious savings, such as time to complete, automating the risk analysis has other benefits.  First, you can interview many more people if you can use electronic media.  This means the results of hundreds of individuals can be automatically analyzed.  Second, the data collected electronically can be used for other security functions such as disaster recovery planning. 
  

Steps in a Risk Assessment 

         There are seven steps in a risk assessment: 
      1.  Set parameters for risk analysis 
      2.  Define  system's assets 
      3.  Determine relevant threat profiles. 
      4.  Survey all system users to discover vulnerabilities. 
      5.  Analyze all data 
      6.  Write the report. 
 Vulnerability Assessment 

Risk assessment is composed of two parts, the vulnerability assessment and the countermeasure (safeguard) assessment.  The vulnerability assessment looks at an existing systems or facility and evaluates its existing security, including how personnel are complying with existing policies and guidelines.  The result of the vulnerability assessment will present a detailed road map of all the existing weaknesses in the present system, including information of how widespread the problem is, and which individuals identified the weakness (vulnerability). 
  Surveying people who use the systems under review is a critical part of the vulnerability assessment.  While paper surveys are laborious and difficult to aggregate, automated questionnaires now exist which allow risk analysts to interview users electronically.  Survey questions start with a Control Standard which outline the official policy of the organization.  Questions should be set up to validate compliance against published policies, guidelines and directives.. 

The Questions
 
Asking good questions is the very heart of the risk assessment and also forms the core of the vulnerability assessment.  Questions should always be compliance based and directly linked to a control standard or control objective.  If you ask questions that are not linked to standards, and discover major problems, the path will not exist to force compliance.  Limiting the number of questions to ask is one of the most difficult aspects of the analysis. 
Cost Benefit Analysis  - Getting More Bang for Your Buck 

The cost benefit analysis combines information from the vulnerability assessment along with relevant threat data and asset information such as present day replacement values, criticality, integrity and availability of the information contained in the system under review, as well as how completely safeguards are currently being implemented.  In reviewing the existing security controls, it's important to indicate percentages of current implementation.  For example, maybe the visitor badging policy is only 70% implemented, meaning that it is implemented on weekdays, but not on weekends.  In actual risk assessments, completing implementation of an existing control to 100% is often the most cost effective solution. 
  
  
  

A typical risk analysis may tell a company that the most cost effective safeguards are: 

                 1.  Finish Disaster Recovery Plan            200:1 
                 2.  Use password generator                       80:1 
                 3.  Distribute security policy                      50:1 
                 4.  Secure dial-in lines                               20:1 
                 5.  Hire guard service                                10:1 
The result of the cost benefit analysis will be to create a return on investment  ratio (ROI), balancing the value of the information against the cost of controls to protect it.  By establishing Return On Investment data, managers and directors can make more informed decisions regarding which controls to implement, based on strictly on initial cost, but also on the current threat exposure of the organization. 

Risk Assessment - The Most Cost Effective Safeguard 

A high-level risk assessment is, in itself, the most cost-effective safeguard you can find.  It is a way of looking at a large organization in a consistent and quantifiable manner, with defensible results.   It also provides a way of baselining across an organization and it will identify the weak areas so those can be revisited with a more intensive analysis at a later date. 
            Computer systems and organizations have never been more at risk, and risk assessment can actually reduce and manage risk.  Risk assessments are becoming increasingly important in the management of information systems and corporate security.. 
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