Whitepaper:

The Need for Information Security Policies 

Background 
Information security is a vital component of all networked organizations today. As companies leverage Internet, intranets, extranets, outernets and other opular buzzword technologies to make information available to an ever-wider opulation of users, they are also increasing efforts to secure information from various threats. The results of this trend are reflected in the rapid growth of the security product market, as sales of firewalls, authentication systems, encryption roducts, virtual private network software, intrusion detection systems and public key infrastructure components continue to increase. Information security professionals today can turn to security product vendors for solutions to a range of risks -- from single points of threat to system wide vulnerabilities. Indeed, any network manager today can buy security products with capabilities, which just a few years ago were only available to governments and military organizations. The limitation that these powerful tools have is that they are only tools. As such, they are necessary -- but not sufficient -- to build an information security system. Just as a set of tools are not enough to set about building a house – the contractor needs a plan 

Executives and technical managers are faced with many choices in directing the protection of computer assets. Some choices can be based upon quantifiable tradeoffs, but others involve competing requirements, questions of organizational strategic direction, or other parameters, which do not easily lend themselves to quantitative analysis. In making these choices, policy is established for an organization and is then used as the basis for protecting resources, both information and technology, and guiding employee behavior.

 

What is a security policy?
When an organization decides to implement security in a methodical fashion, it will by necessity have to create a plan. The planning process will begin by carefully identifying information assets and any threats, which pose a risk to those assets. Next, potential measures to mitigate those risks will be evaluated. The objectives and values of the organization will be used as the basis for deciding priorities and assessing value of assets against the cost of protecting them, and these decisions about security will result in a security plan. The documented instantiation of such a security plan typically takes the form of an Information Security Policy.

There are several types of security policy. The security plan for an organization should ultimately address program policy, issue specific policies, system related procedures, acceptable use statements, and governance and enforcement of the documentation and policies.

Program policy defines responsibilities and authority for security. For instance, a company may appoint a security officer who is an officer of the corporation, often one who reports directly to the chief executive officer. This security officer may have departmental or site specific security officers as direct reports. Collectively, these security officers would be responsible for developing and maintaining issue or system specific security policies and procedures, as well as assisting the IT staff in implementation of the tools needed to enforce policy. All end users would generally be charged with the responsibility to comply with security policies. Certain people of the security staff probably will have the authority to perform actions such as terminating a suspected account, disconnecting a circuit which is being used as a conduit for an attack, or in extreme cases contacting law enforcement to initiate criminal investigation. Program policy clearly delineates all of these roles.

Issue - specific policies address specific issues of concern to the organization. Whereas program policy is intended to address the broad organization-wide computer security program, issue-specific policies are developed to focus on areas of current relevance and concern to the organization. Examples of issue specific policies include Internet security use of unproven technologies such as Java or Active/X, individual privacy, remote access, etc. Acceptable use statements and privacy statements are also examples of issue specific policies. These may be incorporated into broader security policy documents, but are often promulgated separately, reflecting the importance of these issues.

System - specific policies focus on decisions taken by management to protect a particular system.  1  System-specific policy provides sufficient information or direction to be used for tasks such as establishing an access control list or in training users on what actions are permitted. It is much more focused, since it addresses only one system.

So, security policy is actually a broad concept, which may mean different things to different people. Within a given organization, there might be several different documents, which collectively make up the security policy of the organization. Ideally, these documents are created with a coordinated effort to protect the assets of the organization. An important facet to consider is that even if no document exists, the organization still has a policy about security – but in the absence of documented policy the different aspects of policy are probably not coordinated, and in fact may be contradictory and counter-productive.

 

What are the benefits of a Security Policy
As with most business decisions, the decision to create a security policy must be made in context of the costs and benefits. 

The benefits include:

Familiarity with various types of policy will aid managers in addressing information security issues important to the organization. Effective policies ultimately result in the development and implementation of a better information security program and better protection of systems and information.  2  This will simplify some tasks involving routine decision-making, by reducing uncertainty about higher-level objectives. For instance, clearly defined expectations and responsibilities help system administrators provide services to end-users. The administrator will know specifically whether a requested application is allowed, or will know precisely who must be contacted for approval. Thus, the administrator’s time will not be wasted seeking answers to questions about these issues.

A security policy is a necessary part of an effective program to protect corporate assets. A security policy is the plan for how security will be accomplished. Without a formal policy, it is possible that information system resources will be left unprotected through simple oversight of personnel, or that the wrong resources will be protected at expense to the company.

During the process of development, current business and technical practices will be methodically examined. Often, immediate improvements can be made to operations based on this exercise.

Security plans provide valuable documentation of planning activities and as such, serve as evidence that an organization is exercising reasonable care with respect to the protection of their own assets as well as assets belonging to other organizations. In today’s litigious society, proof of fiduciary responsibility is an important aspect of management.

Security plans act as a central, accepted reference with respect to the organizations’ target security state and provide a clear means for evaluating the organizations progress toward implementing their strategic goals. Furthermore in the case of grass roots initiatives, a security plan is a valuable mechanism for establishing a communication path with senior management to discuss security needs for the organization. Security plans are often useful in these scenarios for providing needed justification for budget requests with respect to enhancing security. 

Planning for security can offer an organization significant advantages over those organizations that implement security measures in a haphazard, unstructured manner. In this era of limited resources, security planning is a useful tool for helping an organization prioritize their expenditures (i.e., people power, new technology) in the most cost effective manner. Even if an organizations’ current security posture is less than ideal, implementing a security planning process will raise the level of security awareness among management, better preparing them to deal with potential security incidents. As a result of security planning, the organization will be in a much better position to respond quickly and completely to organizational, political, and technological changes with security implications. 

 

What makes a Good Security Policy
Experience has shown that the following factors are often critical to the successful implementation of information security within an organization:

Security objectives and activities should be based on the mission and goals of the organization and system; 

A good understanding of the security risks, both threats and vulnerabilities, to organization assets and of the level of security inside the organization, which should be based on the value and importance of assets; 

Visible support and commitment from top management; 

Effective marketing of security to all managers and employees; 

Distribution of comprehensive guidance on information security policy and standards to all employees.

The process of creating a formal security policy should address the first two of these items, and the documented policy itself serves as an effective instrument to achieve the last three of these. 

Perhaps one of the most important aspects leading to success is the support of senior management. Regardless of the quality of the policy, if management does not actively support it, success is unlikely. Management must understand the importance of security, and demonstrate support for security policy by setting an example in following the prescribed guidelines, as well as providing adequate authority and resources to the staff who must implement the policy. If the policy becomes just another document on the shelf in a pretty binder, its usefulness to the organization will be minimal.

 

How are Security Policies developed?
An organization, which does not have effective and current security policies, has several options to create them. They can assemble a task force of management and other staff members to begin the process, they can use commercial policy development tools, they can use outside consultants, or they can use a combination of these methods. 

Appropriate staffing of a security policy initiative can make an enormous difference in the effectiveness of the policy. The staff members tasked to perform security planning will be considered the owners of the individual plans and as such, will be responsible for all planning activities supporting both the initial creation of the plan as well as subsequent updates. They will be responsible for the constant evolution and improvement of the plan based on the assessment of prior decisions, lessons learned, and changes within the organization.

It is critical that the owner of the security plan have sufficient visibility into the business supported by the information systems addressed by the plan. This includes, but is not limited to, an understanding of the information processed, the purpose behind processing the information, the means by which computer technology is currently used to conduct business and future plans for utilizing computer technology to meet business needs. The participants of the security planning must have a solid background in security in order to correctly assess the current security posture of the organization and to identify future goals to enhance security.

Commercial tools are available which purport to create security policies. Whether these tools are able to produce anything more than attractive boilerplate documents is a valid question for anyone considering them. Experience indicates that the most effective policies reflect the unique business requirements and organizational culture of the organization deploying them.

Planning often can involve decision-making that involves organizational disputes. Bringing in an outside view is often helpful to the next level of management in determining tradeoffs objectively. Security planning also requires security expertise, which many organizations lack. Outside consultants can be contracted to act as information security advisors throughout the planning process. In addition, outside security specialists can help an organization keep up with industry trends and standards as well as providing valuable points of contact for dealing with security incidents. Ideally this type of support should be obtained at the earliest possible stage and should be allowed direct access to the information technology and relevant business mangers. The specific role of the outside security consultant will depend upon the needs of the organization.

 

Summary
Today, common best security practices include formal planning, documented through the use of policies. Whether simple or complex, brief or voluminous, plain or elegant is much less important than that they exist. Prudent business management in the information age requires protection of information assets. The wise manager must remember the old saying, "If you fail to plan, then you are planning to fail."

 



1 A system refers to the entire collection of processes, both those performed manually and those using a computer (e.g., manual data collection and subsequent computer manipulation), which performs a function. This includes both application systems and support systems, such as a network. 
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2 National Institute of Standards and Technology, CSL Bulletin, January 1994 http://csrc.nist.gov/nistbul/csl94-01.txt 
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