
open source, with a commercial re-
p o rting tool. We initially looked at
the We b Trends Security Analyzer,
but after discovering the p roduct re-
q u i res host-based agents to perf o rm
t h o rough scans, we removed it fro m
the review because it d if fers too
g reatly from the other products. 

In an eff o rt to cut through the
hype, we took f ive  OS plat for m s
( H e w l e t t - P a c k a rd Co. HP-UX, Mi-
c rosoft Windows NT, Novell Net-
Wa re, Red Hat Linux and Sun Mi-
c rosystems Solaris) , each with
specific published vulnerabilities (see
“How We Tested,” page 54), and set
the scanners loose. Considering they
w e re known vulnerabilities (several

of which have  been
a round for quite some
time!), this test should
have be en a  piece of
ca ke. The scanners

should have been able to identify,
classify and re p o rt on all 17 vulnera-
bilities. Unfort u n a t e l y, the re s u l t s
w e re n ’t so sweet. 

B o rrowing eEye’s tag line: Is the
“vulnerability over”? Based on our
testing of these tools, we’d say no—
not by a long shot. We set up 17 of
the most common and critical vulner-
abilities out there, and not one pro d-
uct detected them all (see “Vulnerabil-

ity Scanners: Detection Results,” page
56). The closest was the Nessus Secu-
rity Scanner, which nailed 15 of the
17. But even one hole is too many. Be-
cause all the products failed to identify
key vulnerabilities, none of them re-
ceived our Editor’s Choice award.

I
t got worse from there. In addi-
tion to missing a number of major
holes, some of the tools presented
us with confusing reports, contra-

dictory information and misdiagnosed
vulnerabilities. If nothing else, our
testing should serve as a wake-up call:
If your organization is relying on
these scanners to identify all your crit-
ical system vulnerabilities, it’s time to
rethink and regroup. Worse, if you are
a consulting firm basing your assess-
ment services on these products, you
better have some system in place to
cover for their shortcomings, as these
products don’t cut it.

H o w e v e r, products like Intern e t
Scanner, Nessus Security Scanner and
NetRecon are still quite powerful and
will make worthy additions to your
o rg a n i z a t i o n ’s security tool belt, espe-
cially if you don’t have any eff o rts in-
house right now. In the end, we didn’t
favor the scanner with the thickest re-
p o rt, the sharpest interface or the
highest number of vulnerabil ity

checks. We liked best the two that did
a decent job at their fundamental pur-
pose: to find known security vulnera-
bil ities. The two that shined the
brightest on this front were ISS’ In-
t e rnet Scanner and Nessus Security
S c a n n e r. Unfort u n a t e l y, it’s a case of
the best of the worst.

The Numbers Game
Sheer number counts can be mislead-
ing in many ways. For example, the
i n t rusion-detection vendors play the
numbers game when it comes to the
number of attack signatures their
products employ. Virus scanners sport
numbers to back their “efficiency” at
detecting hostile code. The vulnera-
bility-scanner space isn’t any different,
as the marketing pitches tout the raw
number of “vulnerabi lity  checks”
these products have built-in. One
would think more is better, but based
on our testing, we beg to diff e r. We
would much rather use a product that
accurately identifies and re p o rts on
critical vulnerabilities than use one
that is inaccurate and has a billion
checks that may or may not work.
Consider that CyberCop Scanner,
which boasts 730 checks, found 12 out
of 17 vulnerabilities, while Nessus Se-
curity Scanner, claiming only 550
checks, found 15 out of 17. While this
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Vulnerability Scanner Features
Axent Internet Network

Technologies Security Systems Associates World Wide
NetRecon 3.0 + BindView eEye Digital Internet Nessus Security CyberCop Digital 

SU7 HackerShield Security Retina Scanner Scanner Scanner SARA Security SAINT

Price Starts at $19.95 per Starts at Starts at Free $32 per node, Free Free (report
$1,995 IP scanned $1,145 $2,795 $2,252 server generator start s

at $100)
Platform Windows NT Windows NT Windows NT Windows NT Unix Windows NT Unix Unix

Workstation
Built-in automatic signature ● (download ● ● ● ● (download ● ❍ ❍

update feature from Web) from Web)
Scans for host vulnerabilities ❍ ● ● ● ❍ ● ❍ ❍

CVE cross-references ❍ ● ❍ ● ● ❍ ● ●

Automatic fixing of select vulnerabilities ❍ ● ● ❍ ❍ ● ❍ ❍

Open source ❍ ❍ ❍ ❍ ● ❍ ● ●

Command-line automation ❍ ❍ ❍ ● ● ● ● ●

Integrates with a data- ● (Enterprise ❍ ❍ ● ❍ ● (Security ❍ ❍

management suite Security (ISS SafeSuite) Management
Manager) Interface)

Capable of custom security checks ❍ ❍ ❍ ❍ ● (NASL) ● (CASL) ● ●

● Yes     ❍ No
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