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Vulnerability Scanners: Detection Results
Axent Internet Network

Technologies Security Systems Associates World Wide
NetRecon 3.0 + BindView eEye Digital Internet Nessus Security CyberCop Digital 

SU7 HackerShield Security Retina Scanner Scanner Scanner SARA Security SAINT 

Hewlett-Packard HP-UX 10.20
Sendmail buffer overflow ● ● ● ● ❍ ● ● ●

SMTP mail relaying ● ❍ ● ● ● ● ● ❍

SMTP EXPN/VRFY ● ● ● ● ● ● ❍ ●

FTP /pub/ directory writable ❍ ❍ ❍ ❍ ● ● ❍ ❍

Microsoft Windows NT 4.0
ColdFusion sample scripts ● ● ❍ ● ● ● ❍ ❍

IIS sample scripts ● ● ❍ ● ● ❍ ❍ ❍

RDS vulnerability ❍ ❍ ❍ ● ● ❍ ● ●

Null sessions allowed ● ❍ ❍ ● ● ● ❍ ❍

Novell NetWare 5.1
Guessable SNMP string ❍ ● ❍ ● ● ● ❍ ●

Red Hat Linux 5.2
wu-ftpd buffer overflow ● ● ● ● ❍ ❍ ● ●

NFS root (/) export ● ● ❍ ● ● ● ❍ ❍

Guest account/no password ● ❍ ❍ ● ● ● ● ●

BIND NXT buffer overflow ❍ ● ❍ ● ● ❍ ❍ ●

Sun Microsystems Solaris 2.6
rpc.cmsd buffer overflow ● ● ❍ ❍ ● ❍ ● ❍

rpc.sadmind buffer overflow ● ● ❍ ❍ ● ❍ ● ❍

rpc.ttdbserver buffer overflow ● ● ❍ ❍ ● ● ● ❍

Finger service vulnerabilities ● ● ● ● ● ● ● ●

Total 13 12 6.5 13.5 15 12 10 9
● Yes     ❍ No     Note: Some scanners received half credit if their results partially identified the vulnerability but did not fix it entirely.


